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Web (Korean): http://www.tmaxsoft.com
TechNet: http://technet.tmaxsoft.com

USA

TmaxSoft Inc.

101 North Wacker Drive, Suite 2014,

Chicago, IL 60606

US.A

Tel: +1-312-525-8330

Email: info@tmaxsoft.com

Web (English): http://www.tmaxsoft.com/us_en/home

Japan

TmaxSoft Japan Co., Ltd.

5F Sanko Bldg, 3-12-16 Mita, Minato-Ku, Tokyo, 108-0073
Japan

Tel: +81-3-5765-2550

Fax: +81-3-5765-2567

Email: info@tmaxsoft.co.jp

Web (Japanese): http://www.tmaxsoft.co.jp
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China

Beijing TmaxSoft System Software Co., Ltd.

Room103, No.2 Huizhong Building, Seven Street Shangdi,
Haidian District, Beijing, 100085

P.R.China

Tel: +86-10-6298-8827

Email: info@tmaxsoft.com.cn

Web (Chinese): http://www.tmaxsoft.com/cn_en/home_cn_en

Brazil

Tmax Brasil Sistemas e Servicos Ltda.

Av. Copacabana, 177, sala 32~35 Empresarial 18 do Fortel
Alphaville Barueri, Sao Paulo, 06472-001

Brazil

Tel: +55-11-4191-3100

Fax: +55(11) 4191-3705 (extension#112)

Email: info.bra@tmaxsoft.com

Web (Portuguese): http://www.tmaxsoft.com/br_en/home_br_en

Russia

Tmax Rus L.L.C.

Leninsky prospekt, 113/1 (Park Place Moscow),

Office 318e, Moscow, 117198

Russia

Tel: +7(495)970-01-35

Email: info.rus@tmaxsoft.com

Web (Russian): http://www.tmaxsoft.com/ru_ru/home_ru_ru
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Singapore

Tmax Singapore Pte. Ltd.

430 Lorong 6, Toa Payoh #10-02,

OrangeTee Building, 319402

Singapore

Tel: +65-6259-7223

Fax: +65-6258-7112

Email: info.sg@tmaxsoft.com

Web (English): http://www.tmaxsoft.com/sg_en/home_sg_en

United Kingdom

TmaxSoft UK Ltd.

215 Knyvett House, Watermans Business Park,

The Causeway, Staines TW18 3BAB

United Kingdom

Tel: +44-1784-895005

Email: info.uk@tmaxsoft.com

Web (English): http://www.tmaxsoft.com/gb_en/home_gb_en

Canada

TmaxSoft Canada, Inc.

2425 Matheson Blvd East, 8th floor,

Unit 824 Mississauga, ON, L4W 5K4

Canada

Tel: +1-905-361-2888

Email: info.canada@tmaxsoft.com

Web (English): http://www.tmaxsoft.com/ca_en/home_ca_en
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Australia

TmaxSoft Proprietary Limited

L32, 101 Miller Street, North Sydney 2060

Australia

Tel: +91-9845-330-704

Email: info.aus@tmaxsoft.com

Web (English): http://www.tmaxsoft.com/au_en/home_au_en

India

TmaxSoft Technologies Private Limited

Sobha Alexander Plaza,3rd Floor,

16/2 Commissariat Road, Bangalore-560025

India

Tel: +91-9845-330-704

Email: info. india@tmaxsoft.com

Web (English): http://www.tmaxsoft.com/in_en/home_in_en

Turkey

TmaxSoft Co., Ltd. Turkey Liaison Office
Windowist Tower. Eski Buyukdere Cad. No:26,
Maslak 34467 Istanbul

Turkey

Tel: +90-544-553-6045
Email:cslee@tmaxsoft.com

Web (English): http://www.tmaxsoft.com/tr_en/home_tr_en

xxiv JEUS Fa)F1HIK


http://www.tmaxsoft.com/au_en/home_au_en
http://www.tmaxsoft.com/tr_en/home_tr_en

BLIE tX1)F1— P ATFLOBH

AETHEH. EF )T — Y RATLOBE, TEREEIUPHEEICOVVTHRBALES

1.1. =&

EER. X a)T— OSBRI EERENITHL. SAMEELIIRAB LS DEAPCTIBDOBNLH 515
BIZ. ZNERIB S THCILERBHKRLET  COEF1 T —OBR(E, AVE21—FOTE2—T54XD
RIET. A—Y—0ORBRHBER > TH—ERZRHEITHLICHLERATEEY,

XA TFA—DRRIZTIFEBDELI—F—DEZRO/NNRAT—K, PRLRALGEEDEANEHR. TLTH—ERD
RO RTLOFEICBHERYY—REETT  BVATLTIE, EELBERPIV—RERET S0
(2. EFa)TA—BEEDY I I TEFEIN . N—FKIzT7 - LRILDEF 1) T4— AT LEEBELE
ER

JEUSOtFal)F4—-H—E RITEKHIZSPI(Service Provider Interface)lZ#HLTEHY ., JEUSIZE
BEINTWD)Y—RP1—F—DERERETI-ODEHRET—ERERHBLET,

AETIE, JEUSEFX A T— DB EL X 1) T —IEREEOFEMIZ DL THBALED,
JEUStEF 2 TA— P RATALIIUTOLSILBEEZED FTHREFSNFEL=,
o FEADORELLITLVIL—LT—Y

BEFEOY—R N—F1—DtxX2 ) T74— VAT LERBH LX) T— P AT LIZELRES
NTEHET—5 AL —SE S K—rT B,

o WENEEIHT
HRE A N— N EEER - TEF a2l TA— S RTLDY—REF AL LIZELTH, RO
SRTFLIZET A TERNESIZT B,

o —ELALOHREERIETS

DRATLET TV =230 QA—RIeF ) T4— - P ATLNEESLTH, KD/ TH—IVZA~D
FEIR/PRICINZ S, BE., Xa)Ts—MRIEShh(E HERIFETLTLEIRODLHS TN E,
X TA—HBEEERKITIREL D DLVERE—FAMETLENKIIZT S,

o AUTFURERBICL, H—FR - "—TFT4—DEF ) T— H—EREBHRITERTEL LI, FHEH
DHEAELAPIESPIZ RS B

o T—HEREL. BEMERIATD

B1IE EFIVT— P ATLOBN 1



o IREZETID

JEUStEX 1) TA— VAT LIFBLRLI-ERE LD BMZEHESELTHEY,

1.2. FERHE

UTIX, JEUStEX 2 T4— L RTLDELFHTT,

o =T FT—XFHOF¥—,RHLIL—LT—0%HL HEFALTW Y —F - /\—FT1—DEF2
JF4— R T LIZEMHETEET,

o EENALT1 L8 LEO—)L(Principal-to-Role)D<wE >4, O—)L &) )—Z(Role-to-Resource) DIy
EVJEYR—LLET,

FRvvEL T 1L, R 5~ vE > S (Principal-to-Role, Role-to-Resource ¥ wE 9 )NS5 4 4 Ll
BWAHAINAZEEZEKRLET .

BT YEL T FIZIERD IS EF ) Ta— R —FTREICLET,
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Calls/uses

Callsfuses

Depends on

Implements Implements

3rd Party Security Implementation

Color legend: Package (com.acme.security.impl)
Modules of the
sacurity systam |
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e jeus.security.base
ERIDONEDRYIRT, X2 )T4—SPINSRT 51U 3—T1—REERIFANEEFNTUVET,
CDNNYTF—UTERG2DDIVSRIEH T IMER) O —TT,
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CEEBKRLET, CNIERILIEELGYFET BE. REET T IOV ETRALYRICEER TN BH]
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to . e Faalphal Pkl to
" to "userl to "user2 to "userl . "
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Subject
‘. "user2”
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=z
; e

Checked Permissions

Dwrers

Administrator

Employees

)

JHOE ity

Sl TR i
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ZORY 2 —[E1DDPrincipal-to-Role ¥y 7 (HEIEH)E. &R DAVTHFANDMRTAIEIBID2DD
Role-to-Resource¥y 72 &ATWET , 3DD/N—2vi 3 -wvTlE. U T XS /N\—3viar -tk
#H-oTWVEY,

e Excluded/N\—3wi 3y
e Unchecked/N\—=3wi 3y
e Checked/S—3wi 3>

RyI ANOHEARIE. BFI(Name) &7 72 a2 (Action) & O RBD/A—Iy2ar AV REV R
(Name:Action)&ZRLTULVET,

AVTERRRMDATAIT, FU T )LhiTuserl |OH T RHTINDIIZT VAL T Imodify |1ELVS T4
DAVERITLESETBERELET . TuserlJIE7 I avEERITTESLTLLEID,

HERFGERTLIICDEREFBZUTDIILGHETHRIRLET,

1. ZHIITINDIIT, 7oar I modify IOFHLLN)Y—X - /N—2v L3V (RSP)EERLET
2. RSPIZaAvTFAMDDIAIET Y 8L DT userl 1 EEBIZR) O —IZESNhET,

3. AT X XRDIAIDRole-to-Resource/S—3wi a3 v I MRS —CEBIRENE T,

4, R)o—(F/8—3v g -y ITAIDEXcluded/ S—3 S a v IZRSPINEEN DI EFTVvILES , Fv
HD¥ER . RSPIZExcluded/s—2w 3> TlEHYEH A\

5. RS —(F/8—2wi 3 -TvITAIDUNnchecked/S—3w i aVIZRSPAEEN AN EFFIvILET,
FrvIDHEER . RSP(XUnchecked/A\—3vi 3> TlEHYEH AW

6. RS —IF/8—2vi 3> -y ITAIDChecked/ S\ —3 v a vV [ZRSPINEENEINEFIVILET , FIv
JDOFEER RSPIEXChecked/N\—3wvi 3> D5MN1DTY,

7. RS —IERSPEIE TR T H/N\—3viav DA EEHEELET . [Administrator | ELNSA— LS ZE D FR
B5ETY,

8. R —I[FTAdministrator &LV B RTEFHFDA—)L-/A—3yL a3V (RLP)EERLET .
9. 1) —(FPrincipal-to-Role/S—2 3> -2y TEWMBLET,

10 7R1) & —I[&Principal-to-Role/\—32wi 3> MExcluded/N\—3yiav [CEFENEINESI M EFIVvILE
I, FrvID#ER . RLPILExcluded/S—3v 3> TY,

B1E €X1)TF1— P RATLOBAH 11



1. RS —(&l Administrator |&ELVS B — )L AExcluded/ S—3wS a3 TH D=0, LT IR TEHLVEN
SHIEREETENTEFET LA TLHERFYID BRI TL, IDENIEDIEVWSHEERARS
nEz9,

luserl &l Administrator (O A—)LIZYYE T ENTWSITNE | TAdministrator ]H—)L-/3—2yS 3>
MExcluded/N\—2v2a>TH D=0, Tuserl 11 EHTEEELTAdministrator | OB—)LIZF7 VR T 5 &
TEFEH A, INIE. Excluded/S—=v 3> hlUnchecked/N\—=wi 3> &Checked/A\—2var KYE L
BRI E LTS,

LROLBYBRBERDE, ROERFLyIDITI—HESBRENIDBHNYET,

[R 1.1 BSBEIERFIVIDII)—-EEROFI

Principal Operation Context Outcome
userl JNDI:lookup A GRANTED
userl JNDI:modify A DENIED
userl JEUS:boot A DENIED
userl JEUS:boot B GRANTED
Anonymous JNDI:lookup A GRANTED
Anonymous JNDI:lookup B DENIED
Anonymous JEUS:boot A DENIED
Anonymous JEUS:boot B DENIED

1.4.4. #F1)5F1—ER

XN TA—EERE. X T —EEDARUNERREDEK., T2/ LB DFE)EZRFEL TEY)
[T BHET, X1 )T1—DERLANILZEREESESHIETT,

JEUStEFaTA— P RATLOFEIE, X2 T1a— ARVMER—X[TLEBEMNDOERLGET Y
TA—BEBEDAN=ZZXLIZHYET  ERARUIERED KK, R EDOERK. ELEDSMEARIL)
DREGT DU ANVMNEFOBFINTZARUM NIRS—IZEEDITONET  HDRALN\RS—
DEZEHSRIITIIEIZHIELET,

FEZE, HEERGEL TR RS B8 BEY IOV MO ERIRAICOVIENTHELTEEY,

1.4.5. Y—EAESPI

X)) TA— PV RTLIZBWTEBEO X 1) T —BEEEREL TS ISREY—ERELNNVET D
FY. H—ERIIHED X 1) To—HEEGREE. R 5. FyrT—F 0L EF R THSPIFTREL
=95 XA TY,
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SPIE. jeus.security.spi/ ST —UICEENTWSHRIFRATY . SPIVZRIF L FRICHEERT 5 EMNT
E.SPIVTRADILRICE SO THRIL X2 TA—BEEERETEE T, SPIZHRRLIZ YT ITRA,
-U-_EXI:@L)gs_é-o

XA TFA— VRTFLIZBF DY —ER AV REV R E—D =DM ED X 1) T—HEEFIRE TS
WILIToTATA—ERBEINET , LHL, H—EREERICLTHOSPIZIEURH I 1=, —E R/
[CT—ELRIILDIRFEENFELET U —EXZHMHELT 5702, TXTOH—E X[&lkey-value |D—
HOBMHBZEEINES, IOLET—2EEET7MNEFE>TERMLTHIELTEET,

FTRTOY—ER[FATaVEBTHY. JEUSEEL R T LIZHET HIMX Beank EET 5 LbHY
F9 ., B%E. IMX MBeanl&Service.getMBeanInfo()* Vv Eh HiREN HMBeaninfol ZE DWW THERLINE
E

Ft=. TRTOHY—E R(FE R (created) &5H iR (destroyed) IREEFHHE T, CD2DDIRERDTIYE X
[Fcreate()&destroy() AU HEN S EZITHRELF T COAVYREFUH T EEFEOHMERAV IR THS
doCreate()&doDestroy() AV yE AU HENF T, CNODHMRAVIFIEH—ERD YT ISATEESE
N H—ERZMHLL. BEBETLEXEEAFET,

[ 1.9] —ERM2DDIKEE

craatel)/doCreatel)

destroy()/doDestroy()

LITRIE. jeus.security.spi/ S —UIZEENTWDZHRAESPIVSREY—E R ISREVSIR-FATIS
-L\—Gﬁ: L/T:—G-d_o
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[E 1.10] ¥—ER-IFRESPIOYTIFR

Y—ER- AV RV AL, 584 LIZ, Securitylnstallers oS ILh—2 - S RIZE>TERSNET B
#ilZSecurityinstaller®R&E 32T NE. TATSLTH—ERFERER TSI FEERT ST TE
HETH., KYEREHHDOBEAICH—EREERTBICIE. H—ERDISREEBRHEEEREDHREI7A
WIZRELTBWT, I7M DGR ERREFHARAAS . Y—ER- AV RAVREESTHEIE T 5 5ED
HYFET . TI7+/LbDSecurityinstallerRE ISR IEEEBEDTOLREBE AL, BEINDRRLFE
TH—EREFELFX 1) TA— VAT LITEBMT EIENTEET,

i
BHZIEUSEX 1) T4— VAT LBEEZFESEEX. Y—ERPSPI7—FTIOFr—2 3 R TERE
TEIREEIHYEEA.

1.4.6. RXL>

X a1)T4—FAL>(Security Domain)(X, ¥ 1) T4—H—ERXRDAUVRIVADEEENZFET 1
DOEFL)TA— VAT LIZEBROR AW ERFICHEETHENTEET  FAUBREOERICIL.
BRB7T)r—2a 0 PIEUSH TR T LDRENENFED X1 T4— H—EREFEZDHLSIZTH
EWSEBZADNBYET  FA VT X2 Ta—H—ERETT)r—2a RtV T &EIZLET,

F2EZIE JEUSSRTLTODAEZ DN ER AV ERTETHENTEET  JEUSHESKASUE
SYSTEM_DOMAINEWWET . CORASUIFIEUSEE BT HF=DIEIY T IMRIS—FEAT
LWVET, SYSTEM_DOMAINIZH—/N\—FRENFE - (I T TESladministrator JEWNS AL - H T Hk
DA—HF—IFRERTET H_ENTEES,
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FEADRAMDELT, TTOMESNIZHEDI2EET TV —2 a0 TOMMEZ BRA(VERTET HILE
TEFE T, TNEAPP_DOMAINELLNET , APP_DOMAIN ladministrator | £LV) 1—H —I1FHRE R E
TEFEI A, JEUSDTadministrator | & [E/ A —2vao MBERYE T, - FAMVRIZENEFNELBY
IROM)—DANZXLERETHELTEFT =X (X, SYSTEM_DOMAINIE I —H —1FEHREXML
74 IVIZREL, APP_DOMAINIZYE—FDT—ER—REF>TH I DI MDD AI—HY —EREZHAHE
ETEDLIICETET HCENTEET,

UTIE FA DB ZZERTRLEZLDTY,

(B 1.11] RGB7TVr—a L REDYTILIbVRIN)—%E>72DDR A1

JEUS [ JEEE
System |/ \ Application |
bY A
\..__+__.f S
i I
Domain Domain
SYSTEM_DOMAIN APP_DOMAIN

XML file e
wilh
lzar
data

RASVER RIZERET EINESIMEIA T3 T, FALUEREIZERE LGS . SYSTEM_DOMAIN
REHLIET,

i

KAV ZIFTRTAXFETEE, BEI DOMAINITEDLYET , I BDGAREEITIEILL, H#
BINSGEMAUNTT , COXETULIRAM UL, TRTEF ) To— FALVERL, J2EEY—/\—-
RASDEIZBEED WA D Z T,

UTFD&ESIZ, JEUSIZEAIZSYSTEM_DOMAINESHARED DOMAIND2D DR AL EFERALET .
e SYSTEM_DOMAIN

ZEEEY— LEFE>TIEUSH—N—4BEBTL=HIZHFEDONERA(TT, BENEHLR T LV
JEUSH—/N\—EHEEITS5Tadministrator | 7 h9 2 kENR—Z YL avE S ATOVET  EARMICIZI2EE
TIVr—2a vt ZDRAVEFERALET A, REICKYEERTEET,

e SHARED_DOMAIN

YR AV THY . SHARED _DOMAINIZERESNF-tEX 1) T4— H—ERIZDT R TOR AL
THEINFT, LI=A>T. SHARED DOMAIN[FZTRTORASVICHBELTEAREEL XY
TA— H—ERFEATLNIRLELHYET,

B1E tF2)FT1—ATLOBA 15



FI)r— 30 TIEUSY R T LEFELS X2 Ta— H—EREFERT BIZIE, FlIRDOR AL EE
LT, domainxmlZZDRHNBETLRTIDENHYET, X1 )T1— FAVDERBLIVERESE
[2DWTIE, TE2E X)) T4— VAT LDHRTEIZSHEL TS,

1.5. e EL X I)F— LAIOM L

X T —ERIETNITERNMET T HERALHY ., HERELEF 1) TA—EEICHYBSVABETY,
XA TA— VAT LDBFEORERFBICRT DA DENLIIC, £F 2T —EERDLANILERAE
L. &EXBORMHEICELE TEEMICRETHELIITLET,

1.5.1. JEUSHERED =

AETIE, X2 TA— VAT LEFEND DL JEUSH—N\—DHEEDETER/INNRIZEEDH D HEE
BALES,

LTI, JEUSEX ) TFa— -V RTF LD LM EREEZR ESESAETT,
o JEUSKRAS L TFaF7 -aARVa efE\bE

a7 -0 3> (Secured Connection) (TR AV 7y MBS IE SN/ VB TRELET,
ZD=H. BV INBIEEITIEELYEBLDT—RZERETHILITHY ., RVRT—VDFEREN
#mLES,

JEUSKASUTIE., X a7 -aryiavaz bl e MieER LSEFT,

o JEUStEFa)F1— 2R—Iv—%EDL
LX) TA— IR —D v —FFEOLRNEREREEERTETITEATT . EXa)Tr—&FEHIEL
EWVSTEIL, ERM 5 OMAREZEHRNCEEZERLET (BX 1) T4 — I ENET),

o IE7OVFJIIO%ES

JET By J1/0(Non-Blocking l/O)&FE> TRy T —o DT OV IEERBLET, FFTOVF2J01E,
TR —9%EBLTIONRET HEE, RAIDIIONREETIDEHFODTAVIELLLET,

FO=H. ARV TEIZIOADALYRERELET . CPUDFERECFDO#MBEYFI . JEUS
[FERMIZETOYFUTI0EFEARAL TSRO, TAvEoF1I0KYE MEREERIBLET,

1.5.2. €¥a)F1—-LANIDOM L

AEITIE, 2OMEREFEHICLTH, EXF 1) TA— VAT LD EF ) TA— LA EFR LESE B HEIC
DWWTERBALE T,
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LLTFIX,JEUSEX ) TFa—-LANIILERLSERHETT,
o JO—INV AT L INA)—REZBETS

o JEUSEFa)FT1— KA TRF 2T ARV 3 %ED

FYRT =X ) T— Y —EADNEF27 - 2RV 3 (BE. SSUTLSTRE SNSRI aY)
EESKICHRELET . TIAIEDRYNT =0 -4 —EREFRAT SHLE, X7 -aRI2aVEES
RETHMIDONTIE, BEXHESRL TSN,

o BMENTLBYTIIIMER) Y —2EROLVWT VAN SHETS

IO DA—HF—I1FHRER) O —DIYRI M) —% AERDEWNT I EANSRET I EERME
BWNZETY  REFEIE. FRTHIVROMN—IZE>TERYET,

— T—AR—REFEIGE. YTV /D I—F—FHRER S —ZRML VDT —TILIE, T—E~—
ABZHZESNI-RAEAERF EDTOERIZE>TRESNE T, -, JEUSEF 1 TFr— YR
M)—ET—ER—REOARI 3V ESSLGEEFE>TRELET . COREAEICOVWTIIERAT
BT —HAR—ZADXEESHBLTIZEL,

— X2 TFo—EEDFEZaccounts.xml, policies.xmliizE DXMLIZ 7 A ILIZRET BB E. Zhod
7T IR TES /A=y a 2 RIRICERL T, JEUStEF ) T4— 2 AT Ls&administrator
NI DTFAIVICT VLR TELLIICERETILENHYET . LELI7AIL-URIM) —IZEER
BB BILEYR—bI 258 BEILEFERLET . 77 LIZEXTo—2EAT 5.
RO —ICET N EESRBLTIZEN, T7MIVICRH L THRAEETDEREHRET HHEICDL
TIE. AT BFRL—TFTAUT VD RATLDI =T IILESBLTIESLY,

o tX1)F1—EEOAN=XLEEATS

VAT LTREL =X T— ARUMEOJ(ZREL. BHNICZEO0TNEEFIVITHIET,
ERDEFX 2 TA— LANILERLESEDHIENTEFT  JEUSEXF 2 TA—EBDAD=XLITEE.
jeus.security.spi.EventHandling Service SPIV SR ZEF > TEREINE T, AT I7MILISERDIZLNT
DEANSRESNDIDLELNHYET , EFX 1) TA—EEDSHFEAN=XLIZDOVTIE. BEX@ES
BBLTLZalY,

e Java SE SecurityManager&{g=5,

JEUSYRATLDBEMEZFH . BEDHAHEIBEY—TLybDI—FMoRETHICIE. Java  SE
SecurityManagerzsXELE T, SEMIZDULVTIE, 2.7.1. JavaSE SecurityManagerM & E 125 BL T
G- AN
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o =R N—=F1—DtFa)F1—  AN=XLEES

KUGEBOFRONSRIRBERITEBRIT 7TV r—3> 438 TIE JEUSKRD X)) T14—
AT LIS, F7A4 T2 4+—ILXVPNs(Virtual Private Networks)&W\>fzBiE¥ ) T —EFREA
VAR—ILTBILEBEOHLET .

o ANL—F1 7 -2 AT LEWICEF2)T1—ERETS

JEUSHENMET BARL—TA0 T VAT LDEREFEBRIC. ARL—Ta4U T -V RTLERET
BULDODDHARSAURHBYET,

— JEUSHA U RAR—ILENTNB I ADYBILG 7O ERAZHBLET ., —HlIC. ¥ F—E&EFRTIC
B TAvoENTET,

— EEIFERIN=-EEE (administrator) DHMNIEUST7AIILETOLRIZTIERAT L3 TOER
DIERETFAILDIERERELE T, CNITOWTIZFERTEIARL—TAVY S RATFLDI =27
IWESHBLT S,

— BHEOEX ) TA— N FEBALTARL—TAV T VAT LETYT T L—RLET .

- PUF 4R INERBRNICEMESEET T,

— XA TFA—FETEIXELFITRTCERR2IRELET AL RRT—FAEAN TS XEL
AN MM TNBFYERYMNIRELET,
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B2E tX1)F1— P ATLORTE

AETIE.JEUSTEF A TFA— VAT LEAV AL B LVERET D HEICODVWTHBALES . AET
BT A Y —ERUSND Y —ERERAVICHRET D HEIL. SEXMESBL TS,

2.1. &

AETCIEEX2)TA— S RTLDOHRTEIZDONTEHEIZERALEDT,

JEUSOtFa)T14— P RAT L&, £Fa)T14— 42 Xh—F—(Security Installer)|Z&kYH—/\—%3E
T95IETRIASNET, LX) To— A2 RA—F—&.  domain xmlZEZINTLDIRHREEIZE
X TA—FAFERL., EF 1) T— Y—ERXRFRABRLTIEUSERZICRELE T, TIAILLD
X a)TF4— L AT LTIL, accounts.xml&policies.xmlIZEFzSN TS L—HF—-FTHOUEEFaY
Ta— - RI—DBERINET,

XU TA— FAMUIZHL UTD2OERETEET .
o Xal)T4— RAEtEF 1) TA— Y—EXDER

o KAMVDTHIVRELUVRYS—DEEE

UTOFIETTIHIEDEF 1 TA— P AT LERELET,
1 EFa)T4— FAUERELET,

2. RAVBIITHEREREEF 2 TA— H—ERERELET,

B FA DY TP OMRET D 1—HF—EREFRELET .
4. RADR)o—(2Fa)T4— R)o—-T—EHRELFET,
5. YTz ORER) O —USNDEBMBIEERELFET .

6. Java SEEF T A— IR —Dr—FHRELFET . (FTay)

7. JACCTONAT—%#RTELET, (AT av)

B2E X 1)T1— P ATLOEE 19



F7ANDEF VT 1~ AT LOTF LI~k

UTIE, FI4ILEDEX 1) T4— S RATFLDTALOMN) —1EETT . ETALIN)—IZIEEFXa)Ta—-
AT LTEIREI7ZAILDAEENTULVET,

JEUS HOME/domains/<domain name>

| --config
| --security

| --security._key

|--policy

| --SYSTEM_DOMAIN
| --accounts.xml

|--policies.xml

LTI, TALOR)—=ET7AILIZDNVTDERBATY,

security
X% H1L
security.key S BRESIE7ILTIRXLDF—EREFTEII7MILTY . ZWITHESL
EETTHEZITFANERSNET
policy Java/A—3var DERET7MILTYT  JEUSDEF ) Ta— L RT L

[ZAllZ, Java SEF o) To4— If-—Vr—THEAINET

SYSTEM_DOMAIN

JEUSH—/N\—WNA—F =B LERF VI D=OIZFERTHRA(T
T o CORAUIFIEUSERRB S VR T T E2HEED=HD/A—Zyi 3y
LIEUSY R T LDEEE (administraton) 7 h U hEEATNET

— accounts.xml ;: L —H—IFHRMNEFEINET

— policies.xml: ¥ a)F4— - R)o— - T—E2(HERMF 5T —2)HRES
hE¥

N

&

T —avIZIEUSY AT LERLE DX T4— R —Z@AT A2, Bl&ntxa)T1—-
RASY - TaLOM)—%ERL. BESREZEALI-ETHERTILELAHYET,
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2.2. BF2)F1— BALVDER

RAL DERTE L. WebAdmMInZESHEALREIT7M /L Ddomain.xmlziwET 2HELNHYET, 1—
YP—-ThoUrEEFa)T4— R)O—DEREEZRUMMDOEIBIIEMICERTEFE A LIADT. £
X Ta—RA(FEBMLIZY., X)) 74— Y—EXRDRELZBELIZYLIBERE L, BEEE
AT 5=0IT—N\—ZBESHTILENHLHILITEEL TS,

3

X AYTA—IZEET BT RTODHBFEIL. JEUSKASVIZET BT RTHOH— /I —IZE—IZ#EASh
F9, L= oT, A—H—FhHOo X ) TA— RID—DHREEBRVTIE, BELTLDT AR
TOH—N—zZBERILETIE, X T—BEETEHATEER A,

X a)TFa— FAVEHRTET 516121, Domain Admin Server(UL T . DAS)NEEBI R THEIDHENH
Y, BREEERTHOICIE. DASEELH—/N\—DOBREBNBETYT , RETIE. WebAdminEXMLER
KIZEYEX ) TA— FAVEERT DHEICOVTERBALET,

2.2.1. WebAdminZ{EAL =& E

WebAdminDZED A=a1—mi5[Security]#BIRT H&. BABEIN TV EF2T1— FALDIE
BNRTEINFT . BRI TR EXATA— FAMODI35. 7TV —a o THEEATHRAMV D4
fil%T Default Application Domain 1 I B TR ELET . EXa)To— - FASZBM, HIfRTS5ILET
HETY,

FConnect Retries ] EHE%HXE T H_&ET IEUSEFX A TA— - RYrT—5 - —EZADEHFSAE
#(connection retry count)ZE& C=%E 9,

B2E XV T— Y ATLDOBRE 21



[ 2.1] EFa)F1— 2= +—DXIVEE

e domai : [ HISTORY
o o Security Manager
QEE
Domain
~ N7
Session
Clusters
Servers ooEET & JEEE IOR—UDBRELEELLVESE. EnAZa—pbllock AEAUF R E I Uy ILTLEEL TP
Applications Connect Retries 0
Security EEalT iRy I—ror—E AR EERLETT ML EEL #
Resources E‘a’efa‘ t Application Domain SYSTEM_DOMAIN v
. [F7 ¢ 0+ SYSTEM_DOMAIN] T/ Us—vs>mbsa) 71 ERahdbsalTaF A7 - nBfeEELEY
Monitoring
Console %
O Fifi=r ST RS
¥ AT LIRE o
W Password Validator
LA
MinLength
MaxLength
Force Spedal Character
Force Digit
Force Capital Letter
Force Small Letter
Deny Username
ERwzaFlL
1 Domain
Eserver torE3 Class Name
COA— Y OBEREELLVESE. E0AZa—0L[lock REER L E 2 Y v ILTAEEL TIP
B Security Domains
MName The Number of Accounts o
SYSTEM_DOMAIN 3 £

2.2.2. XMLERERICLBHE

XMLZEEHRE I 521X, JEUS_HOME/domains/<domain name>/config/domain.xmii®D LLFDH45
#RALET,

XMLZ7A IV TRA V%R TET S5 :%(E. JEUS_HOME/lib/schemas/jeus T+ L%+ )—H Mjeus-domain.xsd
Ljeus-security. xsADXMLRF—TIZERINTLVET , L1474 [E<security-manager>TYd, ZDZY
(EFRADEEICBET DUTOTRHITEEAET ., FEAT L OEULZEZETEET,

[l 2.1] <<JEUS_HOME/domains/<domain name>/config/domain.xml>>

<security-manager>
<security-domains>
<default-application-domain>SYSTEM_DOMAIN</default-application-domain>
<security-domain>
<name>SYSTEM_DOMAIN</name>
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</security-domain>
<security-domains>
</security-manager>

LUTIE. BEA2Y (2D TOEHBATY .

29 5itEA

<connect-retries> JEUStEFa)Ta— R ybT—0 - H—E XD #EHHE) S Bl (connection
retry count){Ex=E&LET

(T74ILME : 10)

<default-application-domain> | J2EE7 T r—2a> TERAT 5T 74 IV b DX T4— - F ALV D&%
E&ELET

(T 74 ILHME : SYSTEM_DOMAIN)

<security-domains> JEUSIZEER T 5 tF 1) T1—FALUEERTELFET , <security-domains>®D
X ) TFA—RET7AIVDBIREIZDONTIE, 12.3. EFa)T4—FASUHE
BREZRDETEIZSRLTIZEN

2.2.3. == Phob&EELVEF1IT1— KR —DIRE
AETIE, TIAHIFTIRESNDAXMLZFIBALERE A EICDOWTHRBALET,

A—H—TFhoobetFaT4— R —DFREF XMLER AT A EL T TEL T—8R—XIC
A—HF—TFTAIUMEREEF ) TA— RIS —BRERFLTERI DA ELHYET . COHEITD
WTIK. 1253, T—AR—RZEFEALIEZE1EM2.6.3. T—AN—REFALIEREIZSRLTIZEL,

LUTFE, a—F—-F7hovretxa) 74— R)—4EETHFIETT,

1. EFXaUTa— FAUEHHRE T HI21E. JEUS_HOME/domains/<domain name>/config/security
DETICHLOTALIN) —ZERTEIBELNHYFET  FRTAL VM —ITIFERLESET B+
JTA4—FALERICARTEFITET . —RRICEF 2 TA— - FAARAIFAXFTERL. [_DOMAIN]
TEDbLEFET, f=&Z (£, TDEFAULT_APPLICATION_DOMAIN D &3 IZR—3V T LET,

DEFAULT_APPLICATION_DOMAINK A2 &4 H$ 5I2IE, XK - TOLTFT, LTFTDaATURE
ETLET.

$ mkdir ${IEUS_HOME}/domains/domainl/config/security/DEFAULT_APPLICATION_DOMAIN

SE
domainliEEEDIEUSKF A ZTRELET,
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2. FILLWRACY - TAL YN —FERL. ZEDTALIN)—DRICEET7AILEERLET

BFERA O DTALIMN)—DBBRET7AINEIE—LI-ER. BREICELTEREITANIVEERETHEE
MTILUTOATUREBITE T [CERLTLIAUICEEZTET) REI7AILICDNTILRETTEHRA
LES,

$ cp ${IEUS_HOME}/domains/domainl/config/security/SYSTEM_DOMAIN/*.*

${JEUS_HOME}/domains/domainl/config/security/DEFAULT_APPLICATION_DOMAIN

JEUS_HOME/domains/<domain name>/security®& FIZSYSTEM_DOMAINAT 74 )L TEFEL
*9 ., SYSTEM_DOMAINI(E, JEUSH—/N\—N1—HF B EERF v ID-DIZFERTHR A
TY o CORA UL, JEUSTREIB LUK T T E5LEDTOD/IN—3y a3V EIEUST AT LDEEE
(administrator) 7 Ao U rEEATLET,

3. HILKEREINTI-F AU EBERAT HIZIE. JEUSETHEE T HILENHYET .

X 1)F4— FALVDSYSTEM_DOMAINIZ, domainxmIDFREIZhhH 5T BIZEENFET,
EAHIZIEUS_HOME/domains/<domain name>/config/security/ SAD FIZKAA 2 EBLC A BID T4
LOR)—%FERL. FASVRIIZERLESIET BRI NI—D T ho 2 MEH(account.xsd)&tF )
F4—-R)—1E(policies xsd)ZEHELET . FASUBIDEF ) F4—-H—E RIL, domain.xml%
FIALTEZETEFS,

2

T4 X)) Ta— PR T LTWebAdMInZE>TEF 1 Ta— - FALUZEBMLIZHE . fild
LIzfEEZThHiETNIE, SYSTEM_DOMAINIZHFEES 7V MEREEF 1 T4— KR —1EHR
ERELFET, EX1UTA— FAMUITESTT AV UMEREEF 2 To— R —BERE BT S
f=OICIE BT RIRUFEEZTVOET,

2.3. X2 )F1— RAL N EREFRNDIRTE

AETIE, EF2) T4 — Y —ERERL X2 TA— FA U DBRBERDREAEITOVTHALE
ER

2.3.1. WebAdminZ{EHL =58 F

WebAdmin® &£ D A=a—h b [Security) &R S &, Security ManagerBEE M &R RSNFET . Security
HEEECHREEZERT SEX 1) Ta— FAMUEBRLET , EFa)Ta—RFACUIE [2.2. £Fa)
TA— FA O DEZEITHRALIZEBYEESINTWIRLELAHYFET . REELEFE T HIZIX. [LOCK &
EDIT /R4 &0y L TREZEE—FICUIVERAET,
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(B 2.2] EFaVT1— KA1 DERTE

Security Manager

HISTORY

B EAE

.

o ENRE % 4EEE IONR—COBREREERLLEVWESR. EnXZa—rillock EdtlFE R £V Yy LT ESL TIP
Connect Retries 0
EEAUTrFy P I—ont—E AR CEERLETT o AR EELE T
Default Application Domain SYSTEM_DOMAIN v
% [F7 ¢ &+ SYSTEM_DOMAIN] 7o Ur—iardbfal) T BRI ES2 VT AF A7 ERIERELET
0 FUZE < TEE
W Password Validator
MinLength
MaxLength
Force Special Character
Force Digit
Force Capital Letter
Force Small Letter
Deny Username
Class Name
s YoBEREELLWESE. E0 s a—po(lock AEAR]HE R E 2 Y v 2L T EL TiP
B Security Domains
Name The Number of Accounts oy
SYSTEM_DOMAIN 3 -

Security Domains) ARMBERE T HRAMVBEIIVITHE, LX) T —BREBEIARTINET,

X)) T —REEAITUT DRI THER
#SBL TS0,

SNFET, FETITOVTOFHMIE. LT OBRALKEHDORNE

&7 5iEA

[Cache Config]

FASVICEREN X2 )T — Y—ERXATERAT 57 vy a-RY)
—{EEE

&LFEY

[Key Store]

KA DX 1) T4— H—ERIZERATE2F—ANT7 - T7/ L DIER
FEELET

[Security Service]

XA T4 — H—EREHRELET

B2E XV T— P ATLDBRE 25



27 H L]

[Custom Service] JEUStEFa)T4—-IL—LT—YTRRET S —EXDBEHEICEFRE
{.JEUS Security APIZRE L-H—EXBHZHF O DX T1—-
H—EREBHFTEET, EMICOLTIX 124, EXa)Fr—H—FE
ADEFEE IZSRLTIZEN

[Accounts & Policies A—H—-FhoobbtFxa)T4—RI—ZHFRELET, FHMIZDOL
Management] TIX.MN25. #Xa)F4— P RATLDA—H—IFHRDFKXEIL26.

F2UFA— VRT LK) —DREIFBBLTIED

[Cache Config]

Cache ConfigEIE CRASVICHEHASIN X)) T — Y—ERXTEATSFvrvia-RIL—2ER
TEFET, RELIF vy afEld. X)) Ta— H—ERDIDDYRIOM)—H—ERIZERAINET,

[B 2.3] [Security Service] - [Cache Config]

"HISTORY ~

B EEE

Cache Config

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

!

CoHET & LAES =%z =

Min %
[Default: 0] THEY—L A-ERT v ravrAnBMELEELET

Max %
[Default: 0] Ty —L AERET S raVrAnBRELEELET

Timeout
[Default: -1] SJBEY—E AERT 340 v 10X FLT7 I HECEELET

[Key Store]

Keystore ConfigBIEl CRAS> DEF ) T4— - H—ERITERT 5F—RAL7 - I7M IV IEHREEELE
el

X—RLT - T7AIICEENTVWSIAEFEREFE>T. A —F—RANTHONET, FTROEZREEI
L5 & . -Djeus.ssl.* JEf=zI&-Djavax.net.ssl.* MR E SN TLEMERLET , MEHRESN TLVEL
BAEE. TIHILMENERINET,
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[B 2.4] [Security Manager] - [Key Store]

Keystore Config

B AEIED

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

GENRE % JERE

1
a4

Keystore Path

Keystore Alias

Keystore Password

Keystore Keypassword

Truststore Path

Truststore Password

administrator
[Default: changeit] *—2 777 1 bokeyinty s 1 7 HIREY BEH 28E, =0T AECATINREL (HET

Y—r B OEGIRSLELTLET

E3{DESIFQrLbQ/DBO1IDVST 1L28rw==

FFZPANOAZT—F &RELET, AaA7—F #HTEL TEST

E3{DESIFQrLbQ/DBO1IDVST 1L28rw==

LE—AFTFITANLDE—AT—FEBELET A27—F £+ESELTREET S L 5. {algon

BEOF AMAZEETLF AL AL F2PAAMAALTELEY

E3{DESIFOrLbQ/DB0IDVST 1L28rw==
FAFFITANDAAT—FEERLET A7) £EBSEL TR

[Default: changeit] B|Emr # 1 =
Fvoean, (Eloorithmiciphertax

—

1
a4

LTI, FEBIZDOVTOHRBATY .

IHE

B

Keystore Path

F—RRT7 ITPAINDINRAEBELET

(${JEUS_HOME}/domains/<domain name>/config/security/keystore)

Keystore Alias

F—RART7 - T7AILDKeyEntryZ 4 TDIIAENERH D5 . aliasiBEZEHH
Y BIETH—N\—Ri W ELIIAZEEEELET

Keystore Password

F—RART - T7AILDINRT—R%EERE LFE T (changeit)

Keystore Keypassword

F—RARNT7 - T7AILDF—-IN\RAJ—FZHTELFT

(T 74 ILME : <keystore-password>{E & E—)

Truststore Path

FSARRARNT - I7AILDINREHRELET

(${JEUS_HOME}/domains/<domain name=>/config/security/truststore)

Truststore Password

FSRARRRT = 774D/ SR T—REERELE T (changeit)
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[Custom Service]

Custom ServiceEE Tl&, JEUStEFaT1—-IL—LT—ITRET 2 —ERDOBEHEICEFREL,
JEUS Security APIZRELI-Y—EXRBHEE RO X1 T1— H—EREZHZTEE T, JEUST
REBI 25X T— H—ERDBEEDRAL X)) T4— H—ERDHREICETHIRNEICDOLT
&, [F58E hRALEF¥a) 74— H—EXDRAFKIZSRLTIZILY,

[B 2.5] [Security Manager] - [Custom Service]

, | HISTORY ~ |
Custom Service
=
Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management
B Custom Service
Classname Property

FETANEFTFEL EHA.

2.3.2. XML¥RERIC K BERE

X alTFs— KA TO—FEhBEFa)Ts— Y —E XL domain.xmlZUL TFDESIZEHESNT
WE9,

XMLZ7A I TH—ERZREIT SAHE(F. JEUS_HOME/lib/schemas/jeusT«4L 2k —RAD
jeus-security.xsdDXMLAF—TIZEZINTWNET,

<security-domains>24 O T2, —E XD E LE&ET H<security-domain>Z % ELET
<security-domain>lE1 DU LB ETHIENTE, TNETND Y (FIEUSTHERT S 2F 1) T1— KA
AVEEELET,

LTI, £Xa) T4 —8REIT7IILDHFITY,

[l 2.2] EF2)T1— P RATLOY—ERRTE : <<domain.xml>>

<?xml version="1.0" encoding=""UTF-8"?>
<domain xmlns="http://www.tmaxsoft.com/xml/ns/jeus">

<security-manager>

<default-application-domain>DEFAULT_ APPLICATION_DOMAIN</defaul t-application-domain>
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<security-domains>
<security-domain>
<name>SYSTEM_DOMAIN</name>
</security-domain>
<security-domain>
<name>DEFAULT_APPLICATION_DOMAIN</name>
</security-domain>
</security-domains>
</security-manager>

</domain>

%

<security-domain>THi DY —E X - TA/NA T —DIEREFZE L T IT<name>FEIRIZ(FHRET HE. &%
LG EHRAATT IHIITIRESN S LX) T — H—EXDEELE T,

LUF &, <security-domain>®D 25 DWWV TDERBEATT,
e <name> (WA7H)

X TA— FAVDLEREITY,

e <cache-config> (OfEI LA L . :#IREIE)

FAMODEF2)TA—-VRIN)—-H—EXTEAT 5F vy a0DRS—EXZERLET,

29 H L

<min> JROM)—-H—ERICERTS5F vyl TN —OR/NY A XEETE
LFET

<max> JROM)—-H—ERITERTS5F vyl TN ) —DRAY A XZEE
LFET

<timeout> JROMN)—-H—ERITERAT 5Fvyia-IUN)—DFA LT INEERTE
LFET

e <keystore-config> (OfELL L. EIREBIE)
FA DX T4— Y —ERITERTH5F—ANT7 - T7 ML DEREEELET .

THRDREBMNELS S, [-Djeus.ssl.*1Ef=IEM-Djavax.net.ssl.* INBRESNTNEINEINEFER
LET . ZETHENGNGEE. TIHIMENBEREINES,
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29

FiEA

<keystore-path>

F—RRT - T7AINDINAEHZELET

(${JEUS_HOME}/domains/<domain name>/config/security/keystore)

<keystore-alias>

F—RRT7T7ALILDKeyEntryZA T DFEAENERH S5 . aliasiEZF
BARY BT —/N\—RL L ELIBAEXEELET

<keystore-password>

F—RIT7 - T7AINDINRT—REETFELE S (changeit)

<keystore-keypassword>

F—ART T7AINLDF— IRV —FH#HRELET

(T 74 ILME : <keystore-password>{E & E—)

<truststore-path>

FSRARARTZ D7AILDNAREZELET

(${JEUS_HOME}domains/<domain name>/config/security/truststore)

<truststore-password>

FSRRART - 774D ISR —R%E&ELFE T (changeit)

2.4. €Fa)F1— - Y—EANRE

JEUSEXaUTa— P RT LXK, TS5 (plug) B D FRIE(Authentication) Y —E R EHERF VY
(Authorization)—E R&EHR—FLET , AEHTIE. X2 Tr— H—ERZELEF1UT1—FAS
Vv DERERE . WebAdminF = [IXMLIFEEBL TRET S A EITDOVTHRHALEY .

2.4.1. WebAdminZ{EAL /=& E

[Security Service]l*=a—%&RT 5L, X1 T— Y—EXRDEREEBEIRTIINET, ¥
TA—IZBET 2EEE TSI LX) TA— Y —ERER AV RHICEETEE S X2 Ta— Y—EX
[CEOT . ZEHT B X TA— - FAMUTOREL. HERHERLGEDRIMBIENELS>TEFT,
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[Bd 2.6] [Security Service] - [Authentication]

Repository Service

HISTORY

DEEE
[~17 @

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authorization

Identity Assertion | Credential Mapping | Credential Verification | Audit | Subject Validation

Jaas Login Config Custom Authentication Service

5 ONMEE #UHEES

® % ¥ml File Repository

RAEEREY—EA0LnoXMLY RSV —EASRTELEY

KMLY AL LY 27 A LEBEEELET

Filename accounts xml
A—YEERIA—TOEF 1) T ERAELMIBE T P ANOEFLEEL T
Filepath ${JEUS_HOME}/domains/jeus_domain/config/securitys
1Y EEETN— IO Ea ) T RRESINMIBE 7 F A ONALEELRT
AZa— H L
[Authentication] A—H—RAEEET I X1 Ta— H—ERFBETEET
[Authorization] A—Y—DERFvILEBET S5 F1)T4— H—ERZBETEET

[Identity Assertion]

HRENSLI—F—DANEIRET 5 —ERERETEET

[Credential Mapping]

X5095FBAZE D S RACRARNT = T7AILDISRENRRAT—RKD/INRAE B ETEE
_a—

[Credential Verification]

A—F—OERIRERET Y —CREERTEET

[Audit]

JEUStEF ) T4— IL—LT—ITERETHARUIMEREINET 59 —E
AERETEET

[Subject Validation]

1—H—(Subject) DEMMEF Ty EFTAET
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[Authentication]

Security Service®[Authentication]27%:&R¥ 5L, 1—F—RHALAEET 5 F2) T+

-H—E
AEEETEFES,
e [Repository Service]
REALUROMN) —ZERETEFT
[B® 2.7] [Security Service] - [Authentication] - [Repository Service]
, ,
Repository Service

B BEEE

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication = Authorization | Identity Assertion | Credential Mapping

Jaas Login Config Custom Authentication Service

G EAREE #%LFAKRS

Credential Verification | Audit | Subject Validation

= % Xml File Repository
REEEFREF—LEADLHOXMLY FF VR —EAERELET
~ Config File

XML F 2 )27 A LEREBELET

Filename accounts xml

I FEEIN—V o) T ERABELNMIBE? P ALOETLREL &7
Filepath ${IEUS_HOMEYdomains/ieus_domain/config/securitvi

A ELEI IO AN T BREEAMIEBE 7 P AL ALEELET
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» W Database Repository

PEELERRY—EADLOODEY AL U —EATBRELET

® Datasource Id # datasourcel Y

UEG Y ELTERT AT —2v—2nDERELET T~Tor—nCEELEDOT—2 Y —280nd - F et

[

Vendor ¥

DBUHRZ U —E AN fndDB~» % £ RELET
Driver

DBUHRZ U —E A f=th@DBF 3 1 & RELET
Url %

DEYF=+ Uy —r2aompznnDBOURLEREL ¥

Username %

DEY A&+ Vo —E 2@ zDBIC BRI ERET 21— E+RELE T

Password %

E

DRY &+ U —E 2o n DB SRS ERT 327 —F & REL T

W Custom Repository

NARLUYEZ Y jeus security spi. AuthenticationRepositoryService & 1 13

Jeus security.spi.AuthorizationRepositoryService s BEL LU F U R U Y —E A2 BB T2 L, UEY—C ARSI LEL7 04T (B BETE

£7

Classname % =3 mypackage. MyAutenticationService
jeus.security spim e 2 Aoy o | D& EL lavar AL ETLET

Property Ename=value

“
(Name-valug) & ~FioL tHEE+ZELET TETE BN
HLTLEZL

HA e

Xml File Repository T4 IILMEELTXMLZE#E T S XmI File Repository A& IRENTLNVE
9, Config FilefEIB(C 77/ LR E/RREIBELTHERALET

Database Repository FIVvIRYIREBIRT e, T—IN—RZFRBELROM) —ELTHERAL
F9, ResourcesIZEEzSN TSI Datasource id I8 ELET

Dbdriver Config T—AR—ZADRFAN—FRELEFT, T—ER—ADT—TIILDERKIZ
BT BMRBEIL. (2,53 F—a~—REHALEREIESBLTIE

Custom Repository jeus.security.spi.AuthenticationRepositoryServiceZxEZEL1=H X2 Ly
Y—EREHRELET
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e [Jaas Login Config]

JAASLEET B EFI{TAET . MCallback Handler Classname JIZa—JL/\w 5 - I\ RS—- D745k
J—DISRBEERTEET, [ADA|REZEFD)YHIL T AT A2 ED 12— ILEFEBIMTEET , JAAS
IZRET BEEMIXI E7E JAASOFERI1ZSBL TS,

[B 2.8] [Security Service] - [Authentication] - [Jaas Login Config]

. .
JAAS Login Config D EBEE
[ ) [

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication = Authorization | Identity Assertion | Credential Mapping | Credential Verification | Audit | Subject Validation

Repository Service Jaas Login Config Custom Authentication Service
O RNRT % SAES =8z || am

Callback Handler Classname

JAASA— i 20w F 3- 772 V-2 S AELEELET

B JAAS Login Config

Login Module Classname Control Flag =y

FLTINBFFELE A,
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e [Custom Authetication Service]

A—HY—RIAEET5EF2UTA— Y—ERXRDISREEEELET . jeus.security.

spi.AuthenticationServiceZ REL- VS RABEHRELET . T IAIMEELTIEUSTIRBT B

I DefaultAuthenticationService INER ESnFE T, REI/SRIZL>TTANTA4ZAHALET,

[B 2.9] [Security Service] - [Authentication] - [Custom Authentication Service]

. .
Credential Mapping B BEE
3 ) )

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication | Authorization | Identity Assertion

no ~  Credential Verification | Audit | Subject Validation

=3 mypackage MyAutenticationService

o EHRE % JFEE

Classname ¥ jeus security impl.atn, DefaultAuthenticationService

jeus.secunity. spi 7 Z AmEN & 1 o4 HBEL Hlavar 7 AE4EEL T
Property

EA name=value

4

(Name-Valugl e ~7 L TRIELERL 27, ERTH 2R
FREz 2L TORERY—E 277 2T N BB LT

BREATHY, BETI 20 F o —E AERILE
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[Authorization]

Security ServiceM[Authorization]|2 7% &R 5&. I —F—DIERFv I EEET S 2X2)T4—-
Y—ERZHRETEET,

e [Basic]

FRELYRTMJ—EBHRIZ. Xml File Repository, Database Repository, Custom Repository/i il
DEERTEET,

2.10] [Security Service] - [Authorization] - [Basic]

L
Authorization

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication | Authorization = Identity Assertion | Credential Mapping | Credential Verification | Audit | Subject Validation

Custom Authorization Service

GONBRT & LAES g2z | &l

(0 lacc Service

ACCH—t AtFERET LSO ERELET

(@ ™ Repository Service
Fralt@URLE b UH—EACRELET

® ~ Xml File Repository
M E-REREY—EAQEHOMLYFES U —EARRELEY

Filename policies,xml
IR LT OEEa YT ERASLUMIEBE? P ANORALREL T
Filepath ${JEUS_HOMEY domains/jeus_domain/config/security)

A=Y EEEF = OeFa ) T ERCSECUAMIBE I F AL AEEELET

0~ Database Repository
B -G RIBV—EANEHODEYV RPN —EAERELET

& Datasource Id % v

VG VELTERT 3T — 2V — a0 DEBEL 2T, $~TOH—EBELEIDOTF—8Y—Adrif v Fdhad

+ Dbdriver Config
YR ELTERTAT —8~—2AOF 7148 ELET

Vendor %

DBYH ¥ U Y—t 2D EnnDB~r ¥+ BWELET
Driver %

DEY KV U—E amtaaDBF 27 &BELET
Url %

DEY K ) —E Ao =@ DBnURLEEEL T
Username %

DEYEV U —E 2annDB RSN R T 31— EeRELE T

Password

DEY £ b U —E 2 mi=nc DB EET 327 —F &+ BEL 27
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HARLNF L VH—EARREL £7. Jeus security.spi. AuthenticationRepositoryService & - 13

jeus security spi AuthorizationRepositorySenvice s EEL U F L UH—E A5 BB7 2, YFY K AnEEBC4EL7 04T (B2 BETE

T

Classname %

Property

=3 mypackage, MyAutenticationService

EUS SECUNTtY SPicr 7 7 A0 B 6 | 246 BBEL Hlavay 7 ABEEELE T
E name=value
P
BRERERCHY . BESLEF20 T 0= 2 CEHLENameValug & ~TFIzL TRELEEL 3¢ EBTE LR
ARz 20 TORARY—E 277 2 BT3B BBL T a0

A

e

Jacc Service

JACCH—ERADFERANDEELHZELET .

JACCEEAT %&. JACCHIEUSEE Mjeus.security.impl.azn.JACC
AuthorizationService &jeus.security.impl.aznrep.JACCAuthorization
RepositoryService BMERF vV E LV URIM) —-H—ERELTHRES
n.EMELEY,

JACCIZBEET H5MIE. [FE6Ex=m JACCTANAE—NFERI1ZSRBLTL
&

Repository Service

ERFyy-URSMN) —ZRELET

Database Repository

T—EAR—ADT—TIIEHIZET HARIE. [2.6.3. T—EX—ZF|H
LR E 2SR TS

Custom Repository

jeus.security.spi.AuthorizationRepositoryService#RE L= h R 2 L - H—
EXDHEETEET
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e [Custom Authorization Service]

jeus.security.spi.AuthorizationServicex & L1=75 R L& B ELET, TIA/ILMEEL TIEUSTIZ
9~ B DefaultAuthorizationService H' %

ax

A—H—DERFIVIEFTIEF2VTA— Y —ERXDISRELZEZERELEFT,

=

EENFT, BEIFRICL O TIONTAERETEET .

[B 2.11] [Security Service] - [Authorization] - [Custom Authorization Service]

Custom Authorization Service

HISTORY ~
Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management
Authentication | Authorization =  Identity Assertion | Credential Mapping | Credential Verification | Audit | Subject Validation
Basic Custom Authorization Semvice
CRART *SEEE =8z | am
Classname # jeus,security impl.azn, DefaultAuthorizationService
jeus. sacurity spic 7 3 amiy L 1 2&EL lavar S 2 ECEELET
Property

=3 mypackage MyAutenticationService
BREECHY

EAname=value

&
BltaerayFo—E aicEEE{E

- Mame-Valuel & ~FizL tBE+ERLET
AEE 2 ToREE Y — 227 ACET WL EEL T80

EETaLEEe




[Identity Assertion]

Identity AssertionElE CEBAE N1 —F —DAFIZEMB T 5V —ERZHRE TEFET . jeus.security.
spi.ldentityAssertionServicez & L1=V5ADI3H1DZRIRLET,

[B 2.12] [Security Service] - [Identity Assertion]

Identity Assertion

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication | Awuthorization | Identity Assertion = Credential Mapping | Credential Verification | Audit | Subject Validation

GEMSBET %0 AES Bu= || am

@ W Default Identity Assertion Service
BEMF A/ XIZTF 740 TERTAD7PH— s —EAERELLIT

* X509 ldentity Assertion
XS0OEIFAME ERLIDPH—>aH—EAERELLET

Filename

A—YELEFL—F o s T ERELSCAMIBE? P ALOEHRELET
Filepath

A—HEEEFL—TF o s T REASCAMIBE? Ao A RELET
® ~ Default User Mapper
XEOOFEEAME — S i H T a—F v v YRR LOEBEREELET
Cert Attr Type

BEvvErroron/oqiTBEETLET

Attribute Type

BEvTvEFOton7aqT @EETLET
Attribute Value Delimiter

BT v S akahioiT ELEELE
(O = Custom User Mapper
XSOOEIFAM G — 2 o itH T A1 H T oL LRI hnnEIEEERELET

Property # EAname=value

B v rratomnsons E@ETLET

) @ Custom Identity Assertion Service
IS 1RO 7 v E - B EELEBRE 7 FALONRERELET

Classname # =3 mypackage. MyAutenticationService
jeus.secunity spi 7 S AMEN S 1 & HEL lavar 7 2B EELE T

Property EAname=value

P
BREECHY . BATIeFaVFor—E A cEBA L ENameValue) #~FizL THBLERL 3+ EBTa B
FARE 2 ToREE Y —E 277 AcET o WL EBL (a0
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% Kerberos ldentity Assertion

TIL~O0ARIEEERT ZESIIREL

Kerberos Realm Name

Service Principal

o

L.

Service Password

i

LIRS, Javasecunty krb3realmTRE S L -EEL %
—iY—E A Wil EBEL 2T 774 0+l krbtgtAdrealm-namel@{realm-namel o ¥
EL L Y— W —E D7 Y @SR T—F ESEL 2

HA

Default Identity Assertion
Service

T 7+ ILMiEEL TIEUSHYIR it 9 B DefaultldentityAssertionService D 5% 5
ELEETEET, DY —E RIEX5095FBAEER—RIZENMELET .

l'Filename 1. FFilepath IF% EICKYEERAE LI ——R D IVE LT EHRH
BFENTLAXMLI7AILEIRETEET

Custome Identity Assertion
Service

HRBLIDTH— 3 -H—EREEELET . SPIFEEERELI-VSR%E
EHELET

Kerberos Identity Assertion

KerberosZ7OMIJLZFIALET Y — a3 R ETEEY,

-

BEETOILE.IJEUSTRHEET ST AV -EVa—LEEDSB,
jeus.security.impl.login.KerberosSharedStateLoginModule 5\ & #1172 Y &
j—
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[Credential Mapping]

Credential Mapping Bl TX509 FBAZE DR SRR T ENRRT—FDINREIEETEET,

TIAIMEELTjeus.security.spi.CredentialMappingServiceDEXREZETH S
jeus.security.impl.credmap.JKSCertificateCredentialMappingService 4 —E MBI HYET,

[B 2.13] [Security Service] - [Credential Mapping]

. .
Credential Mapping OEBEE

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication | Authorization | Identity Assertion | Cre

ential Mapping ~  Credential Verification | Audit | Subject Validation

GENEE wLFES

W Default Credential Mapping Service
FAALFOBEIvE LI H—EARRELET

+ X509 Credential Mapping

KOS s EEL 2ID7PH—>aH—CEAEWELET
Truststore Path
BEOF A CEEETOL AL AT 27 ANONALEELET

Truststore Password E

[Default: changeit] EZEaF 44w cEAT L 722 FF 777 A bmiaT—) £HEL
Ft a®ei. {algonthmicphertextmfEztiEik L £ ¢, &) (D) {DESIFQrLbQ/DB01IDVST

B Custom Credential Mapping Service

(|
Classname

BETANENFTFELEEA.
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[Credential Verification]

Credential VerificationEE CA—Y — D ERIMAEZRET S —ERZEIRTEET,

FI+ILMEEL T Password  Verification I FTyoEsh, 1—HF—D/RAT—KEBRELET MJeus
Certificate Verification 1Z:&R9 5L X509 IFAE DBREZAMIITEET,

Credential Verification') R kA vibjeus.security.spi.CredentialVerificationServicex RE L=V 5 X% B
MUTHERTHIELTEET,

[B 2.14] [Security Service] - [Credential Verification]

EY A EE

Credential Verification

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication | Authorization | Identity Assertion | Credential Mapping Audit | Subject Validation

GEnEE &% SEREE =5x

1
a5

W Default Credential Verification Service

F7altOBREREY - AzBELLT
Password Verification 7
PasswordFactory s 7 2 = ERL - BERESOBILEEL ¢

Jeus Certificate Verification

KSOSErEEE - EEL - EEESE0BRILBEL 2 ¢

I
a
filt
i
€]

B Custom Credential Verification Service

Classname Add %

FLTAABFEELE YA,

42 JEUS tF*alF1h—1R



[Audit]

AUuditBEE CIEUStEF ) Ta— TLb—LT—ITRETHIARUMERZWNET I H—EREZRETEE
ERR

Filename . TFilepathICAS 2 & T 77L& LR RAEHRETE. TAudit Leve JICAS LRV EZRET
EF T, HERFEE Djeus.security.impl.auditiog.BasicAuditLogFileService NMERSINE T,

Custom Audit Service!) Rkhribjeus.security.spi.EventHandlingServicez3REL =75 X% EML THE
A9 5ILbTEET,

[B 2.15] [Security Service] - Audit

HISTORY ~

B EEE

Audit

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication | Authorization | Identity Assertion | Credential Mapping | Credential Verification Audit = Subject Validation

SESET »LFEES ==z | am

W Default Audit Service
FAAhFoEEY—CASZELET

Audit Level

EEOSLLEEELET
= Config File
EEOY 7T AIEHERELET

Filename

A—WEEEFL—mEesa T rEEE

i}

CHMIEEE? P ALOERISEEL 21

kL

Filepath

A—HWirEEFL—oeda VT oESES

i}

CHMLBEE 7 7 AL AGEEL 27

kL

B Custom Audit Service
Classname Add %

FUTAABEFEEL £HA.
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[Subject Validation]

Subject ValidationE&E T1—%—(Subject) DBENMHEF v I DEHJ|E L TE TEFET . Default Subject
Validation Service j&®#1R 9 % &. jeus.security.impl.expiration.SubjectExpirationValidationService 4 —
EXMNEIZIY., ExpiryTimeDEREICH->TI—HF—DENEFvIERTLET,

Custom Subject Validation Service!) X bh isjeus.security.spi.SubjectValidationServicex £ L1=2
SRAEEBMLTHEATSIELTEET .

[B4 2.16] [Security Service] - [Subject Validation]

B @A EIE

Subject Validation

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Authentication | Authorization | Identity Assertion | Credential Mapping | Credential Verification | Audit

oEHRE & JEEE

I
au
frit
111
&l

Default Subject Validation
Service

[

L
o
fill

ER E- LR - LTl e

i
W

I
au
frit
itk
T

B Custom Subject Validation Service

Classnarme

FETINEFFELEEA,

2.4.2. XMLERERICLDHTE

X)) Ta— FAoTAO—FENB X1 T4—H—E X[, domain. xmlIZEL T D LS IZERESNT
WFE9,

UTE., 2Fa)T4—ERET7MILDHFITT,
[fl 2.3] EFIVF1— P RAFLOY—ERADRE : <<domain.xml>>

<?xml version="1.0" encoding=""UTF-8"?>
<domain xmlns="http://www.tmaxsoft.com/xml/ns/jeus">

<security-manager>
<default-application-domain>
DEFAULT_APPLICATION_DOMAIN
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</default-application-domain>

<security-domains>

<security-domain>
<name>SYSTEM_DOMAIN</name>
<authentication>

<repository-service>

<xml-file-repository>

<config-file>

<filename>accounts.xml</filename>

<filepath>
${IEUS_HOME}/domains/domainl/config/security/

</filepath>

</config-file>

</xml-file-repository>

</repository-service>

</authentication>

</security-domain>

<security-domain>
<name>DEFAULT_APPLICATION_DOMAIN</name>
</security-domain>

</security-domains>

</security-manager>

</domain>

LT &, <security-domain>®D 25 DWW TDERBEATT,

e <name> (AR EEIE)

X2 TA— FAVDEREITY,

e <authentication> (Of@ LA E | IR EIH)

FAOTEAY AR —EREEBRLFES

— <repository-service>

REED=HDAL—HF—FERDIYKROMN) —- 24T IZEDETH—ERZERLET,

29

e

<xml-file-repository>

A—F—FERHSXMLIZAVIZE RSN TOSBEICRELES

<database-repository>

A—H—1FHRIT —IR—RICEBINTVSEHERICKRELEY

<custom-repository>

jeus.security.spi.AuthenticationRepositoryService SPIZf#¥&ALT1—
Y—EHEO—R T HARZEIRL, JRON) —-H—ERERELTER
IHEAIERELEY
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— <jaas-login-config>

RKASVIZHEAT 2IAASH—EREZZELET .
+ <callback-handler-class> : JAASO—IL/\Y T - N\VRS— D7 I )—DISREEFEEZLET,

+ <login-module>: O A EL 12— LEERNBERELET,

29 BL):
<login-module-classname>| A5 A2+ B2 — JLERE LI/ \Wr—DE S0 VT RBEERLET

<control-flag> RDADDEHEDIH1DFFEEL TEMRMIZERZIR 2vY (authentication
stack)#ERAELET

required

requisite

— sufficient

optional

<option>(0f& LA E) A4 EL2—LEPHLTHEEICERTIRMEZERLEY

— <custom-authentication-service>

jeus.security.spi.AuthenticationService SPIZ# &L TT 74 /L TIRIESN SR Y —E XZHLERL
THALEWMERICERELET . REICDOVWTE, THRE LX) T4—-H—ERIZSRLTE
LY,

e <authorization> (0fELL L . ZREIH)
FAMVISERY SHERG S —EREERELFT .
— <repository-service>

ERFEDHDR)—EBRDURSMN)—- AT I2EOETH—EREERLET,

29 fiBA
<xml-file-repository>  |RUS—IERAXMLI7AILIZEEZ SN TWSIBRIZHELET
<database-repository> |7R) I —1EHRNT—IR—RIZERINTWDIGEITHRELET

<custom-repository>  |jeus.security.spi.AuthorizationRepositoryService SPIZ#& L TR > —
BFHZEO—F T 5AREMEL, VRO — H—ERZRELTEAYTS
BEICRELET

— <custom-authorization-service>
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jeus.security.spi.AuthorizationService SPIZ#&AL TT 74 /Lt TR SN SHEREE Y —E REHL5RE
ALEWMEEICERLET  REICDOVTIE, ThRF LX) TF—H—ER IZSEBL TS,
— <jacc-service>

JACC 1L5RN—RDERMF EH—EREERTHHEEICRELET

e <identity-assertion> (0f&LL L . #IREIE)

RASUIZEAT 5ID7H—3 3 (IdentityAssertion)—E REE&ELET

— <default-identity-assertion-service>
JEUStEFa)T1— IL—LT—ITRBT DT IHIEDIDTH—2ar - —EREERLFT,

+ <x509-identity-assertion> : X509iEBAE+—V > DIDT7H—23> - H—EREFHR—ILET,

29 5iteA
<config-file> X509FEBAZER—Y (I, A—H—IVEL T ETH-ODIEFRETE
ELE=I7M L DIGFRERELET

(T 74 )L ME: DOMAINTZ A /LA —®D FRIIZ6I B 3 Buser-cert-map.xml)

<default-user-mapper> | X509 EBAZ F— Y U BEICE S 1 T (cert-attr-type) E = (LB HEZ AT
(attribute-type). BHEEIZxt 3 5T )24 (attribute-value-delimiter)E%
EELET

— <custom-identity-assertion-service>

jeus.security.spi.ldentityAssertionService SPIZ## &Lz ID7 H—2a - —EXEFILERELTE
ELFET, BREITOVTE ThRE L EF2Ta— P —ERIFSEBL TS,

e <credential-mapping> (OfELL L . :ZIREIE)
RASUISERAT 3 EEIBATvE > Y (CredentailMapping) b —E RZE&HELE T,
— <default-credential-mapping-service>

JEUSEXa)Fa— - TL—LT—YTIEHITHT I D ERIEBATIE LS - —E X EHR—k
LET,

+ <x509-credential-mapping> : X509iEBAE D ERIATVEL T - H—EREHR—FFT,

29 sited
<truststore-path> BREAVICERT DS RMRART - D7 MILDINREEELET
<truststore-password> |BFAAVIZHEAT HNIRAMRRNT - T7AILDINRT—REERLET
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— <custom-credential-mapping-service>

jeus.security.spi.CredentialMappingService SPIZ#&LI-ERIEATYEL Y - H—EXEHLERE
BLTERLFET JEICOVTIE, [AREL-EFa) T4 — H—ERI1FSREL TS,

e <credential-verification> (OfE LL L . ;2R EIE)
RAAS > I2#E 9 % E /KBRS (CredentialVerification) b —E RZ E&HLE T,
— <default-credential-verification-service>

JEUStEFxa)F4— TL—LT—UTIRHETHT I+ILED ERIEBARI Y —E RE Y R—FLET,

&9 B
<password-verification>  |PasswordFactory7 3R IZxt 9 S —EREEERLET
<jeus-certificate-verification> | X5095EBA & (xSRI —EREERLFET

ﬁll

— <custom-credential-verification-service>

jeus.security.spi.CredentialVerificationService SPIZ#A& L = & & IBAMREIY —E RZ&HREEL
TEELET, REICOVWTIK, THhRELtEFaTa— H—E R IZSHBL TS,

e <audit> (OELL L. FEIREIE)

JEUStEFal)T4— - TL—LT—ITRET HDARVEDEREIWNETESLL IR AMVICHEAT 54
NUk-N\URYUS -4 —E X (EventHandlingService) 2 E&LE T,

Ry L
<default-audit-service> |ARNURDIERELEFRT D I7AILDINREARVLAT DLRNILEEEZLE
-g—

— config-file : AT 774 D/NR

— audit-level : AFLARJL

<custom-audit-service> |jeus.security.spi.EventHandlingServiceService SPIZ#ALI-EBEEY—
ERXRZMEEELTCERLET . HEE. AR L-EF2)To—H—E
AIDFREARIHRNET
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HAZ2LtFx1)F71—-Y—ERX
UTIE ARE L 2F 2 ) Ta— H—ERERETHHETT,
e <classname> (W%8)

WAL X)) T4—H—ERFRELIZJavaD I T RBTY . CDITRIE, INGA—INFELE
LN\ T4 EDpublicar RS 94—%#H5 | jeus.security.spi/ Sy —U DSPIVSRAE AT HH.
jeus.security.base.Service 77 R F EIEM AT HILENHYET,

e <property> (OfELLL)

jeus.security.base.PropertyHolder{ >42—2x—X(jeus.security.base.Service 75 AW ERE)Z{F>T
¥ al)T4—H—ERIIname-valuetl DB EHRE T DN TEET . BEFE X2 Tr— U —
EXDOMEEIZERINET,

LUTFD2ODTHLATE/HBET

Ry L
<name> BHRERELET
<value> (EIREIE) BHRAICZUTHSringBHEEZRELET

JEUSHT IAIFTIRMET Z2x2)TFr— H—ERDEEEHAR S L X1 T4— H—EXDEHIZ
BEETHARIL. [FS5E ARAL X1 Ta— H—ERDRF IZSHL TS,

2.5 ¥ F1— - ATFLDI-Y—IERDRTE
FIHILEDEF 21 T4—KETCA—H —T—42(Faccounts.xmITZ7 A ILMSERAAHFET,
UTIE. 771V EREFTSH/ARXTT,

JEUS_HOME/domains/<donai n nane>/config/security/<security donai n nane>/accounts.xml

<domain name>I&R A/ & THY. <security domain name>lE1—HF—MWEEBIhStF) 71— F
AMUDERITY

2.5.1. WebAdminZ{ERAL/-%E
LIF (X, WebAdminZFE>Ta1—H—I1EHERTETHFIETT,

1. [Accounts & Policies Management] > [accounts] * =21 —%&RL T1—F —EHRE R ETEET,
1—F—ERIEBMICREEEETELEE TY . [Add]. [DeleteRAVESY v ILTLI—H %38
m. BIBRTEET,
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[B 2.17] AccountsE EEE

HISTORY

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Accounts ~ Policies

B Users
Name Password Group Description Command
. B o
administrator s Administrators Lock User || Unlock User Delate 285
B Groups
Name Subgroup Description
Administrators A group for administrators Delete 2%

Groups ) RARTY IL—T%EM. BIBRTHIENTEET  ERINTIL—TI22—H—%EHBIC
(. UsersIB B THELET ., [Add]. [Delete]R2LE v L T1—H—%BN, HIBRTEET,

2. User )RR T[AdA] RZUE D)9 $ HE . UserBIEARTINES , BEE TIE. JEUSTIRET ST
THILEDEF ) Ta— AT LIZERSN Daccounts. xmIZ7 A ILDIBIEDHTEET,

[E 2.18] Accounts - I—¥—NE R

HISTORY

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Accounts ~ Policies

CENEE & UEED =8z

Name # userl
A—WELEELET 12— YOV 7VDELT-BTHLIBESHY ¥

Password Y =aiAesiFarlba/D8o1IDVS7 1L28w==
A—oiA7—F #EBTELET

Description =3 A really nice guy!

A=z TRELET

Group Administrators
A—4HFEL TR N—7DIDEERL 3. 2oy L—7 mdoroupsi<group{namer</namey</groupy</aroupsy i

BEnTVALENSHYET
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3. TPassword JJEE DAED[AAIRILEDYVITHE UTDXSIEATOIT NERRESN, /AR T—K
ERETEET BB TILTUILERIRL, NRAT—FEHELI-L. [BBIRIVEI)VILET,

[B 2.19] Accounts - ISR 7—K DR E

ON2A7—F oRTE

AES v

password

=4 et

NAT—FDEENTZTITHE UTOEARTL—H — - /INRAT—KAEBIE7IILITYRLIZE>TER

TLZELY,

SNF=CENHERTEEY  BESLICBT A5 MIX. [25.4. RRT—FDEF2UT4—

=1

BREIESRL
[B 2.20] Accounts - /SA7—KDEES{L
HISTORY ~
User
=
Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management
Policies
GENBE & JEEE =5z
Name % useri
I-YELEELET 1 17747 NDELT—BTHLOENHY 2T
Password [ e e e e e e e e e e e e e n e EA{AESIFOQrLbQ/DEO1IDVS T 1L28rw==
A—HWOANAT—F «BELET
Description E=3 A really nice guy!
A4z TEREL 7
Group Administratol

I—YHBLTEYL—7nDEERL 2

BainTvoOENHYET

Z W7 L—7isLgroups>group><nameix</name </group /group

4. TGroup JEE CA—HY—RETHTIL—TEIEELI-L. BRBIRILEVIVILET,
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25.2. XML¥REEICKDERE

accounts. xmIDXMLRF—<[Faccounts.xsdT&HY . JEUS_HOME/lib/schemas/jeusD/SRIZHYFET,

accounts.xmlZ7 A JLIZIE. & EHI25 D<accounts>T [Z<users>FH L U<groups>4245 HdHY . OELL L
D<user>H LU<group>2 T NEENTVET . ThENIEI—HF LT IL—TERLET,

[l 2.4] EF2VF1— S RAFLDI-F—IFHMDERE : <<accounts.xml>>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<accounts xmlns="http://www.tmaxsoft.com/xml/ns/jeus>
<users>
<user>
<name>userl</name>
<password>{AES}mnG6 I txFO/WQIE2Yz1Z7sA==</password>
<group>groupl</group>
</user>
<user>
<name>user2</name>
<password>{DES}7dJOKDTGQNpSNQAPYBNnmA==</password>
</user>
<user>
<name>user3</name>
<password>{DES}7dJOKDTGQNpSNQAPYBNnmA==</password>
<group>nested_group</group>
</user>
<user>
<name>user4</name>
<password>{SEED}dl2EePMAcnxPYb lyknuzZkA==</password>
<group>nested_group</group>
</user>
</users>
<groups>
<group>
<description>Groupl</description>
<name>groupl</name>
<subgroup>nested_group</subgroup>
</group>
<group>
<description>For NestedGroup</description>
<name>nested_group</name>
</group>
</groups>
</accounts>

LUTFIE, BERTITOVTOEHRBATY,

e <user>
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B<usersAJ (FLUTDISHTHOFTEHELET,

4 EL
<description> (E{REIH) <user>[Z DLV TDEBATY (XF5)
<name>(H7B) <user>MZHTERLET (Bl 21— —%& . 1—H—ID)

<password>(0fE LA L . 3EIRFBIE)

<user>M/NRAT—KZRLET,

<password>lEHAEEDNDTILTY X LEFRALTIVa—Kant=
EEEELET, <password>2J IZEAINETILTV X LFEIE
I oa—FAREI T OVvIDMICEEALET, Toa—FARDEH
HIZDLTIE, 254, INRT—RDEFa)T4—HEIZSHELT
Q=1 A

<group>(OfE LA L . ;EIREIE)

<user>HNEENTIL—TERLET, 11— —FEHD T IL—
FIZEENBZEMNTE, LT D<group>445 TEZSNT=F IL—F
EIETHELAHYET

e <group>

B<group>AJ (U T DEIBTRRATEEHL. FIL—TE2EELET,

i oA
<description>(EiR E1H) <group>D B TT (L)
sname>(2 A% 8) <group>D&RTETLES

<subgroup> (OfE LA E | FEIREIE)

LI IL—TOO—I)LER—IZfFETEELSIZ, RAMESNT=S
IW—TDRAEEELET

253. F=AN—REFERALBE

AETIX, JEUSHEELIzT—IXN—XDT—T L& F| AL =525 (authentication)Z X EF 5 5i%IZD

WTERBALE Y,

UTDBIREIE, JEUSIZERLI=T—4Y—REF AT SRITRESTHHETT

[fl 2.5] F—2~N—R&FERAL 1 —DRE : <<domain.xml>>

<?xml version="1.0" encoding="UTF-8"?>

<domain xmlns="http://www.tmaxsoft.com/xml/ns/jeus' >

<security-manager>
<seuciry-domains>

<security-domain>
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<name>MY_DOMAIN</name>
<authentication>
<repository-service>
<database-repository>
<dat asour ce- i d>auth</ dat asour ce-i d>
</database-repository>
</repository-service>
</authentication>

</security-domain>
</security-domains>
</security-manager>

</domain>

LD HIT. <datasource-id>[Z[FE25E (authentication) 2 B3~ %domain.xmllZ &8 L=T—42Y—X
DIDERETIVLELHYET , T=lE. K51/ — T R—Tr—(DriverManager) % {#->T. JEUSTiE#
T BHIDBCEN ST [CEET —IN—REBELLGILRAEFATIILLTEFT . COFEEFRATS
1BEE., LD FIT<datasource-id>2FEUTDELIICEELET,

LITFDHIE. JEUS IDBCEFIALGEWESIZ, T—3R—R-YROMN)—%2HET HHETT,
[l 2.6] JEUS JDBCZ{ERALLLMERDERTE | <<domain.xml>>

<security-manager>

<repository-service>
<dbdri ver - confi g>
<vendor >or acl e</ vendor >
<driver>oracle.jdbc. Oracl eDriver</driver>
<url >j dbc:oracl e:thin: @27.0.0. 1: 1521: ORA9I </ ur| >
<user name>scot t </ user nane>
<passwor d>{ base64} dd nzXl =</ passwor d>
</ dbdri ver - confi g>
</repository-service>

</security-manager>

2%

COAFZEEMATLHE. ARV a D EKGVIMNBRICITON -0, HEEICEETLIBNALHYFE
¥, TN 1= . JEUS JIDBC(<datasource-id>)&F| 3 2 HxE#HELET,

T—AR—ZATHEOLNEZT—TILIFUTD&SIEBRESNET,
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(B 2.21] Y7201 —EHRERTFTILHOT—IN—-R - T=T I OiEE

ieus_group_members

PK. | domain WARCH AR (30}
PE. | groupname WVARCHAR(TO0)
PK | username WARCHAR(0)

T—ER=R(ZTF—TIILHAEFEELEGE . JEUS_HOME/templates/security/dbrealm.sql.template 77
ANEFES>TT—IR—=RIZT—TNEERT DL A—F—RENRT—KHTjeus | D A—F—HFHRE

jeus_users jeus_groups
PK | dorrain YARCHAR(30) PK. | damain YARCH ARE30)
PK. | username | YARCHAR(30) PK | groupname | WARCH &R(100)
password | VARCHAR(I00) subgroups | WARCHAR(100)
description | VARCHA&R{00)

BENFEY,

2.5.4. NA7—kRDOtF*1)71—RE

AEITIE SART—FDEF 1 TA—REDIH. NART—FORLUMHRE. BELTILT) X L. Secretkey
T7MILDEBAERICOVNTEHRBALET,

NRAT-RFOZLHERE

A—HY—IEFRTHOUNEERT B=DIC/INRT—FEANTEH. BED/RT—FEEETSI54.
NRAT—FDZLUMHERELTHNESZ 5TENTEET , —RMIFELNIFH(TILI7RYE, #F.
BHRXFOEARECIDE/SRT—RER—ICLAEWIELGEZFALT/RRAT—FDEX1T1—%E
It BHIENTEET,

R A4 B E (Domain administrator) (&, EARRIZIR ft Sh S DefaultPasswordValidatorgE = &1 —H—
ME EEE Y SCustomPasswordValidatord L F M EZIRL T, domain.xmllZERELET,

1. <DefaultPasswordValidator>

LLTFIE. /SR —RF DO Z &g E EDefaultPasswordValidator[ 25 E L1=5IT3 .

[l 2.7] ISRA7—RDE L 4R E % DefaultPasswordValidatortcE5E : <<domain.xml>>

<domain>

<password-val idator>

<default-validator>
<minLength>4</minLength>
<maxLength>10</maxLength>
<force-special-character>true</force-special-character>
<force-digit>true</force-digit>
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<force-capital-letter>true</force-capital-letter>
<force-small-letter>true</force-small-letter>
<deny-username>true</deny-username>
</default-validator>
</password-val idator>

</domain>
e <minLength> : /XA —FDR/NXFHEHRTE
e <maxLength>: /SR —F DR AXFEHEHE
e <force-special-character> : /SAT—RIZL T HRXFEFERATHLIITHE
o <force-digit>: /XAT—FIZLTHFEHERATIHLIITEE
e <force-capital-letter> : XA T —R[ZhT AKX FEFATHLIITHRTE
e <force-small-letter> : /SR T —RIZH T INKFEFERAT HLIITEE

e <deny-username> : /AR —REIDN BRI D KIIZERTE

2. <CustomPasswordValidator>

CustomPasswordValidatorl&. 11— —HPasswordValidator{f > 4—J1—RXZBEEEZLT. BM
DEENEFENT=VSRERE L. jard 7/ L TEML TISIEUS_TARGET/jeus/lib/system | [Z#&
MTAIBELHYET,

LTI, a—H—hEE I BPasswordValidator/ > 2—Jx—AXTY,

public interface PasswordValidator {
boolean validatePassword(String id, String password);

}

PasswordValidatorf > 2—27x—X % E4E L =95 X DvalidatePassword(String id. String password)
AIYRIE THAIUEDERONRT—RDEEEZRA 51— —DIDE/NRT—FE5|8ELTRITE
U, MRAT—RFOREMREZEZTL-R. BEISELBE [Struex . 25 THWME & [EfalseZBLE
E

LTI, /SR —FDFE 414 #2& % CustomPasswordValidator| 252 E L= T,

[l 2.8] ISA7—KRDE LR E %2 CustomPasswordValidatorlcEEL 7=l : <<domain.xml>>

<domain>

<password-val idator>
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<custom-val idator>
<class-name>this. is.MyPasswordVal idator</class-name>
</custom-validator>
</password-val idator>

</domain>

e <class-name>: 1—H —hPasswordValidator{ > A—J1—RA%ZRELI=#%. jard 7ML TEHELT
F$JEUS TARGETI/jeus/lib/system 1| L =25 A D &Rl

EROXMLIRERE L. WebAdminZERALTHRET S EHAHETT . WebAdmindD A > EE D
[Security]#7%:#3iRLT. Password ValidatorBBE CERELET . I=FL. EERNBEEAT51=HIC
F.H—N\—ZHEBTILENHYET,

[ 2.22] WebAdMINT/NRAT—RFDIREEZ R TS SEE

] & sl TR ¢
S g =1 ST
il ax AE %

b=

W Password Validator

MinLength

MaxLength

Force Special Character
Force Digit

Force Capital Letter
Force Small Letter

Deny Username

Class Name

BESE7NIVX L

A—H—FREIZFNRT—FDRENFARTY , /A\RAT—FZplain-textfs X THRET HIELTRETT
M BESIE7IILTIRXLIZEYBEILLTRET Z2ONLEELINTT,

&
REMENLIESN-RMBET LT )X LOAESEFERT HEEHELET,
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jeusadmin®set-passworda< R, £i=IEWebAdminZFE>T1—H—RIIZ/SARAT—KZEES LT 5
EMTE, JEUS_HOME/bin/encryptionZ > TEER S LTS3 TEEY,

EERSIELIEEICIE. NRT—FERETIEZUTORATHRELET,
{7 A=Y R BHE AL S Itz 3T

XIS 7 LT X LDEEIX. JEUS_HOME/domains/<domain name>/config/security/security.key
T7AIIREFSNET,

UTFIE, RRT—=FESIETYR—FFE7ILTYXLIZDNTOHRATY

IHE H L
AES/DES/DESede/SEED/Blowfish SIERESIETILTYXLTT
base64 I a—K-7ITYXLTY,Baseb4dTI aO—RFehi-IF

HRIFHETHLHEICTI—FSTEIENTE, X2 T4—ME
TRETREBHYFEEA

SHA N FITYALTT, EESIENTETRETT

ESIETILTIXLEERT M. BOY A XEEETHENTEET . OV A XIEEEN VAT L
TONTAELTEEL, VAT LE2RIH—SN-BOF I XN BRINET,

BHAZXDTI+ILMEIE256EYRTHY . R T L - TO/\TFT1ELTjeus.security.keylength4A 7T ar %
BELTHAREERTHENTEET, f=&& (X, T-Djeus.security.keylength=256 |4 T a3 &6 ET
%&. 256E VDB A XEHFOBBILTINTIXLEFERATHIENTEET,

SARATLTONTAELTHRELEED Y A XDABEETILT) X LB R— T BHRAF A XLYKREN
BEKX BEIETILIVALNYR—FTCEEIRKIETHREINET, EZ X AESITRBOHY A XELT
128, 192, 256E YD HHR—,FBD T, AES512MN L5758 FIZAES256 CEASNET,

BELEBOY A XNBEESETILIVXLNYR—FTELIRAYAXAUTTIEHINYR—I Y THD
B A& 1&. EncryptionException(FEE S L BN FEELET , =X X, AESIZBED Y4 XELT128, 192,
256E v kDAY R—bF HD T, AES2000 K572 58 T [LEncryptionException N FEAELE T,

x
HLCORT L-TONTAEHRELRIE BT /RRT—REHEL TS,

PAZ— INA)—KIC&EBSecretkey 771 IV DETR

E51tY—IL(JEUS_HOME/DINIZFEE)EFE>T/\RT—FZESLT 556, TOBELI7AILIZERA
SNBHZROEREsecuritykey 77 ILICESE 7TV X LR FLTEERLET , YRF—/ X
T—RDANEZIT, ZD/XRT—KTsecret.key77 M ILERBEILL TRET HENTEFET,
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security.key 77 M ILIZLL T D/RRIZHYET  FAMVIRIBEZER T 556 . HiksecuritykeyI 7 ILE—
IO/ —FIZBTRELNHYET,

JEUS_HOME/domains/<donai n nanme>/config/security/security.key

JEUSIZERT 5T —IR—RAD/INAT—FEBEIELIZIGE . V547U TIEIhZEE Sk (decrypt) 375
F=OIZBENBETT , ZOE. SecretkeyZ7 A IILD/INRES AT L-TONRT+ZFIALTRETEET,

F1=. security key 77 A JLIZR RA— IRAT—FNERESINTIGE . YREI—/SRAT—F{HV R T 470
INTAEMALTRETEET . F— /1 REBET 5T 0/ T 14 [Ljeus.security.keypath THY , ¥ R H4—-
INATD—FZERET 5T 0/8T 1% IFjeus.security.masterTY , CDT O/ T/ (FIEUSHEREN T HEEITE
FRATEET, =, X )T —LEDEEANMSYREI— /AT —RFTAVTHREVE—FAH)TA
NI BHILEHELET,

255 A1/ 1EHRDF vy alHE

JEUSRY) FhEFEH>TH—/N—FRENTHLE, jeusadminEF>TH—/N\—IZEHK T HEE(E, 21—
HP—EROANDREITGYFET N, —F—FHREERADETIC. ATV EREF vy 2L TERA
TOMBEEIRIELET,

x
ZD1EMIFUSER_HOME/ jeusadmin/.jeuspasswd 77 JLIZBase64 TI a—Kah, RESNFET,

T7AINIZIFA—F— D EELIERTHAIDE/SRAT—RKNEREEINFET A, BasebdToa—F 45
[FtX1) T —ETRETIIEWNE=D ., KEREEDOFERIIHRELET A,

OJ AU ERIT, —ETHLERRAIMTONEOT7AIVICF vy ashFzT,

jeusadmin®connectaY U REE(TT HLE, A—HF—FHE—#IZ-cacheloginA T3> ZBMT 5
E.OTANEBRMNIT7AILIZRTESNE T, JEUSRYY TRD 5B E X, <domain name>:<server name>
FX—LLTOJ AU EBRNRESNET,

B TIEUSRYTRDETEINDEEIZ, A—F—FHREAALLELKTE, FASV R ES—N—FHRLA
TJAVEBAHNIE. BB TLI—F—FHRAERAINET, Fryiashi-0J(VIEBRAFELTH.
A—HY—HAEEI—T—EFREAALLIGEIZE., Fryviadhiz0J (U ERITEBEINE T, jeusadmin
DIBEIZIF., T Y —/\—D<host>:<port>2F—&LTAOT A UIERERELE T,

LT OBIFRESNF-AT 1 ERERLET,

[l 2.9] RTFEN=OT I 1EH : << jeuspasswd>>

#Warning: We don"t recommend to use this on Production Environment.
localhost:9736 amVlczpgZXVz
domainl:serverl amVlczpqZXVz
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REINF-OT51UERIL, jeusadmin®dA TS5/ a7 KDremove-login-cachea v K THIBR TEE
ER

2.6. BF¥a)F14— AT LK) —NDRE

T4 X2 ) T—%RET HEE R —-T—F2(HERT 57 —23)Epolicies.xmITZ7 AL 55
FHIAFHET

COIT7AIVIEUTONRIZHEEZLES,
JEUS_HOME/domains/<domai n nane>/config/security/<security domai n name>/policies.xml

<domain name>[&R A > D A Fil%. <security domain name>I&R) —hA BRSNS X)) 74— F
AMUDERETERLET,

2.6.1. WebAdminZ{EHL =58 F

[Accounts & Policies Management]27 T[policies]*=1—%E&RT5&. X2 )T4— R —IC
B9 A5 EEITAET . Role PermissionsfBigi Tl&k, T2/ )LEO—)LDIVEL T EERETEET 1
DOA—IUZEBD TV NIVEIVEL T FTHIENTE, IVEL T EN=T VN LIEER ST 50—
IS BIEREZFLET,

[AdAJREZZED)HLTT I DL ER—ILDIVE VT EBMTEET,

[B] 2.23] RV —REXAEH

: HISTORY
Policy
Q)
Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management
Accounts
B Role Permissions
Role Principal Actions Classname
AdministratorsRole administrator Delete 2%
indiUser anonymous Delete 3%
B Resource Permissions
Context ID
default Delete 25
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b 3

A—H—FROBTELRLL. COBEETIIIEUSTIRBT BT 74U DX ) T4— L AT LIZE
BEhdpoliciesxmlZ74/ LB IEREITIRESN DI EITEFEL TSI,

A= IN—2v2av DB
Role Permisions') AR T[ADd]RAV &Sy L A—)L-/N—2y2a v EERTEET,

MRole JIZRFIZIEELI=#%. TDO—IILDEREMETET) VNIV EERLET  #EO0—ILIZTOE
ATERWESITT BIZIETExcluded JIZFzvIF AN, ETEO—ILIZT IV ERATESKSIZTBIZIE
F'Unchecked 1Z:&RLET, [BRDEHZEMNTE T T 5. [BRIAR2LEVIVILET,

[E 2.24] KV—DFRE - A= N—Zva DR

HISTORY ~

B A EIE

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Role Permissions

Accounts
CEnEE & oAES =8z
Role ¥ deployRole
IVl ET s o0—NLEERELET
Principal # administrator
¥ user]
Administrators
O—NWi-EHT 22— Y7 Vi 8ELET
Actions
O—Jbii—2 viraswd A2 OT 5o s 4EBLET. EENCESEAIONA—2 v sk, ROShETS
s &HY A
Classname
ERET 30—/ A—3v a3 mr3ARCRELET BEL TVEVESE, JEUSHTFZ 2l TRET I 77 2 ERE
E
Excluded

Unchecked

ﬂ
n
)‘l
filt

1)))=RIN—2yay DB

UTIE VY—R =392 0B HFITHFIETY .

B2E XV T— Y ATLDFRE 61



1. O—JLIZEBOEMEER TH D)V —RXHERE 5 Z 51Z(L. Resource Permissions$&iE Tldefault ]
#ERLET, AV TFRAMDIEEF ) T4— - RU—FR DT HIDELTHERASN. [defaultl(FIEUS
DTIANDEF L) TA— VAT LTHEAT S X)) 74— R)—DaVTFAMNDTT,

2.25] KV —DHE - ) )—RIN—=2y2ayDEER(L)

HISTORY

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Accounts | Policies =

B Role Permissions

Role Principal Actions Classname
AdministratorsRole administrator
jndiUser anonymaous
deployRole usert

B Resource Permissions

Context ID

default Delete 2%

2. Tdefault ] FF XD TIEUSS R T AIZx T 51— RIEREH T LE T, Recource Permissions
YRRTIAAA]RZE D)y LTA—ILEY—RADIVEL T EBMTEET,

(B 2.26] KV —DRTE - )/ —RIN—2v2avDEER(2)

HISTORY

Resource Permissions

Name Cache Config Key Store Security Service Custom Service ‘ Accounts & Policies Management

Accounts | Policies «

GEenEE % oEEE =2
Context Id # default E3 MyContext

[F7 st defaultl o—n-Vv—2w v » e BRETL -T2 DERELET ZoETaEReERsn 1A

B Resource Permission

Classname

Resource Actions Rol

jeus.= * AdministratorsRole Delete &
jeus.indi.* lookup jndilser Delete 32
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3. Recource PermissionsEIE TYY—ADEZHIET VLAV ERELI=R., UY—RIZH T REREG 5
FTHO—ILEERL. [AD]REZEI v ILET , O—IL-/S—3v 3>V DERFELRCL, #HY—XIC
T OEATEGENKSIZT BICIEMExcluded JITF Ty IE AN, ETE)Y—RICT VR TESKIITT
AIZETUnchecked 1%:#IRLET . JEUSD )Y —RIER DY RAMZDWTIE, M48% B. JEUSH—/3—
DIN—3viav | ZSRBLTIEZE,

[B 2.27] KV—DFRRE - ) /=R IN—2v 23 DRER(3)

B EAEE

Name Cache Config Key Store Security Service Custom Service Accounts & Policies Management

Resource Permissions

Accounts
G EnRET % JAES =8z

Resource # jeus.* [Eljeus.server,»
O— N T rErT2YY—26RELET

Actions ¥ deplovapplication [E3boot.down
ResourcePermission 7 3 AmAx 2t 3 2 ZET 7P 24 s L ELREL 2 ¢

Role AdministratorsRole Administrator

jndiUser

¥ deployRole
IS — AT vE S E B0 NERELET

Classname

&3 jeus,security, resource, TimeConstrainedResourcePermission

[Default: jeus security resource ResourcePermission] java security Permissiont 8 L flavar > AR« EELET 2o
PFABNY—AN—Z2 vy aicERENET

Excluded
IOEELEEL mE YV —A~aT e aAnETENET

Unchecked

DAN—LyarfFre s 0T, BTLUV—ALTFIRATEEY

i
i
il
i
mp
|
wd

~HEEEER

2.6.2. XML¥RERICLDERE

policies. xmIMDXMLRF—< [Epolicies.xsd T, JEUS_HOME/lib/schemas/jeusT 4L Yt —RHIZHYE
ED

policies.xmllZ0fE LL_E D<policy>25 THEEIN . £2J [LERIR) S —(FERF 5T —AERLET,
[fl 2.10] E*2VFT1— L RAFLDOFE)—DEERE : <<policies.xml>>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<policies xmlns="http://www.tmaxsoft.com/xml/ns/jeus'>
<policy>
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<role-permissions>
<role-permission>
<principal>useril</principal>
<role>administrator</role>
</role-permission>
<role-permission>
<principal>useril</principal>
<role>teller</role>
<actions>9:00-17:00</actions>
<classname>
Jeus._security.resource.TimeConstrainedRolePermission
</classname>
</role-permission>
</role-permissions>
<resource-permissions>
<context-id>default</context-id>
<resource-permission>
<role>teller</role>
<resource>bankdb</resource>
<actions>select, update</actions>
</resource-permission>
<resource-permission>
<role>administrator</role>
<resource>jndi</resource>
<actions>modify, delete</actions>
</resource-permission>
<resource-permission>
<resource>jndi</resource>
<actions>lookup</actions>
<unchecked/>
</resource-permission>
<resource-permission>
<role>administrator</role>
<resource>jeus.*</resource>
<actions>*</actions>
</resource-permission>
</resource-permissions>
</policy>
</policies>

LTI, BEAVIZDOWLVTHOEHRBATY,
e <role-permissions> (0F71=1d1)

Principal-to-Role ¥ vyE T DIEHREFIRFELET ., FHIDHS ELTOELLLED<role-permission>%4'%
HoTW&EY,

<role-permission>2% [E LA TFD2Y TREINTWVET,
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29

FiEA

<principal> (Of& L1 L)

I TE<role-permission>&fF AL TS TUL L /NLDARITT

<role>(11&. WZEEIE)

O—ILDARIERLET

<actions>(EiREIH)

A—ILDT7 9 avzERLET

<classname>(EiREIH)

A—JL-/\—3yPar L TEH N Bjava.security.PermissionzE &L 1=
JavaP S RBTY ., CNEHEBRT H&. jeus.security.resource.Role
PermissionM 77+ )L TEHONET . AR AL -y aVERES &
VRETIHEIIOVNTIE, THREL A=y a v DRES L UREIF
SHBLTEZELY,

<excluded>(GEIRNEIE)

EDAYT (<xxxI>)TY, COATEHREITNIL, ZLHTHA—)L-/3—3vd3
UHHERRENE T, DFY . N—IYLar A RTAO0—ILIZHEETIER
TEEEA

<unchecked>(E{REIE)

ZORTTY, CORATEREITNIE, O—)L-/—3Sviav B Fvish
FEA DFY. N —ZV AV AR T HO0—LIZHILAT IR TEET

<resource-permissions>

(OfE LA L)

Role-to-Resource ¥ yEL T DIERIFLU T DRY THEEINTLET,

— <context-id> (EINE )

XFHTIAVTEXAMDEZRLEY . AV TXAMIFERF IR THONSIEETY , JEUSY AT L
MIEUSY—RIZHLTERT ST 74/ DT X ARDIE I default 1 T,

— <resource-permission> (0f& L1 L)

LUTOEE TERSNTVES,

29

e

<role> (Of@ LA L)

BE)Y—R =293V ERALTNWSA—IILDOEREITY

<resource>(11&. HBE
I8)

JY—ADBHTERLET

<actions>(EiRE1H)

VY—RIZHT BT I avERLET

<classname>(E&IREIE)

1)) —R-\—2yPav el TEH N Djava.security.PermissionzE L
1295 R%TY, ChEEBET HL. jeus.security.resource.Resource
Permission T 74 ILETEONET  hRAZL /=3Iyl av T ERE
FURETHHEICOVTIE, HREL - N—2yaV DEEES SVRE
#SRLTZEY,

<excluded>(:E#IREIE)

ZEDRTTY CDRTEREINIE BZHTE)Y—R-/—Zyavn
HBREhFES, 2FY. A= va A BRY ) Y—RICHLT IV EXT
EFEEA
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29 By

<unchecked>(EIREBIHE) (ZEZDFT TT . COATEHREITNIE. ZHTBH)Y—R-/\—3vyiaL%E
FrvILER A DFY. IN—Z9Par BRI )Y —RIZHLNTY
TRATEEY

BE . policies. xmllZIEUSH—/N\—1)Y—ZAD/{\—=v> 3 (INDI, IMS, X al)Tq—-H—/\—71E)
EFRETHEOIZEONET, —H.2EE7TVr—3 0 EI2EEED 2a— )L D/N—3y 3V D EICIE
FRINECBA,IEE7T)r—av EED a— LIS —3vi 3V RETHE0121F. £#EDDT74
WEFENET FMICOWTIE TEIE 7TV —2a  EEDa— DX T—REIZSELTE
=AW

HAARRL - IN—ZYayNDRESSIUERTE

IN—Iyiav(@—)L-8—3yday, T Y—R-/3—3yav)EpoliciesxmlZ7 A ILIZEBMNT %=1
2. \—3y a3V ERTIaVaV TRBERET DLENHYFET , ZD U X[java.security.Permission®
HERISREHIELE-BD T, B2 11+ Mjava.security.Permission23 -5 X 2 m L . FhZpolicies.xml
MD<classname>4J [ZFRET HET, HRB L IN—ZVaVZEEBERTHIENTEET,
LUTOERFEEHLTWA, HILWLWARZL -/ S—3yoarEERTHHEICDVTHBALET, #HLL
A—J)L-/8—2y2avD5EE . LTOLIE2DDERNE-ENDFTE, KEOO—LLSADOO—ILE
B RCEET,

o HADO—ILELAREDO—IILEE—DBRTEFEET,

o MEDMBEMNFTE DR OEE(FRIONOFESBETC)NICETIEENDH., thO—LEETRT S
ENTEEY,

f=eZIE. X T 7T r—2a0Tluser2 JEWLWSTUL S LA F RTINS 458 F TO M IS
MoOE = H T teller 1 OO—)LEFEDIDLSICT HEMNTEET,

ERAEIILUTDELSYTY,

1. DARRLIN—292aVDIFRERELET . VSRADEREMNTET 95L&, ljavacITav/1JLL., JEUS
Y—N—DIFRNRIZEZETEIVTRNREERELET,

UTIE, EROBEBRFEZE-THARIL/N—39230 - JFREREL-LDTY, G —FIEE
BLET .

[l 2.11] HhARRLIN—3y30 9T R : <<TimeConstrainedRolePermission.java>>

package jeus.security.resource;

import java.security.Permission;
import java.util.Calendar;
import java.util.StringTokenizer;
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Vi
* A time-constrained Role permission.
* <p>
* With this permission implementation you can express
* things such as "X can only be in the role Y between
* 09:00 AM to 05:00 PM™.
*/
public class TimeConstrainedRolePermission extends RolePermission {
private String timeConstraint = ""**;
private int startTime = Integer_MIN_VALUE;
private int endTime = Integer_MAX_ VALUE;

public TimeConstrainedRolePermission(String roleName) {
this(roleName, **");

public TimeConstrainedRolePermission(String roleName, String timeConstraint)

{
super(roleName) ;
iT (timeConstraint I= null) {
this.timeConstraint = timeConstraint;
parseTimeConstraint();
}
}

private void parseTimeConstraint() {

public boolean equals(Object anotherObject) {

public int hashCode() {

public String getActions() {
return timeConstraint;

public boolean implies(Permission anotherPermission) {
iT (this.timeConstraint.equals(C'*")) {
return super.implies(anotherPermission);

} else {
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Calendar cal = Calendar.getlnstance();

int curHour = cal .get(Calendar.HOUR_OF_DAY);

int curMinute = cal.get(Calendar.-MINUTE);

int now = curHour * 60 + curMinute;

iT (now >= this.startTime && now <= this.endTime) {
return super.implies(anotherPermission);

} else {

return false;

}

L%V XIdjeus.security.resource.RolePermissionZ# & LFE T, L T. jeus.security.
resource.RolePermissionl&java.security.PermissionZ#& L TWET, Ch(Fa—FOBFAMLES
HEHDEETT .

TimeConstrainedRolePermissionZ## & L Thdjava.security.PermissionZ /e § 5 EHAHETT S
EROV—RIZIF. 22DBAT DAV AN VE—HHYFET,

o —DHIE. (role name) LD /NFA—E2DHEZELFET

e ZDHIZ. (role name, time constraint)2f@ M /N5 A—4%Z{ELET,

java.security.Permission[ZE LT, —FB D /35 A—Z(EnamelEEkL ., —F B [&lactions I1Z &
BRLET , LD D/S—3viav DREHSRTIL, Tactions IINFGA—42EZIETH_EBDE1T
DAVARZVE—DERINEIELHYET

— lactions |/ 35 A—A(F/A—2v 3> DE R THY. 109:00-17:00 1 DEEZHFLET,

— InameJ&lEladministrator | E =& teller /D &5%HA—ILE TY,

Y—Z D& Nimplies(Permission anotherPermission) I AV YR T, VAT LDRKEEMN G250
=EMEMRAICHEINEINEFTvILIz%. TORMRAIZH N [Esuperimplies() AV Y REFEUTHL.
53 THITIENMalse 1FRLET , TR TDimplies) AV YRIET =T UEZRLET M., Zhik, L%
IN—ZyLav NS A—RELTESN=/A—IY aVZBERTHANEINERLET,

g%

1. implies()*Y vk &java.security.Permission$fiR 75 XD E#IZDUNTIL, JavaSE JavaDocXE%
SRLTZEL,

2. jeus.security.resource.RolePermission. jeus.security.resource.TimeConstrainedRolePermission.
jeus.security.resource.ResourcePermission D gFHIC DN TIL, & XHKEIJEUS JEUS  Security
JavaDocTjeus.security.resource/ \wrr—U %S HBL TS,
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2. policies. xmllZE&H/N\—3Ivia ZFERATHLIICEELET,

(Bl 2.12] AARZ L IN—2y2ay 95 R : <<policies.xmI>>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<policies xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<policy>
<role-permissions>
<role-permission>
<principal>user2</principal>
<role>administrator</role>
<actions>9:00-17:00</actions>
<classname>
jeus.security.resource.TimeConstrainedRolePermission
</classname>
</role-permission>
</role-permissions>
<resource-permissions>
<context-id>defaul t</context-id>
<resource-permission>
<role>administrator</role>
<resource>jeus.*</resource>
<actions>*</actions>
</resource-permission>
</resource-permissions>
</policy>

</policies>

luser21&LV5 1 —H —I[ETadministrator JA— L& FHIORF A D F E SR E TO BB RE DO 1HT 5
SNFET, ladministrator IO A—)LIE, TR TDHIEUSY)V—ZX(jeus®)I[ZHLTITRTOT I3 ()&
EITTEDEREHLET, L= o T, user2(EENFHEFREICBR- T, £IEUSYY—RIZHL, TRTD
HEREITETHENTEET,

FERDODRF—TIFI2EE7 T ) r—32 EED2—)LTIEUS DDI7AIVERET IELZDEFEA
. BIRETRLT=Principal-to-Role/\—3wi 3> (@SN . Role-to-Resource/ \—3 v a4 [F
FRICSERASINET , JEUS DDTHRAL - /IN—2v 3V FERTAAEICOVNTIL IE3E 77—
2aVEEVA—IIND XL T —EREIZSRLTIEZEL,
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2.6.3. FT—AN—-A&FHALU/-RE

T—ARN—REF>TRY—ZFHRETBIZIE. LT D&SIZdomain xmlTe¥a)T4—-FA(2-H—E
RERETIDHENHYET . 225 (Authentication) ERl#k, RS/ /N\— I R—Sv—ZEEMALRLE
&%, <datasource-id>D XY Z<dbdriver-config>2 45 ZBMLET , =1L —HREIIZIX. 5B IEUS
JDBCT—4HY—REF AT HILEHELET,

[l 2.13] F—=HNR—REFAL =R —DEE : <<domain.xml>>

<?xml version="1.0" encoding="UTF-8"?>

<domain xmlns="http://www.tmaxsoft.com/xml/ns/jeus'>

<security-manager>
<security-domains>
<security-domain>
<name>MY_DOMAIN</name>
<authorization>
<repository-service>
<database-repository>
<datasource-id>auth</datasource-id>
</database-repository>
</repository-service>
</authorization>

</security-domain>
</security-domains>
</security-manager>

</domain>
T—AN—RE[FE SRR M) —-H—E X (AuthenticationRepositoryService) & FI A 32, T—%
R—RIZFVERFBHIDBCRIA/\—& FTUEREHDURL, 1—H—& NRAT—FBNRBETY,

COBIBETIE, ASVIIZTOERTB=-HDEHEL T, /SAT—K[Zbaseb4d TI aA—REN=-XFEMNA
AShFT  BEOESIETILTA)VX L, LTI a—TFo 9 AN BEHEIN=/ARAT—KEFELEAT
2154 . accounts xmlD1—H—- /RRAT—KERIHD AKX TIEALET,

T—AR—RATEOLNET—TILIEUTDEIITHEBEENET,
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[ 2.28] KV —%RETRLDDT—EN—R - F=T VDOiEE

jeus_mla_princpal jeus_seqno
P | domaln VA RACHARLE) PI< | tablanams VaRCHARIZ0)
Pl | rolepermieelonid | VRRCH~R{Z0) Pl< | currentseqno VARCHAR(ZO)
FE | username VR ACHARA(ED)
jeus_resource_permissions
jeus_mole_permissions PE | domain VARCHAR(ZO)
Pl | domain VARCHARIZD) PE | contestid VARCHARISO)
Pl | rolepermissionid | VARCHAR(Z0) PE | resourcepemissionid | VARCHARIZO)
description VARCHARITO0) description WARCHAR(0D)
jeus_mole_permission jeus_resowrce_penmission
PE | rolepermissionid VARCHARIE0) PE | resourcepermissionid | VARCHAR(Z0)
PE | role VARCHAR(ZD) Pl | res VARCHARIZO)
actions VARCHAR(100) actions VARCHARO00)
classname VARCHARIT00) classname VARCHAROO0)
excluded VARCHARIS) gxcluded VARCHARIS)
unchecksd VARCHAR(S) unchecksd VARCHARIS)

jaus_resowurca mla

Pl dom ain “ARCHAR(30)
Pl ralepermisslonid W= RCH~RI(30)
=18 resouUrceparm sslonid s RCH~R(30)

FT—AR—R([ZT—TILNFEELEWS AL, JEUS _HOME/templates/security/dbrealm.sgl.template 77
ANEFESTT—AIRN—RITT—TLEERLET . FILKERSNFT—TILOERKR) D —(F,
[SYSTEM_DOMAIN A administrator J0—)LZ#5  leus.* D)V —RXHERZFHEF T, [administrator |
DA—LIZEFEN=TI LN LIK 1253, T—ERX—REFALHZREITHEALI=ESY., jeusTY,

2.7. . BIMEHBEDEE

AETE, T IRER) LN DBMEBERZHET HHEICOVTHALES .

2.7.1. JavaSE SecurityManager®%E

JEUSTJava SE SecurityManger&{#5&. 75vh 74— LDBRFEHE IR TETH, HEEKXIETLTLE
LWET, —f&(CJava SE SecurityMangerTl&, JEUSO#iILDa—F DAY, JEUSIZTFAASh T
BREET TV r—2av B LUPEDA—IIBTZEIEEINSGI—REHEINET, TD=H. HATEF2
TA4— 37— r—2FoTEFMELLTREEHYFER A X1 T— IRx—Jrv—FFH7iL
E—FAIEUSD T IAILE-E—RTT,

LTAH, Java SE SecurityMangerz > TR EFEHRZEHDIEIH . HRELYEBRIHZELHYET,

RERE VAT LEBENFTRELI—FEEATLESRNDHSJava EE7 T 7—2a FIEUSICT
TOAFIRENHIELET . COBZBEDLSIC, HEDETEZHZLTHLO—F-LRLOEF2)TF1—
EZBIELTRANERET I2RELASHNIL, Java SE SecurityMangerB{ES €% 7,
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Java SE SecurityManger&ZJEUSE—#EIZEIMESE 41=8 . LT D &S I1Zdomain.xmlIZHFE D H—/3\—IZ
*xtLTjvm-optionZE&ELET .

-Djava.security.manager
-Djava.security.policy=${JEUS_HOME}/domains/domainl/config/security/policy(UNIX%
%)

R —- 74 JLIXIEUS_HOME/domains/<domain name>/config/security/policyT#&HY . AEIXUT
DELBYTY,

[l 2.14] Java SE SecurityManager®i%5E : <<policy>>

grant codeBase "file:${jeus.home}/lib/system/*" {
permission java.security.AllPermission;

}:

grant {
permission java.net.SocketPermission "127.0.0.1:1024-"",
"'connect, accept, connect, listen, resolve";
permission java.security.SecurityPermission "runTrustedLogin', "read";
permission java.security.SecurityPermission "loginCodeSubject", "read";
permission java.security.SecurityPermission "putProviderProperty.*";
permission java.security.SecurityPermission "insertProvider.*";
permission javax.management.MBeanPermission '*', "*';

}:

Java SE SecurityManger($JEUSD ¥ ) 74— AT LEFELICHYTT , JEUSEF 2 T0— 2
AT LFA—F - LRIILOREQ—FEZREVEED/\—3v a3 DRE)TIEEL A—F—LR)LDRE
ATAULEzA——DREEL, ZO1—HF—D)Y—R - RX—Iva  REFEOHER)NETT,
—ERBOME—DE R IL, JEUSH Java SE SecurityMangerz{#@->Ta—KR-LAJLD/N—IyavEF Iy
DFBILETEEDHD Y —TLYMOEIBO—FNSIEUSERET BB EET T,

2.7.2. JIACC7OINM S —DBE

JEUSIZEIF3IACC 1.5MEFEFEICDONTIEK. TFE6E JACCTAONA S —DEHA I TELGRBALET ., FD
FMIZOLTIL, HEETFESBL TS0,

2.7.3. PAT T 1T1— 15D DIERDERE

FATUTAT4— 7 H—>3ar-H—E X(IdentityAssertionService)Z Y R—r B (d, SIBAE L2 —
HF—RDTvE LT IERI SN TLV Scert-user-map. xmlZ7 A L MBS ERFHRARET , CDT7AILIE
UTD/NRRIZEELET .
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JEUS_HOME/domains/<domai n nanme>/config/security/<security domai n name>/

<domain name>(&K A/ > DL HIT. <security domain name>(F1—H—MNET DX 1 )T1— FAS
DZAMTYT ,cert-user-map.xmIOXMLRF—TI[&cert-user-map.xsdT&®hY .
JEUS_HOME/lib/schemas/jeusD /SR IZFFELET

CODI7AIIZIFR LIS D<cert-user>M FlZ<user>H L U<cert>29 BHY . FDO TFHIIZOELLED
<cert-user># NEFENTLET . TNEFNIETLI—HF—DIAEDTVE LY IR ELBHIFERZRLE

TO

[l 2.15] PAF o/ T14T1— (1 5DO/-HDIEHDERE : <<cert-user-map.xml>>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<cert-user-map xmlns="http://www.tmaxsoft.com/xml/ns/jeus'>

<cert-user>

<username>userl</username>

<cert>

<subjectDN>userl1DN</subjectDN>

</cert>
</cert-user>
</cert-user-map>

FhEFhd<cert-user>25 &, LTDESILTREATEH->TLET,

e <username> (HEFIE)

APERIECTIEL T END1—F—DBRERLET . (Bl: 1—F—%&. 1—F—ID)

e <cert>

F<cert>AT [FUTDRIBTMET ZH>THEY ., A—H—ICH T HAHAEDIVE L T HEBEEEL
FT o CNIENSRAPRRNT - I7AIIVIZEENTEIBAZICH L, THORBMEENALI=—VRIDERIET S
CET TATUOTATA— &5 TELLIINC, A—F—REIVELTEINBEEZEELET .

29 B L

<alias>(E#RFEIH) F—ALTHDOERAEDIAITREERLET (XFF)
<subjectDN>GEIREIE) |F—ACTADIEBAEDH TPV DNEEELET (XLFF)
<SKI>(EIREIH) F—ARTHDIEAZEDSKIZFEZLET(XFF)
<issuer>(EiREIE) F—ZARTHDIEAZ D FKIT A(issuenZEEEZLET (LFF)
<serialNo>(EIREIE) |F—AMTADIEEHEDOV)T7ILEEEZEZLET(CLFT)
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2.7.4. PATF T 17 1—3 T 2P 2R IFHORTE

JEUStEF ) TA4— L RAT LT, SERAETRASN=T AT TAT4— 2—HF -1l £DI1—H—
DIEBAEEHRZ G TEHAPIZ IR T DUserCertMappingService& 124t L E 9, UserCertMappingService
EYR—bFT2LEE. - —FOHERAEIF7AILERBTE2HDOIVELTEHREED
user-cert-map. xmlZ7 AL AHRAAET . COTF7AILIELULTD/NRIZHFELET .

JEUS_HOME/domains/<dorai n nanme>/config/security/<security domai n name>/

<domain name>(&RK A/ > DL HIT. <security domain name>(x1—H—MNET S X1 )T1—FAS
Y DARITT , user-cert-map.xmlDXMLR F—< [Luser-cert-map.xsd T, JEUS_HOME/lib/schmas/jeus
DNRIZHFELET .

CDI7AIVIZIE, RLEHLZT D<user-cert-map>329 O T IZOE LI ED<user-cert>2T NEFENTULVE
T TNTNEF—RART - T7MI b1 —F—DIAEORFI L ELEHERERLET,

Bl 2.16] PAT U T1T1—IC T HIABIBEDHEE : <<user-cert-map.xml>>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<user-cert-map xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<user-cert>
<username>useril</username>
<alias>aliasl</alias>
<keypassword>changeit</keypassword>
<secretkey>
<keyname>testkeypass</keyname>
<keyalgorithm>AES</keyalgorithm>
<keyvalue>bjhTUjJIvSXRTOGIkVEd INHINM2N3Vn 1 jSDZXV0JkYz0=</keyvalue>
</secretkey>
</ user-cert>
</user-cert-map>

&<secretkey>27 &, U TDLSHETRETEH>TLET,

e <username>(HEAEI)
F—RAFT7HDEREIZHNT 21— —RBEERLET . [primary ) 74 T T4T4—THY ., BE—TH
ThIFBYFERAB: 21— —%& . 1—H—ID)

o <alias>(WAEIR)
F—ANTRDFERAEICH T HIA)TREEELES

o <keypassword>(EiREIH)

F—RETHDIIAZIZH T IHERENETH-HDF—/I\RXT—F(Keypassword)ZEZLFET
(#: changeit)
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o <secretkey>(RI{REIE)
MEREERELES,

&<secretkey>2J (&, UTDLIBTRATEHF>TLET,

829 5iteA
<keyname>(WAZEEIE) |WMEROAFETERLET <user-cert-map>29 O THLIZFFTET dkeyname
[EIEHE—TRITNIEEY FEH A(IFI)

<keyalgorithm>(478%E  |EBOF— - 7ILTYXLERLET (XFF)
I8)

<keyvalue>(4ZEFEIH) |WEHDIEZBasebsbXTRLET
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BIET7 =3V 1-MoFxa)5T1—

BE

AETIX,I2EE7 ) —3 0 EEIBED 2—)L  WebED A— L TEX Y T4—Z2 R/ ET B HEITDOL
TERBALEY .

3.1. BE

AETIE. 7IIr—23 0 EED 21— LD EF )T —REICHET H2ERMEARICONTEHRALE
ER

J2EE7 U —32 EIBEDaA—IL WebEDa— ILOEARWLGEEX 1T —BREHEZILUTDOES
YT,

1. 21— )L &Iz, Role-to-ResourcewwE VT EEEFELET,

2. 77 —ar T kI, Principal-to-Role®yE VI Z R ELET .

3.1.1. ¥Za-N-F70I {77 V-3 77040
JEUSIZHE BT TAMAVRAEIFKRECTRD2OMHYFET,
e EIBEVa—/L(jar77AIL). WebEZ 1—/L(ward7 ML) EFNEFNIDT DT IO(T B A%

o BHMDEIBE 2—/L, WebED 21—/, ARYA—-FEDa1—)L(rarn)#EARTEMEL TI2EE7 T4 —
Tav(eanéLTTIAAT HA4E

3.1.2. Role-to-Resource®?vEv%y

TEUTS&E EIBEDa—ILEIEWebED 2 —ILETTACT BHIIZ. EPa—ILIZRole-to-Resource
IVEV T ERETDIUENHYET , Role-to-Resource ¥ vE L4 (It 21 74—l #I(security constraint)
EHL\, REBMAO—ILICED2—ILDYY—REIVEVTLET,

e EIBEDa—/LIZHITH)Y—RIZEIBD AR EEBL . META-INF/ejb-jarxmlZERELET

o WebEDa—)LIZBITR)Y—RIFH—TLyrURLEZEKRL . WEB-INFiweb.xmIlZERELE T,
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LTFIE, EIBED2—ILIZERESNTL S X)) Tr—HIFIDNAET. META-INF/ejb-jar.xmIDEEEIZD

WTERBALET
[fll 3.1] EIBEZa—NICEREBENTL S EF2UF1—HlIH : <<ejb-jarxmI>>

<?xml version="1.0"?>

<ejb-jar xmlns="http://java.sun.com/xml/ns/j2ee"">
<display-name>product</display-name>
<enterprise-beans>

<entity>
1 <ejb-name>pr oduct </ejb-name>
1 <security-role-ref>

<role-name>cust </role-name>
<role-link>cust oner </role-link>
</security-role-ref>
</entity>
</enterprise-beans>
<assembly-descriptor>

1 <security-role>
<role-name>adni ni st r at or </role-name>
</security-role>
1 <security-role>
<role-name>cust oner </role-name>
</security-role>
1 <method-permission>
<role-name>adni ni st r at or </role-name>
<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getSecretKey</method-name>
<method-params>
<method-param>java. lang. Integer</method-param>
</method-params>
</method>
</method-permission>
1 <method-permission>
<unchecked/>
<method>
<ejb-name>product</ejb-name>
<method-name>doSomeAdmin</method-name>
<method-params>
<method-param>java. lang.String</method-param>
</method-params>
</method>
</method-permission>
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1 <method-permission>
<role-name>cust oner </role-name>
<method>

<ejb-name>product</ejb-name>
<method-name>testl</method-name>
</method>
</method-permission>

1 <exclude-list>

<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getCustomerProfile</method-name>
<method-params></method-params>

</method>

</exclude-list>
</assembly-descriptor>
</ejb-jar>

LERODDIFAINICEREEIN=EF 1) TA—HIHDODARIZILTDESYTT,
C_1lproductlEVNI T T4 TA—EIBIHYFET,

[1Role-to-Role ReferenceRwE VI MBEE SN TLVET , ERIZE S Shf=lcustomer]A—)LIE cust]
EWSO—)L-)TFLURTERTHIENTEFET, 2FY.EIBY—RAAD custl1&LNSZFTIDOO—
JUIE. EEIZIETcustomer |A—)LIZ® T BT EEEKRLET,

IR EMZO—LONadministrator INE S Sh TLVET,
IR EMGZO—)LDlcustomer [REE SN TUVET,

[ 1Role-to-Resource ¥ yEU T MEE SN TULVET , ladministrator | O— )L A E—FEIBA 22—
Jx—RMDgetSecreteKey AV YR EFUHEDLSIZHFRAILTVVET , COIVEVTIZLo T,
Fadministrator I8—)LIZE 57T /8L 12T higetSecreteKey AV R EIFUHEET,

[1doSomeAdminAYVyKAUnchecked CEE SN THY ., O—ILICEBRLGETEZ DAY YREILUH
%7,

[ 1lcustomer|A—JLIZBT BT /8)L1E, Tproduct IEIBMD Mtestl 1AV R EEUVHEET,

[_1getCustomerProfile A/ E MExcluded) AMIEFENTHY. EOO—)LELI DAY YFEREUE T
ENTEFEHA,

WebEDa—/LIZxLTH. EIBERIBRDFREMNBERINET , 1272, EIBTIEA—/LAEIBAVYREREY
HEZNESHDRBEIZLZIZDIZHL., WebED 2 —ILTIEA—ILAY—TLYMURLIZT I ERATESH
ESMDRBEREIZHEYET  WebEDa— LD X2 To—EREICDOVTIE. [3.3. WebEV2—)LDEFa
DT4—ERTEI1ZSRLTZELY,
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LiEETn-2o0nO—)LMladministrator | &M customer | IEERIBALGEE S T, REICT IO SN BIRE
EFEKRTIDITTEHBYEEA. ZDH . REMNLZO—IILZEFEOREOLI—F —P1—H—J)L—
TIZRIEL T T HEENDETY , COEE%Principal-to-RolewyE LT ENWNET, SEMICDLNTIE.
r3.1.3. Principal-to-Role ¥ vE >4 &SR L TS,

3.1.3. Principal-to-Role®vE %

BE . T7A4Y—(Deployen)ld. 2EEEDa— )L, FET7 TV r—LavICERINTLSA—ILEER
DEBEDLI—H—O1—H— S IL—FRvELTTREEZITVET, TV LEREBRAZO—IL
[ZRYEVTTBRIZIF, Ra—T R 7T)r—2a0 - LAIZESEZEITSEEL TS,

fzEZIE BV a—ILMLIEM2HY, ALEVWST T r—2avIZ&FEN TIVSELTz5., Principal-to-Role <
EVFIEMIEM2THEAEEINFT T, EBIS.A2EVWSBIDT7 TS —LavIiFALETRLICERD
Principal-to-RoleTyEL T EHEE T, ALEA2TRILAZFIOA— LA H>TH, E4HO—)LERBEIN.
EWZHEBINBILEHYFEE A,

UTOEIE, S5LERO—TICEET 2 EE R LD T,

[B 3.1] Principal-to-Role®vEV %

JZEE Application Al JZEE Application Ad
Module Module Module Modula
M1 M2 A M2

EORD&KSIZ, BLudT7T)r—av (AL, A2)IZR % SPrincipal-to-RolevvyEV I ZREFHL. FhTh
D7 FTVr—2avITE&FNTNBDED1—IL(ML, M2)[EFFDIYELTEHEBLET,

JEUSIZ# [+ B Principal-to-Role ¥ yEL T LU T D I7 A IVIZERESNET

e JEUS DD®Mjeus-ejb-dd.xmI(EJBEY 21—)L)
e jeus-web-dd.xml(WebEL1—/L)
e jeus-application-dd.xml(J2EE7 )4 —3>)

LI X, ejb-jarxmllZxt 9 %jeus-ejb-dd.xmID & EHI TY
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[l 3.2] Principal-to-Role®YE>¥ : <<jeus-ejb-dd.xml>>

<?xml version="'1.0"?>

<jeus-ejb-dd xmIns=“http://www.tmaxsoft.com/xml/ns/jeus’ >
<module-info>
1 <role-permission>
<principal>user 1</principal>
<role>admi ni strat or</role>
<classname>mypackage -MyRolePermission</classname>
</role-permission>
1 <role-permission>
<principal>user2</principal>
<role>cust oner </role>
</role-permission>
1 <role-permission>
<role>rol eA</role>
</excluded>
</role-permission>
1 <role-permission>
<role>rol eB</role>
</unchecked>
</role-permission>
1 <unspecified-method-permission>
<role>admi ni st rat or</role>
</unspecified-method-permission>
</module-info>
<beanlist>

</beanlist>
</jeus-ejb-dd>

FEROBIFUTOLS X 1) TF—IEHRESATLET,

luserl1&LVST) o)L (A—HF—)IZTadministrator JA— )LEEF A §HA—)L - /A—3yaU e
EShTWEY, D%Y. Tuserl]lEladministrator IB—JILDT R THDIERZIFOZEIZHYET,

LOHITRBESIZ hARAL-O—)L-/3—2 v 3> (Cusotom Role Permission)(<classname>%
JTERELET . DRAL-O—)L- /=39 3V OFMICDONTIE, 28 ¥ a)T1— VAT A
DERE 1ZSRLTIZELY,

Cluser21&WVS3T o 8)L(a—H—)Clcustomer |A— L& 5§ 50— )L /\—3yPaVUNEES

NTWET, DFEY. Tuser2]lElcustomer | A— LA DT RTHDIERFZE D LITHYET,
<classname>2J MBESNTLVEND T, TIAHLEOO—)L-/R—3var R ESNET,

ClroleA1EWVSA—LIETRTO T2 RIS HEREIN TLVET (excluded), TDT=H. EDTY
LElroleAlIZEENFEE AL
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C1lroleB1EWSO—)LIFHERF 5L AT LTFzyvIEIhEH A(unchecked), ZDT=H . TRXTHTY
oonLIEBHTloleBlIZEENET,

[ 1<unspecified-method-permission>I&lunspecified IEJBAYV YR EEARMIZES/RINEROET
lunspecified JEJBAYV YR IZ, ejb-jar.xmlIT<method-permission>%4 TE REN TLVELAYYREE
BRLET,

<unspecified-method-permission>(&3 DDA E TUETEE T, A—LIZTVEL T T HMHITIE
Fadministrator |A—JLIZRYE LS SN TLVB). Texcluded I TSN GEEL T VA TERLY).,
funchecked I CIRWET EETHET IR TES), T 74 I/LMEIXunchecked I T,

&%

WebEY 21—/l (jeus-web-dd.xml) D% 5E IL . <unspecified-method-permission>MN & EMELNZ X
(H1E. EIBED2—ILDRELFELTT,

3.1.4. 1—Y—RE

A—H—BEDHEIFKEL2O2HYET,

o 7)) r—avTHEATARAVBERDA—H—REEFATEIAEELT. UTOI7AILIZEREL
F9, (25 X1 )TF4— P RTLODA—HF—FEHRDHREIZSE)

JEUS_HOME/domains/<donai n nanme>/config/security/<security donain
name>/accounts.xml

e EIBE a—/L(jard7A L), WebEPa—/L(warZ7AI)L). J2EE7 T —i 3 (ear)D1—H—F
EAXELT, WEB-INF(WebEY 21— )L)FE = [EMETA-INF(EIJBEY 2 —ILELUVEAR)T4LIR)—H
Maccounts.xmlzZsZELET,

]

BEAEICEARE, A—F—IBHRORA—TET7TIVr—2ar DX )T4— KA -LRIIZHE
UET, 2FY. 120X a)TF1— KA VADI—HF—(E. BLEXa)TFa1— FA(VEZFERTHT
RTOTF7TVr—avTHhEFEEINET,

3.2. EJBEY 21— MO tF*1)51—%E

AETIE.EBEDA—ILTEXF)TA—ERETHHEICOVNTEHRALET  RETHY LIFALCSID
X ATA—REIZDONTIL, [JEUS EIBAARIZSRBL TS,

EIBED2—ILDtEFX21)TA—EBEIXZREQLDODDAETHERINET,
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B

e ejb-jarxmIMDExE

e jeus-ejb-dd.xmIDE&E

3.2.1. ejb-jar.xmIDERE

ejb-jarxmlZZU T DL EF ) T —BERERTETHENTEET,

e Role-to-role referencevvE>%

o tXal)T4— T AT T4T4—(sSecurity identity) D& E
o MEMZO—ILDES

o EIBAYVYRD/RA—3viavikE

LTOBIE, LROEX )T —REEREZSTejb-jarxmITY,
[l 3.3] E*aVTF1—DEE : <<ejb-jar.xml>>

<?xml version="1.0"?>
<ejb-jar xmlns="http://java.sun.com/xml/ns/j2ee">
<display-name>product</display-name>
<enterprise-beans>
<entity>
<ejb-name>pr oduct </ejb-name>

<security-role-ref>
<role-name>cust </role-name>
<role-link>cust oner </role-link>
</security-role-ref>
<security-identity>
<run-as>
<role-name>adni ni st r at or </role-name>
</run-as>
</security-identity>
</entity>
</enterprise-beans>
<assembly-descriptor>

<security-role>
<role-name>adni ni str at or </role-name>

</security-role>

<security-role>

<role-name>cust oner </role-name>

BIE 77V r—2avkEV1- Vo eF1)T1—RE
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</security-role>
<method-permission>
<role-name>adni ni str at or </role-name>
<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getSecretKey</method-name>
<method-params>
<method-param>java. lang. Integer</method-param>
</method-params>
</method>
</method-permission>
<method-permission>
<unchecked/>
<method>
<ejb-name>product</ejb-name>
<method-name>doSomeAdmin</method-name>
<method-params>
<method-param>java. lang.String</method-param>
</method-params>
</method>
</method-permission>
<method-permission>
<role-name>cust oner </role-name>
<method>
<ejb-name>product</ejb-name>
<method-name>testl</method-name>
</method>
</method-permission>
<exclude-list>
<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getCustomerProfile</method-name>
<method-params></method-params>
</method>
</exclude-list>
</assembly-descriptor>
</ejb-jar>

LTI, ejb-jarxmIZRETES X1 T—ERIZDVVTHDERATT,
e Role-to-role reference?vyE%5

Role-to-role reference¥vyE >4 1L, <security-role-ref>24 CEELET . HEMZO—ILIZHNT S
SR IFLVR)EHRELET . EIBY—ATEEBEOO—ILORDOYICA—)L-)ITFLURZEFESIL
[CEYFES,
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AR I, <security-role-ref>24 N CERT 545 TF,

29 H L

<role-name> EEOO—)LIZHT SV IT7LU AR TY  EIBA—FTIEEROO—ILD R
DRDOYIZYITFPLORBEFENET

<role-link> security-role24 TEELI-EEOO—/ILEZTY, B—)L-JT7LURIEE—)L-
Y9 (role-link) A3 A—)LICTYE T ENFET

tXa)F1—-TLTF o T1T1—DEE

EV2—ILAICHDREIBIK, BDEIBEZE—FTHRUHITERIC. BAD XU TA—-FATUT4
TA—%EELET  EIBOEF ) T1— - 7A T T14T14—I&. <ejb-jar><enterprise-beans> <type>
<security-identity>2% CRELET

UTDEIBTRETERF>TVETS,

29 L)

<use-caller-identity> | L2 T 7439 TY, CORT &R ET HE EIBEFUHTIRIC, FFUHLEIB
DX )T — FTATUOTAT4—ELTEDNET

<run-as> EIBMIEUH I FRIC, <role-name>ITEESNTLNSA—ILIZERETEHT)UY
NIWVEEXA)TA—TAToT14T4—ELTHERLET, jeus-ejb-dd.xml(Z
<run-as-identity>2%7 BN IL, COHREFE|ASNFET

REMEO-VOES

<assembly-descriptior>®D T 4445 THhS<security-role>24 £, EIBED 12— /)LIZE ARSI S HE
MEO—LEEET 527 TY . ejb-jarxmliCEB RSN TVNDTRTOO—ILEE. COR2THICEES
NTLWLRBENHYET,

EIBXAJYRDIN—Zv2a R E

<assembly-descriptor>® T 124 TéhbH<method-permission>%4 (L, EIBAYYRIZEFal)T4—
FIRERET S8 TY,

UTFOTATEHEELET .

— <role-name> (EIREIE)
<security-role>2J [CEE SN TWSREBMEO—ILE T, FICERINIZAVYYRIZT IR TEE
E

— <unchecked> (EiREIE)

EEHLBWIVT T80T, COPTERET DL, FICERSNFAVIRTERFIvIENFE
HA DFEY. A—ILICERBEHETEAY YR I ERATEET,
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— <method> (1{E L L)

<role-name>%% F1=I&<unchecked>%2F NBEHINZ AV YR T, THAT ZFUTDESYTY,

29

59

<ejb-name>

AIYREEATNBEIBOLRITY

<method-intf>

AYYREEATWBEIBD A EA—T1—RAATTY, EM$ 5L, O0—AH)L-
AB—D1—RE)E— b AUBA—TI—ADOWMAZRLET

<method-name>

EJBOAYYRETY

<method-params>

(ERFIE)

Of& KL E D <method-param>245 ZHDZEMTEET,

<method-param>2%4'[&, EIBAYYRDE/INTA—R%ERLET , T HNERS
Ni=1BE&. AVIREHE—THNIE, NSA—Z(CEFEERL/A—3viay
DNEAINET , EIBTIE. NIA—RIFELY, AYIFEIER—DEHD A
YYRDBEETEE T, TNODAVYRIZZDAY YR /8S—3viarNEELT
BRAINET,

<method-param>27 fE(&/ v r— £ E BT LG Iaval TR A IS D,
F1z(&intdD &5%JavaF) ST 47 (Primitive) 34 T2l ET

<method-param>%I> 7127 (2’ E T S &(<method-params/>). B4
THAFRELGWNEEEKRLET

— <exclude-list> (11&)

f=121DM<exclude-list>ZF3EE TEFE T, HERIN S (Excluded)EIBAYYREEELE T, DFY. i
L7V ERTERVAYYRTY, TAT ELTEHD<method>2 T EHDIENTEET,

2%

Bz DLV TDERBAIE. 3.1.2. Role-to-Resource¥vyE LS 1ZSBL TSN, B4 DFEMIZ DT
I%. EIBit1%ESBL TS, £IEUSTEIBEZT /O3 55 %IZ20L0 TlE., [JEUS EIBAAK]

ESRLTZELY,

3.2.2. jeus-ejb-dd.xmIDERTE

jeus-ejb-dd.xmlZIZLL F D&KL EF 1) T4 —EHREZREIT HENTEET,

o tXaT—HERTE

e ejbjarxmllZBEESN TOAVEIBAYYRDBRE
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e Run-as IdentityZE AT HEIBTI L /LD TE

EJBTRole-to-Method < vE L J [&IEEA Eejb-jarxmlIZERESNTLET A, ejb-jarxmllZERE SN TL
TELAY YR A EEFEDPrincipal-to-Role < vE > F IEEIB . jar7 74 LDOMETA-INFT AL M) —IZFHET

bjeus-ejb-dd xmIZ7 AL THRELET,
LUTOHIE, LROEF1T—BREDNDERFELjeus-ejb-dd.xmITT,
[l 3.4] EF¥21)F1—DERE : <<jeus-ejb-dd.xml>>

<?xml version="1.0"?>
<jeus-ejb-dd xmlns=“http://www.tmaxsoft.com/xml/ns/jeus’ >
<module-info>
<role-permission>
<principal>user 1</principal>
<role>adni ni strat or </role>
<classname>mypackage .MyRolePermission</classname>
</role-permission>
<role-permission>
<principal>user 2</principal>
<role>cust oner </role>
</role-permission>
<role-permission>
<role>rol eA</role>
</excluded>
</role-permission>
<role-permission>
<role>rol eB</role>
</unchecked>
</role-permission>
<unspecified-method-permission>
<role>adni ni strat or</role>
</unspecified-method-permission>
</module-info>
<beanlist>
<jeus-bean>

<run-as-identity>
<principal-name>user 1</principal-name>
</run-as-identity>
</jeus-bean>

</beanlist>
</jeus-ejb-dd>

jeus-ejb-dd. xmIIZIEFUA T D LS EF 1 TA—ERERETEET .

o E¥1)F1—BERE

BIE 77V r—2avkEV1- Vo eF1)T1—RE
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jeus-ejb-dd.xmITEFal)F+—EERTEIL. (EEA E<jeus-ejb-dd>2Y D T IZ&HSH<module-info>4%

TRIZRESNET .

— <role-permission> (0@ Ll L)

LI &, <role-permission>MD FHA2J 2DV TDERBETY . £44 1&0—)L(principal-to-role<vE >

NEEELTLET,

29 B L

<principal>(0fL L) |B—LIZIYELTEINDET)U L INLDARITY

<role> (WZ7EEIH) 1DDHEFREINFE T, WAEE THY . EEOHREMLO—ILETT,
A—JL-/8—3yiarERET BJavaV T ANAV ARSI IE—IZ1EZEB D
INTGA—RELTESINET, A—/LAlLejbjarxmlCEESNhz0—)L 4
E—HTOIVENHYET

<actions>(GEIRFBIB) |O—/L-/N\—Iv 3 DM MERERBELET . COFTERTETDHE. T
723 T—RIEA— )L IN—2va ERET HIavaV T AN2EE D/
SA—RELTESNET

<classname> (EREBIF) | A—)L-/A\—2yS 3 ERETLHITRAT. N\vr—VEEEUTLLEAH

TRETHIVLENHYFET, 2D FX(Fjava.security.Permission S5 R
DY THSRAT, 1EBIDDNTA—R(A—ILR)EZIET 5. publica
VARSR—EFHLET,

ERE T B &, jeus.security.resource.RolePermissionhMEhHhnE 3

<excluded> ((EIREIE)

IVTTA4 BT TT . CDFTERETDHE BHO—IILIETHRESN T
(excluded)EDELTHRONFT EEEA—IL-/A—2y a3V TERLIZA—
WIZTOERTEEHA),

<principal>, <unchecked>4% KYBEIELAEZHTY

<unchecked> (E{REIE)

IVTT4 BT, CORTERET DL AA—ILITHEREFVIL
%L (unchecked)E D ELTHRONET FELAA—)L-/A\—2Y 3V TE
EL=0—LIZ70EATEET),

<principal>424 &YEBEIEML A ENTT

o ejb-jarxmliZEEBEN TULELEIBAYYRDRE

ejb-jar. xmICBEEINTVWHEWEIBAYYRZHZELEFIT . <module-info>®

==

<unspecified-method-permission>24 RIZE&ZINFT,

BEARELTRAT FUTOESYTT,
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29 B
<role>(E#{RFEIR) CORTERETHE BESNTLEVWTRTOAYYREZOO—)LIZTYE
VIENEY

<excluded>(EIREIR) |CDETERETHE. RESATVEVNT RTOAY YR FEREN 1=
(excluded)b D ELTHRONFT T GELT I ERATEEEA),

ﬁll

<role>*{><unchecked>%%4 LY ELIBLI A ELNTT,

<unchecked>(ERE |[CORTERTET DL EESNTWVENTRTOAYYRIFHEREFTYILE
1) Ly (unchecked)bDELTHRODNETGEELL TV ERTEED),

<role>#2J KYBEIELINENTT

e Run-as Identity2 AT SEIBTV/ I INIVDEE

Run-as IdentityZ{E A9 HEIBOT) /LD EREIZIE. <jeus-bean> <run-as-identity>
<principal-name>245 RIZEZont=FU LR EHLNET, TU2 8L IEejb-jar.xmlD
<security-identity> <run-as> <role-name>24 NI E SN TNSO—LIZEENTLEILELHYE

ERS
8%
1. BIOEMIZDULNTIE, [3.1.2. Role-to-Resource T vE VS 1S BL TS,

2. BT DEHMIFHRIZDOULNTIL. [JEUS EIBHAKRIZSBLTIEELY,

3.3. Web®Za-IOtF1)F1—KE
AETIE, WebED 12— )L(H—TLyh-ED 21— ) TEX 2 TA—2RETIHEICOVWTHBALET .
WebED2—ILDEFX1T4—EREIL. XKEL2DDHETERINET,

o web.xmlDE%E : Role-to-Web Resource~¥vE 45 DR TE

B B}

e jeus-web-dd.xmIDE&FE : Principal-to-Role ¥ vyE S DR E

3.3.1. web.xmINDBE

web.xmllZWeb7 —Hh 4T (WART7AIL)D AL DDI7AILTT , BENDI2EE DDI7A LT, WART7
A ILOWEB-INFF4L IR —RAIZEELET,

web xmllZIEZUTDEIGEF 1) T —BERERETHENTEFT,




e Run-as Identity

WebEL1—ILAIZHE Y —T LYk, EIBEJE—FTCREUBTEIZ. BHDEXa)Ta— TATY
TATA—%=EEBLET,

=1 —]

Y—TLybDEF 1) T4—TAToT4T14—IE<web-app><servlet><run-as>%4J NIZFHREI.
UTD&SIBETRATEELET,

ﬁll

29 B3

<role-name>(GEREIE) | H—ITLvrEETTHA—IL T, EETHE BUELAIO X2 T4—-
FATUOTAT4—DMEOIET

e Role-to-role reference®vyE %

Role-to-role reference¥ vt > % [d<security-role-ref>424 THREL., O—IL-YI7LU REZERIZH
BMAO—ILIZIYEL Y LET . B—I/IL-YIT7LURIE —TLyb-a—RFTA—LERT LE(ZED
nEJ,

web.xmlIT<security-role-ref>4% [f<servlet>2 7 NI ESN . U T D LIGTR2TEHFLFET,

29 B L]

<role-name> HY—JLyk-a—FIZfEbhbHA—ILETYT

<role-link> <security-role>44 TE&EL-ERDO—)L £ T, <role-name>[ZFRESN
TWBHO—L-YI7L REEBDOA—ILIZRYEVTLET

o H—=TLYMURLADFT 7 RFFT (Security constraints, £¥+a)71—Hl#))

H—TLYRURLADT I EREFIRT 5 HEIT. <web-app>%% D FIZ&HS<security-constraint>%
SEELET, <security-constraint>IE L T D LSBT ATEHLET,

— <web-resource-collection> (1{&LL L)

TORRFIBRMNEESNTLNDSWeb) YV —RAD—ETY,

ﬁll

v 27 BA
<web-resource-name> |Web!)Y—XD LRI TS

<url-patterns>(0fE LA L) |Web!)Y—RZERTURLEAVTF AL IL—rDH® /AR TIEE) D/ 58—
UTY,

LUTFIE. URL/SB—2DHITT
— /mywebapp/* : mywebappMEFENTLVST X THURL
— /something : IEFEZURL

— *jsp : ISPTERHDZITRTD)Y—R
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29 By
<http-method>(0fE LLE) [Web)V—RIZEHASNSHTTPAY YR TY

- GET

— POST

~ PUT

— <auth-constraint> (ZREHE)

<security-constraint>24 RIZE &SN Web )Y —XICF7 VA TELHA—ILEHRELFET, T2
JIZIZ0E L ED<role-name>R T E /R ETEFET . TNTNDRZT XTI AMNFAISN-O—L%F
~LET,

A—ILBZERELTIC. TV TT+1-42% (<auth-constraint/>) TRET HI5E (. HEZ LT HWeb!)
Y—RIZTVEATEELE B A (ChiEWeb )Y —ZAD HEBRES N B (excluded)2&ERILTT )

<auth-constraint>%4 MNELICHBIN TLVHIHE X, Web )Y —ZXMF oy I ENAL(unchecked)
CEEEBRL., O—/LICBERAGES D Web )Y —RIZT VLA TEET,
— <user-data-constraint> (Zi{REH)

Web!)Y—XRIZHEILEIN DRI avIIx L TiaE R (transport guarantee)zd AMNEINEEE
557 TY,

Tr245 &L T<transport-guarantee>345 &% . Web )Y —XADARI L3V ERITTHLRNILE
~LET,

REE B L]

NONE ARYAVERIELFEEA

INTEGRAL Ayt—TDEEH(DOFY. ERESNAVE—DFERIN TGN
CFINTHAIE)ERIT D7V a0 THAHEEEKRLET

CONFIDENTIAL A= BNV F T INDEDEHLT H-HICESEIN T ESI
BILEEWKRLET

o MEMEO-IVDES

<security-constraint>24 MO FIZI&. FEMLZO—)LE RS <security-role>2J R ETEFET . K45
(9 TICDDIZERR SN REBIEA—IILZEZEE T H<role-name>2J #HEFET,

LLFIE. webxmlDtEF1)T4—EEDH T,
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[l 3.5] WebEZ 1= DEF21)T1—DERTE : <<web.xml>>

<?xml version="1.0"?>
<web-app xmlns="http://java.sun.com/xml/ns/j2ee">
<servlet>
<servlet-name>Hel loWorld</servlet-name>

L1 <run-as>
<role-name>Rl</role-name>
</run-as>
1 <security-role-ref>
<role-name>adni nRef </role-name>
<role-link>Rl</role-link>
</security-role-ref>

</servlet>
[1 <security-constraint>
<web-resource-collection>
<web-resource-name>A</web-resource-name>
<url-pattern>/a/*</url-pattern>
<url-pattern>/b/*</url-pattern>
<url-pattern>/a</url-pattern>
<url-pattern>/b</url-pattern>
<http-method>DELETE</http-method>
<http-method>PUT</http-method>
</web-resource-collection>
<web-resource-collection>
<web-resource-name>B</web-resource-name>
<url-pattern>*_asp</url-pattern>
</web-resource-collection>
<auth-constraint/>
</security-constraint>
[1 <security-constraint>
<web-resource-collection>
<web-resource-name>C</web-resource-name>
<url-pattern>/a/*</url-pattern>
<url-pattern>/b/*</url-pattern>
<http-method>GET</http-method>
</web-resource-collection>
<web-resource-collection>
<web-resource-name>D</web-resource-name>
<url-pattern>/b/*</url-pattern>
<http-method>POST</http-method>
</web-resource-collection>

92

JEUS ¥ a1)5F 11K



<auth-constraint>
<role-name>Rl1</role-name>
</auth-constraint>
<user-data-constraint>
<transport-guarantee>
CONFIDENTIAL
</transport-guarantee>
</user-data-constraint>
</security-constraint>

[1 <security-role>
<role-name>Rl1</role-name>
</security-role>
<security-role>
<role-name>R2</role-name>
</security-role>
<security-role>
<role-name>R3</role-name>
</security-role>
</web-app>

EROFIFUTOLSHtF 1T —ERERATOES,

[ 1Run-as-ldentity’A—)LIRLIICEE SN TS EWNSZEIE, H—TLvbDEF2YT4— TATY
TATA—MIRLIZBT BTV INILTHAENSEKRTT , EED T2 /8)LIXIEUS DDI7A
ILTEREINET,

[1<security-role-ref>24 [3EEOO— /)L THARL1ZO—/L-)T7Lo XD TadminRef [ yE LY
LTWET, EBOHY—TLyh-Y—RARNTIE. O—)ILOEHLYIO—)L-)T7L 2 XD TadminRef ]
EENET,

CIIBB DX T4—HIFDEREIL. [Val. /by, a1, T JOURL/NZ—2&FHH AL, HTTP
AJYREMDELETE, PUTOURLE*asp I THHDURLICIZEHEEL 7V A TELGWIEEZEKRLET,

C 12/ BOtEX1)F—#HHDOFREL. Tarx]., Tb*JOURL/AZ— % DGETARXDURLE. T/b/*]
NEA—2FEDPOSTARXDURLIZIE, TRLIO—JIVIZEFENF=TID L INILDH T IR TEDZ LA
EBRLFET . FLT. %L THaRUaIECONFIDENTIALEZRIILET .

L 1'R11.TR2). TR3IDIDDHEMLGEO—IILEEELTLET,

Web')Y—Z(URL/SZ—2+HTTPAYwR) Alweb. xmlZB& SR ESN TLREWNME S, ZDYY—RIEO—/L
[CEIRIACKHETET IV EATEE T, ThiL, I2EETWeb 7 T —2avADTIEADT I+ ILMETTY,

8%

web xmllZEREINDETRTOEYT DFEMIZDONTIX, H—TLybDEHESBLTESL, =,
JEUSTH—TJLyrETITOALTBHIEICDNTHDEMIFERIE. [JEUSWebIT OV HARIZSHELT
L&y,
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3.3.2. jeus-web-dd.xmIDRE
WebEZ 1—/)LDIEUS DDI74 )L Th Bjeus-web-dd. xmITeF¥a) F—ZREIT I HEEBNALET,
e Principal-to-Role?YE I DEH

jeus-web-dd.xmITPrincipal-to-Role¥vE >4 & E &9 5IZI&. <jeus-web-dd><role-mapping>%4
EERALET,

LUF I, <role-mapping>24y O T2 TY .
— <role-permission> (Of& LL_L)

AO—)LIZ® 9 %/8—3 v 3 (—#&IZPrincipal-to-Role®vyE VN E LU T D TR AT ZHRELET,

29 iiEA
<principal> (OfALL L) |A—ILIZRYELTESNEZTIU L /RILDARITY
<role>(1{&. W7AEIA) |WEMLGTO—ILETY,

A—LAFEO—)L- /=2y 3 FRET HavaV T ADIAV AN I3 —
[C1BB DINFGA—RELTESNET, O—IL A EwebxmllZ5E X b5Nh =
MEMEO—IILRER—ITHRELET

<actions>(EIREIE) A—)L- /=Sy aV [T MERERELET . COATEHRET HE. O—
IWN—3292a FRETHIavaVTRADIAV ANV EZ—D2HFEB D/NT
A—RELTESNET

<classname>(RIRFEIF) |O—/)L-/\—3IviavERE T BJavaVS AL TY,

ZMYZRIjava.security.PermissionDREHSRATHY , DikEH1D
D /3TA—4(String rolename)&Z{E9 5. ST Hpublic®IVRRFY
A—ERBET,

EH&9I BE. T 74U Tjeus.security.resource.RolePermission75 X HY
fEbnhExEd

<excluded>GERFBIE) |ToTT4-4UTT, OV EHRTET HE. O—/LIEHERSN = (excluded)
LEDELTHRDONET, DFY. EDTYo o LIZH HZO—ILERET
=FEHA

<principal>. <unchecked>%% &Y B EIELI A E LT

<unchecked>(EIRBIB) | TV T T4 25 TT, DT EHRETHE. O—ILITHERZEFTvILAL
(unchecked)EDELTH/RDONFET , DFEY ., IXTOTY2 /N )LICA—
LVEFETEET,

<principal>324J KYB LB NS TT
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o Y—=7LyPIT<run-as-principal>%&E

H—J Lk T<run-as-principal>% % E 3 %IZ(%. <servlet>%#4%#E E L. <run-as><principal-name>
25 %BMMLET , <principal-name>44 &L, web.xmldD<run-as><role-name>IZEE s f=-A—/LIZ
BTE5TI VL THIBLELHYET,

b 3

B, webxmllZER RSN TULVEWS —TLYRURLEESIRSI M EEET 544 Hjeus-web-dd.xmllZ
BELEFEA. Y—TJLYrDUEBTREEEZESNTOVEVWT RTOURLEZEICHEREZFyILEN
(Unchecked)t D ELTI/RLVET , DFEY. LN T IR TEET,

LUIF X, jeus-web-dd.xmID ¥ T4—REDHITT,

[l 3.6] WebEZ2—=IDEF1VFT1—DFEE : <<jeus-web-dd.xml>>

<?xml version="1.0"?>

<jeus-web-dd xmlns=“http://www.tmaxsoft.com/xml/ns/jeus’ >
<context-path>/tutorial</context-path>
<docbase>Tutorial</docbase>

<role-mapping>
1 <role-permission>
<principal>userl</principal>
<principal>user2</principal>
<principal>customerGroup</principal>
<role>R1</role>
</role-permission>
1 <role-permission>
<role>R2</role>
</excluded>
</role-permission>
1 <role-permission>
<role>R3</role>
</unchecked>
</role-permission>
1 <role-permission>
<principal>tellerGroup</principal>
<role>R4</role>
<actions>09:00-17:00</actions>
<classname>
Jeus.security.resource.TimeConstrainedRolePermission
</classname>
</role-permission>
</role-mapping>
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[1 <servlet>
<servlet-name>HelloWorld</servlet-name>
<run-as-identity>
<principal-name>userl</principal-name>
</run-as-identity>

</servlet>
</jeus-web-dd>

EROBIFUT OIS G EF 1) TA—EHBEZATVET,

[1Tuserl]. lTuser2]. l'customerGroup )/ )LIETR1IA—JLIZBLET,
C_1TR2]A—)LIEHERR(Excluded) SN TWVEY , DFY, #LIR2IO—LEMFESNETENTEE R A,
CITR3IA—/LIEFyILFEH A(Unchecked), DFY. #THIRIIA—/ILEFEINEIENTEET,

[ 1tellerGroup 7L /LIS F RTINS F £S5 E T, A—ILIR4IZF EShET,
jeus.security.resource. TimeConstrainedRolePermission7 5 X Dimplies() AV vK TREINFET,

[ 1run-as-principal&ELTluserl1hMEHNTWVET , DFY ., —T Ly TEIBEHFUH IR, Tuserl |
PEFa)TA—TAToTAT4—ELTESNET, TIOC VY —(LTuserlihweb.xmllZE RSN
=IRLIB—ILICET AN ESNELTHRET ILENHYET .

— Eu
3.4. REEF 7V r—avntda1)7T1+—BE
AETIX, I2EE7 TV —L 3 (EARTZAIL)DEF 1) T4—%2 R ETSHHEICDOVNTHRBALET,
ERMGHREFEIUTOELSYTT,
e application.xmIDELE : WEMLZO—ILEZEE
e jeus-application-dd. xmIDE&TE : TTAAF B F 1) T1— K AL EPrincipal-to-Role v vE I %5%

=

X

3.4.1. application.xmIDEEE

J2EE7 U —avid., earlhif FE#E DT —HAT - T7MILTT,EAR7—HA4T L. EIBE S a—)L,
WebESa— )L aR93—FDa2— )L FLTEDP2—ILTSRBLTWAISATEREATLET,

META-INFT L% k) —IZapplication. xmIERE 77 ILEEH . 7TV r—a @K S8 2 1 1ER
TIRELET,

AHTIE, application.xmlD ¥ T4—EEHHZIY LIFTERBALET,
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E AR Zapplication.xmI TEx ) T—IZEET S8R5 (E. FHBHGZO—ILERET HMALAHYFEE
Ao O—ILDEE (X EARTFFZAILAHIZHEZTRTHEIBES 12— ILEWebED a—)LICHBLTERASH .,
TIVr—23 DA —TEHLET,

Bl 3.7]1 I2EEZ 7Vr—arntF21) 71— RE : <<application.xml>>

<?xml version="1.0" encoding="UTF-8"?>
<application version="1.4" . . .>
<description>Application description</description>
<display-name>myApp</display-name>
<module>
<web>
<web-uri>myWebApp.war</web-uri>
<context-root>myWebApp</context-root>
</web>
</module>
<module>
<ejb>myEjbApp.jar</ejb>
</module>
[1 <security-role>
<role-name>Administrator</role-name>
</security-role>
[1 <security-role>
<role-name>Customer</role-name>
</security-role>
</application>

EFEEDOHITIETAdministrator &I Customer /D22 D A— LB S SN TLVET,

22MA—)LIX, Role-to-ResourceMIVE VT EEET H1=8HIZ, EIBEY 1—)LEWebED 2—)LDDD
TJ7AILTEDLNET  EIBES 12— ILEWebED 12— )LD tEF 2 T4—IZ DUV TIE, [3.2. EIBE 21—/l
DEFX1)TFA—EBF1EM3.3. WebED 12— LD tEFa)T4—HFEITT TIZHBALTLET,

TIN5 —23 % IEUSH —N—IZT a4 BRI, REBHAZAO—ILAERIZTI D NLIZIVED Y
SNTULSHESIHEHERTIVENHYET . TNENDT—RXT. U TDI7AILIZRVEL T ENET,

e 77)/r—arMi5E : jeus-application-dd.xml

e EIBEY1—/LMIHFE : jeus-ejb-dd.xml(Principal-to-Role D% E (X, 3.2.2. jeus-ejb-dd.xmID &% E |
=S H)

e WebED1—/LDIFE : jeus-web-dd.xml(Principal-to-Role D% 5E (X, [3.3.2. jeus-web-dd.xmID %
E1ESR)

7T r—ar £k Ta—)LEPrincipal-to-RoleD R yE LG E#HEF T B8, I2EE7 TV r—avItE
FNTVETARTDED2—ILEH>TWBIENKROHLNFET , =&AL, application.xmI Tl Administrator |
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EWLVS0—)LEEREL. jeus-application-dd.xmITluser2 &L TS ILEBY Y TH=ELET . COA—
WREVTRT TV r—2av T8 FEN TS T RTOEIBEY 12— /LEWebEDa—LICERAINET

B4k(Z. B—)L&Principal-to-RoleD Y wE 9 4% FE DEIBMjeus-ejb-dd. xmlIZf= I+ E&ELIzELTH, %
EENnt=-0—/L&Principal-to-RoleD I yE LT (Fearl2EFEN TS TR THDES 12— IILTHESN S
EMTEET,

3

J2EE7 ) —2av|iBlTBHT R TDHPrincipal-to-Role¥yE V4 (&, Fhhdjeus-application-dd.xml
[ZRESNTLDD ., HLLEETE Djeus-ejb-dd.xml+vjeus-web-dd.xmlZERE SN TS M IZBERE
LTIV —23r-Ra—T&#Hb6%T,

3.4.2. jeus-application-dd.xmIDEE
7TV r—a2 AL TOHPrincipal-to-Role ¥ wE >4 (&, jeus-application-dd. xmI[ZERELE T,

Principal-to-Role¥vE VU J & E & T 1= (. jeus-application-dd.xmlD<application>%45 D FIZLLTF
DETEEBMLET,

e <role-permission> (ZREIE)

<role-permission>%% I&Principal-to-Role¥vE> 5 #FE &L . 773> &L TExcluded. Unchecked
O—/LEHRETEET , —D42Y (Fjeus-web-dd.xml, jeus-ejb-dd.xml, policies.xmlDi5& EEC<ENE
LFEY.

LUTOEIGTRETERHHET

29 siteAd
<principal>(0f& A L) A—LIZRYELTENDT I NIV DARITY

<role>(1{&. HZEEIE) |A—ILBAERLET, AEO—IL-/—3viarERET HJavalV5 AN
DRANSYE—IZ1B B DINTA—RELTESET,

A—JL4 [application.xmlZE &SN F-FREMGO—ILE LR —IZEREL
EXS

<actions>(EIREIH) A—JL-N—2yav D NERERBLET . COFVERET HE. O—
R —32avERET HJavalZANAV ANV EA—I22B B D35 A—
RELTESNET

<classname>(ERFIE) |A—JL-/A—3yParEREL TV DJavaV T AL TT . CDITRIE
java.security.Permission7 3 AMH T U5 RXTHY ., LK ELLIDD/INFA—
A(String rolename)ZZ{EF 5. publicav RS V2—%H>TLBRLEMN
HYET,
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29 §iBA
EW&T BE. T 74 /L Tjeus.security.resource.RolePermission 5 A H\#
bhFET

<excluded>(GEREIE) |TUTT485TT, CDEATEHRTETSHE, O—ILIEHBRSNT=(Excluded)
LFDELTHRDONET . DOFY. EDQTIVINLIZEEZO—IILEFE5TE
FE A,

<principal>><unchecked>%% &Y EEIBRI A EVTT

<unchecked>(BIREIE) | TV T T4 2 TT . CDRTEHRETHE. A—IILEFyILAEL
(Unchecked)E D ELTIRDONET , DFEY. TRTODT U2 /LIZEEE
A—LZF5ETEET,

<principal>424 &Y B EIERL A BENTT

<application>25 D FIZF7 TV r—2avMNTTALEIND X 1) TA— FAMVERETILELRHYE
¥, T IHILMEELTISYSTEM_DOMAINIAMEDLNET A, 7TV r— 3o hlGte¥a) 74—
Y—EREZVRELTDHEE. TD0EX1) T — H—ERESTHBAR AV EERLTTIOALET,

jeusadmin®deployaY > R TEFal)TF4— FAMV B ERETEEY,
[l 3.8] I2EEF TV —avDEF1)F1—DERE : <<jeus-application-dd.xml>>

<application>

1 <role-permission>
<principal>user 2</principal>
<role>Admi ni strat or </role>

</role-permission>

1 <role-permission>
<role>Cust onmer </role>
</unchecked>

</role-permission>

</application>

FEROHIE. LTDEIBI2EET TV r—avDeFa) T4—EREEATLET,

C1luser21&ELVSTY 278U Administrator JA—)LIZTvE S SN TEY ., T4/ 8—)L /83—
Syl EFENET,

CATRTOT) 8Lzl Customer]A—)LEF5LET , (A—/Lhlunchecked| 2> TLVST=8)
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sE

LEXA)TFA— FAUERETHAEIZDODVTIE. MR22. X)) TF4— FA VD EZI1ZSHBLTK
= AN

2. WARRALIN—2Y a3V ERRESIVERETSHEICONTIE. 126, EFXa)T4— AT LR
O—DEFEIZSBLTIESL,

3.JEUSIZIREE7Z TV — 3 & T TAA4 T B5XICDNTIL, [JEUSH—/\HAR]EZSBL TS
LY,

3.5. fjl

AEITIE., LR THALLEEICE DV TERLI-BELGHIERBALET,

LUTOERAIXANYTR—=DICRDIZTIERTEHEEFITO—FEINIO0T5 A VBEETY . %229 HURLIC
Checked/S—3vau MR EINTLDIGEICOARREINET , Unchecked/ S —2 v aV BNERESN
=mE. A AVEREIEEBINET , Excluded/S—3va DIiGAIZIE, REFICKBLTIS—E@EAA
RREINFET,

[E 3.2] Y1 EE

Welcome! This page gives information of the security configuration for applications (EJBs and Senvets).
Please login to access the main page.
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IR EROBVT IV TAT (0T HE, T5—R—SHRRRENET . HREROTH
YHUNTAYAVIZ BT B, UTFOEIBREEARTRENET

[E 3.3] by 7EE

JEUS Security Sample

The following samples are offered to show how the security configuration works.
Each sample's target resource is a Web URL or an EJB method.

Servlet Sample

| unchecked [  unchecked |  webpagesJoinUs |

EJB Sample

e e e
| mesage [  unchecked | ejbwork.PublicCall

ejbwork.Admin
excludedMSG ejbwork.Secret
| callsecret | applied run-as ejbwork PublicCall

ZOFIE, by TR—=CTIDDH—T LY ORI >TINT, 3DNDEIBAYYREEVHELET, O
AV LETHIUREEREIT7AIVIZESDTTIEATEDLDEHNIE, TELEVWELDELHIDT, BRIERTE
IO EROT7HIUbTOT AV L TEERZELTH TS,
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n

BAE X 1)FT1— AT LAPITAGZZ Y

ARETIE, EF¥2UT4— AT LAPITTOT ST T H5HERITODVTHALET,

4.1. =

XA TA— PRATLDOAPIEES L, A—F— 7TV r—2aV [ RlGEF 1) To—HEEEEMT 5
CEMNTEFT 7TV —230 - LR TEE L A——ZBETIEUSEX ) TA— D RATLIZEE
TBHLORN—Y 3y -3 —T Ly (auto-registration& L\ NED—HI TS,

TIVr—2av BB E X1 T4— P RATLERFET DR, 20X TA— P AT LHIZED
J2EEtFa)T4—ETILEIEUSOD X1 Ta— H—ERADNRELT ¥ a) T —HEEFIRHELT
WANERLET . X TA—APIZE>TT OIS LERRE T DL I2EEY —/\—RIT O E#HMEAE
TLEYS, I2EEY—N\—ROERMEE#IEFT 5012, —RICITIEZLI2EELF 1) TA— (2B —T1—
ADHEFRTHEEHRLET,

4.2. Java SE/IN—3YavNBE

EEOHDH1—Y—0—KR(H—TL vk, EIB)NLIEUSS AT LERET H-HIZ, EXa)T1—API%E
FES2ENTEET,

A—H—a—FIZFa)Ts—APIZFESDIF, Java SELFaT— - IR—Tv—%ERTIM. HL
IFY—RaA—R(#H—T b, EIBALE) A SecurityCommonService.loginDefault(Subject) &> T, B4
AVICHRULIZBETY . COEED YT D IME 2= YbD ¥ 211 T4— AL Daccounts.xmllZ
HOMLORESNT-2—F—DHIT YT, policies.xml 2R FESNT=IEUS/S—IviavEdRELT
WET,

EIT7ALDRESEIZONTIE, LTESBLTESLY,
e Java SEtFal)TFo—vHx—Tr—LJava SERY S —-T7A)L : [2.7.1. JavaSE SecurityManager
DERE |

e accounts.xml: 25 X a)F4— L AT LDA—H—IFHDKXE

e JEUStFal)yT4— L AT LMDpoliciesxml: [2.6. Exa)TF4— VAT LRI —DRTEIESEX
[
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4.3. BAAPI

TV —2av& TaT 35300 DLANILTEFX 1) T4— VAT LEEET BEIZIX. jeus.security.base
N —SDISANEELGREZELET,

97 L)
jeus.security.base.Subject 1—H4—%RLFET,

IO IMEIZ1 DDA - TY D SIVEREL. AT
SURLARH TSI IDID(L—H—B)ELTRDNET .
jeus.security.base.Subject7 S R [ZEF D String B BN ES
BHIELHYFET

jeus.security.base.CredentialFactory [H TR ITZADAVN—EHTHY . YTV FDEERED
BT IERT HLEICFEDLNET,

=&z 1L, PasswordFactory7 5 R/ AR T—R D EKIEAA >~
AR AEVER L. JKSCertificateFactory7 5 X ILIKSF—R 7
MOIIRAEZIGEL T, SAEDERIRIVRIVREERL

FY

jeus.security.base.Policy 1D M Principal-to-RolevvE > 5 L5 D Role-to-Resource 7y
ELJ%RLET, PermissionMapsz A /N\—ZE#MELTHEHLE
j—

jeus.security.base.PermissionMap  |java.security.Permissionf > XA XM TFH(ZH =1, Policy
DSADAVN—EHTY
jeus.security.base.Role WEMNGO—IILERTAF—T—RTY,

Role-to-Resource/N\—3v 3> I YT TIEA—IL- AV REV R
RYY—R-/—3IyavicevbEvyanzxd, EA#IC
Principal-to-Role/ S—3wi a3y -y I TlX T upo—)L-
IN—3yiav(cvvELTEnEd

jeus.security.base.SecurityCommon (H T VbERIIL. H T IMIT H/8—3v 3V EFIy
Service JLET

jeus.security.base.SecurityException |B57 1 kB, FBILKRE . AERF VI DERBLGE  £Xa)T14—
FERLIEEIZRETBH5TT
jeus.security.base.ServiceException |[EF a1 T4— VAT LTRAGI VA L-T53—HiEEF=LE
[CHRETHHINTYT
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4.4.1))—AAPI

1)y —REBELTIE, jeus.security.bases/ Sy 7r—U DEKR IS I LIS, jeus.security.resource’/ Ny

T—UDISRALEERREIELFET,

IR

B3

jeus.security.resource.Principallmpl

java.security.Principalf 32—t —ADEEIVFATY

jeus.security.resource.Group
Principallmpl

GIW—T T ERT Principallmpl® YT H9S5XTY,
ARSINTFZT IW—T DA \—%E - T Bjava.security.acl.Group
AV B—TI—RDEEISATYT

jeus.security.resource.Password

BT /XA T —RERIIBAA 2 RE R TT , PasswordFactory
[CE>TERSNFET

jeus.security.resource.PasswordFactory

INRAT—FEWEEAZER I HCredentialFactory TY

jeus.security.resource.Lock

—BOERIIAT, YIS/l TOYIEMNTET,
OvoDhM =TS HoMEIBIZOT AUk BLET

jeus.security.resource.LockFactory

Aw- & #&EERA(Lock Credential)Z £ X 9" 5 CredentialFactory ©
.g—

jeus.security.resource.ExpiryTime

—HEDERIAT. Y I ILOAMHBRERELET .

HRUINICEST=Y T Oz OMILBAT (VT T RTEREELY
FY

jeus.security.resource.ExpiryTimeFactory

HEARRZ 9 HCredentialFactory T9

jeus.security.resource.Rolelmpl

A—JL-A3—DJ1—RERELI-VFATY

jeus.security.resource.RolePermission

BEOTIVONLABEDNA—LIZETSHIEETRT
java.security.Permission® ¥ 795X TY, A—)L-/3\—3vi 3
>l&Principal-to-RoledYyE VI R TEICERINET

jeus.security.resource.
TimeConstrainedRolePermission

A—JL-/N\—3v2a DY THSRATY , IREFHRBN., BEL-H
BOEERNIZHEEEIZDH, TUISILIMZDISADA—
N— DS ZANRITO—)LIZELET

jeus.security.resource.Resource

java.security.Permission®H$ 795X T, SOV AL, A—JL

Permission M)Y—=RIZFIEALTHEDT I IVEERTTEDLIEEEK
LEY,
Li=A>T. JY—R/83—2viav(FRole-to-ResourceD < vE
VUIERSNET
SE

BOSADHEMIZDOULNTIE, Javadoct S EXHESBL TS,
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4.5. SPI72A

X T4— P RTLDY—ERDEEFEITIICIE. jeus.security.spi/SvTr—I DSPIVSREENVE

ER

Vi P S L)

jeus.security.spi.Authentication YITOzHR-JIROM) =Y T OB, HIkR. BET5

RepositoryService BIzEbhET, COAPIZERTRE. IS TIN—H—)%
TOUSLRNICEMT HIENTEET

jeus.security.spi.Authorization RYD—-JRON) =R —-T—2% 8. HIfRk. BLT

RepositoryService BRIEONET . COAPIZERTSL. TOTSLRAT/S—3Y
2aAVvEBMYHIENTEET

SE

BUSADMEMIZDOLVTIL, Javadock SE X ES B L TZE, SPIVSAD HMIERIX. [FE5E H
AR LX) F4—H—E RN IZSRLTEESLY,

4.6. fl

LT OHIE, £Fa)T4—APIZESF-TAYT S LO—ERTY,

// Login the CodeSubject so that security checks are

// disabled (so that we can modify the Subject and Policy
// stores)

SecurityCommonService. loginCodeSubject();

// Make Subject with Principal “pete”
Principal petePrincipal = new Principallmpl(“pete™);
Subject pete = new Subject(petePrincipal);

// Make password “petepw” for Subject “pete”
PasswordFactory pf = new PasswordFactory(“petepw’);
pete.getCredentialFactories().add(pf);

// Add new Subject to the Subject store
AuthenticationRepositoryService.addSubject(pete);

// Make a new Policy
Policy policy = new Policy(Q);

// Make role “someRole”
Role someRole = new Rolelmpl(““someRole™);
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// Make a RolePermission for role *“someRole”
Permission rolePermission = new RolePermission(someRole);

// Add the RolePermission for ‘“someRole” to the Policy
policy.getRolePolicy().addPermission(
rolePermission, new Object[] {petePrincipal}, false, false);

// Create a ResourcePermission for resource “rscl” with actions
// ““actionl” and ‘“action2”

Permission rscPermission =

new ResourcePermission(“rscl”, “actionl,action2”);

// Add the ResourcePermission to the Policy using

// context id “ctx1l”

policy.getResourcePolicy(“ctx1”, true).addPermission(
rscPermission, new Object[] {someRole}, false, false);

// Add the new Policy to the Policy store
AuthorizationRepositoryService.addPolicy(policy);

// Logout the CodeSubject so that security checks are
// enabled again
SecurityCommonService. logout();

// Make a Subject to be logged in
Subject pete2 = Subject.makeSubject(“pete”, “petepw’);

// Login Subject “pete” (should succeed since we added
// “pete” earlier)
SecurityCommonService. loginDefaul t(pete2);

// Check ResourcePermission “rscl” for current Subject (“pete”)
// Should succeed since we added Policy for this above
SecurityCommonService.checkPermission(

“ctx1”, new ResourcePermissin(“rscl”, “action2”);

// Print the name of the current Subject (“pete”)
System.out.printin(
SecurityCommonService.getCurrentSubject() -getPrincipal () .getName());

// Logout “pete”
SecurityCommonService. logout();
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B5E hAZL-2F2)T1— Y—EADRHR

AETIE, DRALEF 1) T— H—ERERETIAEICOVWTHBALET . h AL X2 )T—
H—ERIFIEUSEFX 1) T4— VAT LDELEETLHYET,

5.1. #1&

HWREL X )T4— H—EREFFBATHE JEUSEF L) TA— L RTLEMALGHNSOEEXY)
TA— VAT L EX 2 TA— T—AD)KRON) =B B ITHMET HENTEET,

UTIE AR LX) 74— H—ERADFRARICBEET 2EZLGHMETY LI EH THRALET

o H—ERXR-USX
o EEMHEK/NNE—
e 11MSPIUZR

o hRBL-tHa)T4—H—ERDREAE

52. Y—ER 77X

TS5HT L (pluggable)GtEFxa)T4— 7—FTIFv—I2B VT, 3oL ERICHEBZ ISR
jeus.security.base.Service 75X TY,

Y—ER-VFRIE, EFa)T4— H—ERERELLIETDISRENETH-ODMREISATY . B
£ . jeus.security.spi/ S\ —UIZH BT RTDSPIVSRECD IS AEILELE-EDTY,

LUTFIE. H—ERISADISRFATHTSLTT,
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(B 5.1] $—ER-IFRADEFLT I 7 s

Sewice
(from base)

¥35emvice()
QgetDescription()
$getDomain()
VgetType)
getName()
O ¥getMBean()
PoetrBeaninfo()
ProperyHolder :ISCrtea(;edo
creaie
e SR P¥doCreate()
T ®isDestroyed()
SgetProperty) Qdestroy()
VsetProperty() PdoDestroy()
propertyNames() SgeiState()

Y—EXRISRETRTDEF 2T — H—ERICHBLTERAINDIUTDIEEZSATHNET,
e Service Description

Y—ER-IFRIF IRET I —EXORRICOVWTHEIZERBAT S, StringR DT XH1)F 3y
(description) 12 LFET , —ERXIZTDLTDERBAIL. getDescription() AV yF THRBTEETY,

e Service Domain

SURALIZERBIN AV REV AT EDRAMVIZEIY L TONET, LE=A2T AV IERER
[SH—ERAVRBVADEESHKREVNZET, T —ERDRF ALV L, getDomain() AV YR TG TEE
ERS

e Service Type

Y—ERDREISRIIE1DDA1TEHELET A4 T LXK H—E X -t vk(Service set)hWo4ETE
DY —ERDAVREZRAENET 5=HDI—ITT,

FEZ X BEDY —EREEVSANRIMRELTRBETHEL-b DX To— P —EXTS
DEBEHY—ER-IFREMES=OIZ RAMVIZFDISRAEY I IR DRENHYET VI T AN
2. H—ERBLTEETET. FAUNELWVY—ER AV RV REFRLGRIZENTEET,
HY—ER-214T[dgetType() AV YR TRBTEET , 1212, getType() AV YR IEHEAV YR THB1=85.
YITVSATRETEILELAHYET , H—ER- 24T IELERIZ(Xjava.lang.Class# 14 T T,
jeus.security.spi/S\vr—UICEENTWSSPIVZAD ISR AV RAVATYE , KSPIUVT A TIE.
getType() AV yREIT7AF L(final) AV yRELTEELTLET, DFY. SPIOHY TS ZX TldgetType()
AIYREBEERTHIENTEEE A,

e Service

H—E XD 4 #TZgetName() AV YR TG TEET,
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e Service MBean
Y—ER-IFRIE H—ER AV REIVZADEBBEIZFEHNDIMX MBeanEBHE IT5MTLNVET,

MBeanlfgetMBean() AV YR TERIGTEFE T, YT VFRTT 7+ /L DMBean T ftidDMBean% iR 9
2. COAVIFEBERT IVELIHYET,

HAMIZMBeanld. R (protected) AV v K TH § SN izgetMBeaninfo()h 5iR S fzMBeanInfol Z &
DWTHERESNE T HTISRIEIDAYYREBEEL T, T 74 /LS DMBeaninfof >V RE2 X%
B KINCTBIEMNTEET , AVYVRERERT HEE, R—/\— U5 ADMBeaninfoz b &L &5
IZLEYS,

e Service State

H—ERADEEHISRICZ(E, createddestoryedD2DDIKEEAHY . create() *V VK &destroy() 4V vk
FFUVHLTREZUYB Z D2 ENTEE T, 222D AVYRITHE AV YR DdoCreate()EdoDestroy()
FFEUHLTEROEREZELFET, LE=MN>T, H—ERDEREHS X (FdoCreate()**/ v K EdoDestroy()
AIYRELTRETIVLENHYET,

doCreate()*Vwk &doDestroy() AV YR RIZIE, H—ERZMEAIELERT 23— FNEEATNET,
HAMZdoCreate() A/ YRIZIE T —ER—R AR 30D KGNV —REMB T HI—FNEENT
HY. doDestroy() AV YRIZIEZEFLIZ)Y—REBRT 50— FAEFENTLET,
Y—ER-DSADHL UM AT—KIE, isCreate() *V v K EisDestroyed() AV v REF U H T ZETHERT
EFFET, Fz. ALV RT—FEStringZ! TR § getState() AV YR EFEF>TLVET,

LTFORIE, Y—ERXR-IFADRAT—,F¥—+TY,
[B 5.2] Y—ERIFADAT—bF+—b

createl)/doCreate()

destroyl)/doDestroy()

e Service Properties

H—EX-UFX([Ename-valuet D EMHZHLFET . CORMHDERESLIUVIMBFICIE.
jeus.security.base.PropertyHolder4/ > 42—z —RX&FRALET, TD1=. Y—ERDEEISR(IZ
DARA—T1—RERETIVENHYET,

BHEY—ER AV RI RO MEALIZEDONET U —ERX - AV RIVIADBERK SN T, create()»
VYRNFEUHEIN DRI, BENERESNET . TDHE. doCreate() AV YREFUHT &, BREL-RE
HEEZIT)—TRFL. Y —ER- ARV RZEYIHMEELET,
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5.3. h A2 L -F1)F71— -H—ERADERE/NZ—>

AETE, DR LX) TA— H—ERDREHEXICOVTHEIZHALES .

NARBL X2 )T— Y —ERERETHICE. BE. UTOFIRIHVETS,

1.

XA TA— D ARTLEEF A TA— VAT LADT —FTIFv—ETFTOTLEFELTVDIBLELD
VEI.

AR L EFA)TA— H—ERDNRBET D EF )T — P —EREHERELET,

. BETBENEEE O TWASPIVSRATEIRLEYT , TELSPIVSADEEMIZDULNTIE, [5.4. SPIVSX ]

ZSRLTEZS,

BN TASPIUSRICETANEFEMBELET, (Javadoc, BE Xk, [5.4. SPIVSRIDERAEEZSHEL

F9,)

. SPISRADYITVSRAEERL, YT ISRATUTDAYYREERRELET , FLT, T /85 A% -

LN, publicar RSO —FIRIELET,

a. FERMIZH—ERDPDHLICEDLNLIEMEZEELE T, BEME(Epublic static final String® T, %
NEZENDAEEKRT INEXEILLET,

b. doCreate() AV wrE#ZEZELFET, COAVYYRIEEF ) To— Y—EXDRBEICIERFEUESN.
)Y —REN) L TOH&ILE— RGN ZITVOET . ZD AV YR (XgetProperty() AV R EFE> TR
EEEHEAAAET, getProperty() AV yR D /85 A—4 (%, LRTDBRETREL-BHRTT,

c. doDestroy() AV YRERELET , COAYYRIEH—ERNE T HRNCLEEZFFTRHINET,
DAV YKL, doCreate() AV YR TEIY B TONT)Y—RERERLIZY., I7MILICATEFTHE &
B )= T vTREERITLET,

d. SPIVSAD T RTHOME IS A% JavadocDERBAESYEELFET,

e IMXEFE>TH—ERBEERADAYYREERMICEETEET, getMBean() AV YR FE(E
getMBeanInfo() AV wREEZELET,

. SPIZEELEISREFAVINMILLET,

NE2E XA TA— VAT LDEREIOZRBAICH ST, FHRO LX) 74— H—E XFIEUSIZE

®\LES,
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5.4. SPI72A

AEITIL. jeus.security.spi/ W —UIZEFEN TS BHRAESPIVSRIZDOWTERBALET,

LI I, jeus.security.spi/ \w7r—L RIZEZR SN TLNBSPIVSAD) ARTT , h—T 14 F)T+(Cardinality.

RE) &, BEAMUICEE T HSPIVIAMMAELETHETESN

EKRLET,

[ 5.1] jeus.security.spi/SYT—SADIEESPIVFA

Ve s

Z]:p)

h—F1F)71

Securitylnstaller

X)) TA— L RTLEAV A= E LIV TUAVR
I‘_/[/L,ij— o

ERIVMIZR LTI RET ARENAHYET

1

SubjectValidationService

AT AVHIZH IOz OO ERIEAN BN ESI L E
FvILET

OfELL £

SubjectFactoryService AT AVREINHRI LY T IMEERLET 1
AuthenticationService ATAVRICH T OO ERILET 1
AuthenticationRepositoryService [ YTz I EH T VbDYRIR)—IZEN., HIBR. |1

BReLFY

IdentityAssertionService

cert-user-map.xmlZ7 41 LI EFIAL CEHRILAZE
HICTHIMIRIEL T LET

OfELLE

CredentialMappingService

FSRRRNTEHERAL TERIEREY I ST IMC
TIELILES

OfELL £

CredentialVerificationService

YT DFO TV S ERIIADNILRIELIDTEE
NTHOIMWEHERELETYT

OfELLE

AuthorizationService

HICzHMNEEOO—)LEEIEYY—XIZT LR
TEHHEBRAHIINEFIVILET

AuthorizationRepositoryService

RYS—%RIOR)—IZEM, HIkR. BELET,

1

EventHandlingService

X AYTA— ARUMNMITHT BHRAL AR DN
URS— Bt )T —EEETERELET

OfELL L

2%

SPIVSADMEFHMIZDONTIE, SEXMESRBL TS,
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5.4.1. SubjectValidationService SPI

jeus.security.spi.SubjectValidationService SPIl&. 77D EH&FEBA(Credentia) BN E S D&
FryviLET, EREARENTHNGEELHYET . ERIEFELSBNTENENIZEF T DI
BATLRWIEEZEKRL. ED &G TOIMIOTAUNTEE R A,

SubjectValidationService M #E Gl 1%, T o h lock | B EEAZF->TLENEINEFIVITS
Z&ETT . BLMNock IBHEEEAEH>TLWNIE, TPz o EavIR Moz DELTHRDON, T L
DOTA - TOEREThhFEE A,

SubjectValidationService.checkValidity(Subject) *V YR [ EFE . BV AV DRICFUHEINET  HL. =
MDAV yETSecurityException W FELE T EE, TRTOAT A2 - TALRITEKRELYFET , TP IR
MNock IEHEIEAZ BB THRE I AIZIL. EventHandlingServiceZE AL E T, 5¥MIZDL TIX, [5.4.10.
EventHandlingService SPI1%# S 8B L TZELY,

BT A—RELTESN=Y IOz O ERICED Y T Oz OMMESINERIET HE)EH T I
DEDEFIVIIERYMTT, O 42 - TR TIE2D2OH—EXNEAFEHLNAET,

BRALVIZIZ0OMELL EDSubjectValidationServiced YV AAVRAERETEET . 24D
SubjectValidationServicelZF LV TSecurityExceptionM1DHEAELLEWMEGS. DY T IMIEME
FlprEsh ., BT 12 - TOEAMNEIEHmEEITINE T, LH L. SecurityException¥ 1D THLHET HL. £
EOBIEFIvIIEEREALGSN, OT (- TORR(FFNULEAH T A,

EE
SubjectValidationService SPIlI&CredentialVerificationService& I TLNET A, ZTDHEREIZ (T E T D
ENHYET,

SubjectValidationService [ B EEBAEZ F v /L. YTz VDR EMMNEINZHIBTHDITHL.,
CredentialVerificationService BT 5Tz IMMERD Y T OV THLINEEIRT HEKEE
BAFEDLGCEBIDUEFE>TUWANEINEFTYILET , LI=H > T, SubjectValidationServiceldH
T HbDRIECAHIILI-#& I EH DR E. CredentialVerificationServicelfAuthenticationService
DRI EHTHEHOLNET

5.4.2. SubjectFactoryService SPI

jeus.security.spi.SubjectFactoryService SPIZZRI(INEMLDIERICES T ITH IO INEERT S
HAIZESPITY,

SubjectFactoryService SPIE, —fRHIIZH T O IR OEKIIAZ/NTA—2ELTREE T I, Subject
FactoryService&FF>TH I DT INEER T HESITHEONET , A X HEWREREH/S XX, 70O
VTMIA—HY—RENRRT—FEANT DL TDEHREA—RITHIT Do OMEERLTRLET,

SubjectFactoryServiceld, A5 A2 - ANZ X LIZENT/ART—RUSN D EKIIALA TELHR—F 5B
F=OIZERENT-SPITY,
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5.4.3. AuthenticationService SPI

jeus.security.spi.AuthenticationServiceld YT DR EERE T H1=DD ISR TT , DFEY. /XTA—2LL
TESNEY IO T IRDYRO N —ZB RSN TVWIEBEDY T DI —HBT Dh &
FELET,

REEFIRIFLUTDOESYTY,

1. jeus.security.spi.CredentialMappingService.getSubjectName(Object) *V v R ZREUHLTH IO Y
FDEBIEANE DAI—HF—IZIVEL T SN EHRLET,

2. jeus.security.spi.AuthenticationRepository.getSubject(String username) */ R Z#FEUH L T, EFE(<
BERINTWA Y IO EY IO H/bDURI M) —hs0—hLICaE—LET, ShExEO—Ah/L-4
T HREVVET,

3. O—HIL-HITCIHIMMRILTHEIMES, O—HIL- TS HMDERIIAL., BIALE-WH TS HMD
BRIEAN—BIT ENELELET ., 2D LB (Fjeus.security.spi.CredentialVerificationService.
verifyCredentials(Subject, Subject) *VyRZIEUVHL TEITSNET,

r—RIZ&oTldequals(Objet) &> TEAKFEAZLLERLFT . LHL. SHIEFREGHELFWVAFEE
Ao

4. FERDFIENTRTHRNT L, O—HIL-H TP/ hlauthenticate(Subject) AUy EMSREN ., £
DY T xHEFI AL TSecurityCommonServicelZA45' 1 LET,

FAL Z1=Y1D LU EDAuthenticationServiceZ & E S ST EMTEE T, R TE SN f-AuthenticationService
D55, 1D THEH IO HMDRILICKIIT %&. TR TDAuthenticationService B EREESN=H D A7
LET, D2FY. ==1DDAuthenticationServiceTHEH TSz HMDRBIEIZH LIS, thd
AuthenticationServicelZIEV T —#&ITEH A

5.4.4. AuthenticationRepositoryService SPI

jeus.security.spi.AuthenticationRepositoryService SPI&, TP HrDIVRIN)—hoY T+ E
BN, BIRR. BT HAVYREFRELTLET , COSPIIEAuthenticationServicexRE$ 595X TED
hath, 2EE7F)r—ay - a—RATEEELIET,

f=EZ X WebH A hEBLTHRODA—HF—MNEEITB-VICEETH IO T O IR-URDE
J—[ZBMNT BI—FEERT BICIEZDSPINKETY,

A K. AuthenticationRepositoryService D& XD B #Il&., 521 LiZjeus.security.base.Subject1f > X
BURERED VRN —IZHBINT ST BBBLIRIOM) —ELTXMLI 7ML T —ER—
EFfonFzd,

EE (X, AuthenticationRepositoryService SPIZFIRIZEETINEEIHYFERE AL LML, TIHILED
AuthenticationServiceZ 5N (A —HY—DRIE T O RIZTE L TAuthentication
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RepositoryService.getSubject(String) AV YR EFUH T 126 TY). J2EE7 T r— 3> -0—FTEE
FES-OICIIRTEETIRLENHYFET,

RAAS > & =Y 1D M AuthenticationRepositoryServicef YV RAAV AN H R ETEET , FRE. EHD
AuthenticationRepositoryServicex X E 9T 5 EIETEFH A, )

5.4.5. IdentityAssertionService SPI

jeus.security.spi.ldentityAssertionService SPIE YT oz b®D 1 —H —% (username) B RSN 7L V5
‘%I’Z\%'@To DEY, ATV RV RILDIHEETY  COBZEIZFEH T OIS ERFEAZER

B/L T, cert-user-map. xmliDFHREN—RICZDEREANE D I—F —RITTVF T I EHRTH
tl BYET . IvF T BFEAHDI—HY—RIETNUBRORITO R TCELAET,

BEIF| &£ L Tjava.security.Certificatef V RAV AMZE (FoNET, :0)«()7&9>Z(i§ﬁﬂﬂi’§$§§ﬁﬂﬂ
(Certificate Credential)Z{E51=8. A2 - TV RNV EREFLF R A, COBE. BRI TP
JhHHEEBHE B IIBAZERZL . IdentityAssertionService.getldentity(Object) *wRIZ/85A—2EL T
Igbi-a—o

DAY yRIEZEUIdentityAssertionService.doGetldentity(Object) ZFFUHHELET . CD AV YRDNERT
cert-user-map. xmlZERSNI-FEAZDEHEF—DIEICHIET H1—HF—BZE/1 VI +SvFTL.
TvF$EHLI—HF—LERLET,

5.4.6. CredentialMappingService SPI

jeus.security.spi.CredentialMappingServicel&H 7 oI b D 1 —H—% (username) BN S iZ LGS

[CHETT , DEY. AT DIHGETT , COGEICIEY T OIS EEIIAZ TG

L. ZOEKIEANE DA —RITIVFTEINEHRELET . IvF T BFHADI—F—RB TN LIE
DEITOEATELNET,

BRI 5| & L Tjava.security.Certificate f > RAV AMBIFONE T, COA VR AV XILIIAE E K EIA%E
EST2 A TYO DRIV ERBLER A, COBE. BBILEHRIC, I SIIBAE ERAIAE
Hxf%L. CredentialMappingService.getSubjectName(Object) VYR [Z/SSA—2ELTELET,

D AYyRIEE U CredentialMappingService.doGetSubjectName(Object) #FEUNH LET , D AYYE
ORFTHAEIRIOMN) —DFRRAEEFE>TA—F—BZ/N\V I v F L. v FT 51— —%%
BLEYS,

5.4.7. CredentialVerificationService SPI

jeus.security.spi.CredentialVerificationService SPIZE LU\ T D T )L —7 & +#&FEBA(Proof Credential)
EFHR—,F5OICFELNET,
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T IL—7&KEEBA(Proof Credential) [, NSA—2ELTESNZH T O OMRIRICHEET R HITOH
ENERIET B=HICHEDODNLIERIAATT , TIL—TERAHOABGP N NNRT—FTHY.
jeus.security.resource.Password 7 S A TREINFET,

CredentialVerificationService ~ SPI&. YT V53X T RELLZ T NIEHESEVHE—D AV YR THD
doVerifyCredentials(Subject, Subject)ZEELTNVET , COAYYRDIT R F v TCRYICHZI YT
IR T7LU R BTz (reference Subject) LMY, Tz HRDYRIM)—IZZFEFINTNSE
RO IO ERIEREZRFLCVET  2FBICHDI YT IMEITIL—T-H T2k (proof
Subject) &L, FIL—D B EEBAZ > TLVET , doVerifyCredentials(Subject, Subject) *# v K (X220 D
I HLDERIIAZLERL T, 10 TE—HIT LD HEINEHEDRLET .

BERIIAFESHLEAETIVFEINET (—HRIZequals(Object) * YR IF TIFAR+2 T HL. TAD
Iz VMDBTIDTHL—HIAERIMALHNIEL. AVYFFRENFET, T5THVGEE(E.
jeus.security.base.SecurityException B FE4ELFE T,

EF=

F—=RIZEOTIE VIT7PLUR-HT DI DEBRAGELTHEFCHEENHBYET, DFY  HEDTIL—
TERKIADIGE. TIL—7- T I DIEHRIZ T CERIIRAZREL T A ENTEFT A IE.
HEDEAEERAADHENENIZHZYFET,

jeus.security.resource.Passwordx < vF 3 HCredentialVerificationServicel&.
jeus.security.impl.verification.PasswordVerificationService 75 XA TY,

RKAA2 &1-Y0MELL EDCredentialVerificationServiceZ R ET 5 ENTEET . ZIELDD
CredentialVerificationService TYYF HEZR SN NIL . £ D CredentialVerificationService N L 1=
EHELET , EITHIMEE L. SecurityException®FEAEL . 2ERDKRIEMN KR EALTIN ., FERIZER
HTO0ERBLRBLET,

5.4.8. AuthorizationService SPI

jeus.security.spi.AuthorizationService  SPIZtF 1) TF4— VAT AIZH T RERF Ty IIZEET DA
YYREEELTLET, COSPIOBMIE. HE Y TP IMBEDNT I A RTTHEREFROMNE
IMERERTHIETT,

BRI A1 R S X [Ejeus.security.spi. AuthorizationRepositoryService.getPolicy(contextld) A K% I
VHELT. Z0HEBELTERS N -jeus.security.base.PolicyZ 9 ML THREZITLET,
AuthorizationRepositoryService SPIZ{EH7EL, D k(T kHRELARETT .

AL 111D Ll EDAuthorizationServiceZ R E Y A EMNTEET . &IE1DDAuthorizationService
TEHENRIANE, TRTOERFIVvIDTOERATHEIILI-EAELET, 2FY, RIELDD
AuthorizationService T/A\—3viavhFFalan i, fthdAuthorizationServicel ZiB I THERR & #EER
59T)—FE®RITEE A,
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5.4.9. AuthorizationRepositoryService SPI

jeus.security.spi.AuthorizationRepositoryService SPIIE7R!) L —-1J7RT k) —IZjeus.security.base.Policy
AV RBU RSB, Bk, B3 B3AY9RESATLNET , ZOSPIIEAuthorizationService REHS AT
EhnET, £ 2EE7 T —2a - a—FATHED IRV RET LRI, BEERY—%RY
— RO —ITEBMELIZHIBRT 5=HICFERLET,

A3E . AuthorizationService D i KD B BIIE 524 Ll Zjeus.security.base.PolicyZ 45 E 21 T DR —-
URSM—ITRETHIETT BRPLEEEI TR XMLI 7ML OT—ER—Z  LDAPH—/3—(Z
R —%RELET,

AuthorizationRepositoryService SPIZEZELTHERATIDILEREETY , f1-L. TIAILED
AuthorizationServiceh—E X% #5315 & &, 2D Y —E XA AuthorizationRepository
Service.getPolicy(String) * VR EEUH T 1= b T CDSPIZERETILELHYET,

FAS2 &Yl DMDAuthorizationRepositoryServiceDHRETEFT T WE. EHD
AuthorizationRepositoryServiceE R AU IZERE T D &L TEEH Ao

5.4.10. EventHandlingService SPI

EventHandlingService SPIEZEED X1 T4— AR EFYTFrLTRETEH(0H—TT—XT
ED

EventHandlingService SPIZERT5&E. X )T4— - ARNVEDORERICOTZEEL. IR—Dv—IC
BEITA—IILEREY  H T IMIOvIENTHGE DEEEBREICEE T HENTEET,

X a)F4—-H—ERXTHERELIjeus.security.base. EventZ A TD AR ML, RLEF 1) Ta—FAS
VIZERESIN TS T R TDHEventHandlingServicel @ FHENET . Ztl=kY . EventHandlingService
FARVEDABRICESTENTNELGSIARTUELET,

EventHandlingServiceD &L T, TP IMIAYIEMNTHIHEEEEBELFE T, AuthenticationService(F2
SEH—E R)MKRBT B1=U., security.authentication.failed® 4 T DA XU M FEAELET , 375 &. lockout
EventHandlingService B’ 1 N2 k% F+vvF L. handleEvent(Event) A YR EETSEHET, ZDAVYIYRD
NBMTEATAVBEEAD VLT, ZTORBIFEDE(FEZ LB LU LICHEDE, ZETH T T
IMZTay) | ERERESRELE T,

LIF%. SubjectValidationServiceldH Tz IMMAYINMN>TNSZEEHEZEL, ERNIZCOY T
IbDOT A DREAET R TERESEET, SubjectvalidationServicekEventHandlingService&#E &
&, —EISSEUEATAVIZKRBLEY T OHMNIOvIEN T, TRULIEVRTLIZAT (V2R H
BNIENESIZT HIAEZEBMTEET,

EventHandlingService SPINE2EHBRIZEON DD XA R ERERT 00 —5RETHIHEETT .
ARVME—BRDTHFRARNOXMLIZ7AILIZERER SN Y ELFET A, EEITIEE RS LE(non-repudiation)®
F=OICHESIESN=T7MINEFESIELHYFET,

RKAA> H1-YOfE LL L DEventHandlingServiceZ RT3 5 ENTEET,
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5.4.11. SPIREKFDKFEARFR

SPIVZ A TIIMKENFELEBET . =& &, AuthenticationServiceld. AuthenticationRepositoryService
[TIRFLET,

%

KEFEELIE.IDDSPIREISANMDSPIRE VS ADstaticAYYRERUYE I IETT,
AuthenticationService M £ 4- 5 X A'AuthenticationServicelmpl TH 3 ET5E. ZD USRI
AuthenticationRepositoryService.getSubject)ZRFEUHL TH I DV D IERERMELET .

SPIVS A TIRENFELBZDEVNIC LI KENFELBNIELHYBDILEEEKRLET, DFEY.
KEDFEETINESIMIE, SPIVSREESRET NN >TNET , EDOSPIVSREEEZMSPIVS
ZADA)YRZEFUHLEL AW DLEMEF S EHYET), —ARAIIZIK, SPIZRELIZVSATH®D
SPIREITRADAVYREF U T ETIREFENBILET

UTORIE, T4 DX 1)T4— L RTLDREIZEITHSPINRE IS AR TDERFEERTED
T V5 ABOBGREEMIELTRLTVLET,

[B 5.3] F7ANbDEF2VT1— P AT LDRRICETBSPIRKIFA

sty mesmren

Metwork Service

55. F¥a)F1— - HY—EANKRTE

FHLWSPIEESSRAZAV AL, TFDOHUSREIEUSEX A TFA— D RATFLIZEFTIDLELND
UET, FEAEICDODVTIE. 123, X a)Ta— FAMUEBEREZRDERTE I ZSHBL TS0,
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$o6E JACCTOnNT4—0)(EHR

AETIE. JACCO BHERNL. ARFLIACCTANA T —2REL TIEUSEF YT — Y RATLT
ERTBAEITONTHALET,

6.1. Bt

JACC(Java Authorization Contract for Containers)(d., J2EE/N—23 > 1.4 THIO TRN SN, IBIED/\—
2av(31.5TY,

JACCHOEEZIZIZ. LTD2o0EKRBHMINHYETS,
e EIBEH—TLYLDEREF VI T IHRRICIZEDSPIZIRET S,

o WEEMDI2SELF21)T4— - ETILEI2EEEF ) T4—-ETILRIDFAFEEBKRT 5,

JACCIXEIBEY—TLybD 7 IR EREZEEZL TN T HIZEMNA A EZEIRRLTNET, LI=A T,
JACCTO/NAF—%#ERLTHITIE, JIACCEYR—IF BI2EEY—/N\—THEATEET,

6.2. JACCOIRK

JACCOEHRIFRDIDDMEFRRI TSN THET,
o JONAFT—EREDIRK

o RUL—EREDHRK

o RUL—REELIVHITORE

SE
JACCH#R(ISR-115)D M= DULNTIZL, http://java.sun.com/j2ee DIACC 1.5 # X EESHBL T
AW
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http://java.sun.com/j2ee

6.2.1. 7RI F—ZEDIRK

TONAST—BFEDORUTIE. 7IUr—230 - H—N—D5 84 LBEICIACCTONA S —44EaT
BAEIZDODVWTERLTULET, 2FY ., COLEHRITIACCTANA AT —ERI2EEH —/N\—Z & T D HEE
FELET . BE.COTOLRITEEICHETT,

1. javax.security.jacc.policy.providers A7 LB IZH R 2 L Djava.security.Policy 7 S A B E R ELE
9, JACCT O/ (& —[Fh XA Ljava.security.Policy% & A TLVET,

2. REEY—N—EZDISRBEHRAAANTAVREIV ZAEER LT . java.security.Policy2 {4 7 T¥+v
ATAVILET,

3. LEEDFIEBMNEREIZSE T T 5E&. java.security.Policy.setPolicy() A /R ZEUH LT, T74ILRI2SE
R)O—DISREFHFDIACCKR) L —DISRIZKREBLET

AT RTOERFIVvIFFRERINFLIACCRYD —ITE-oTIADLAFET,
java.security.Policy.getPolicy() A/ R Z#E > TIREDIACCHR) O —Z BT T HEMNTEET,

%

JACCTANAE —DERFEDRMIZDOLTIL, IACCHIEEZSRBLTEELY,

6.2.2. RV —BEDHH

RS —BFE DR TIL, J2EE DDT 7 JL(ejb-jar.xml, web.xml) I ZERE S -t 1) F1—HlI R (security
constraints)Zjavax.security.jacc/ W7 —T 2 E FE N f-java.security.Permission setiZwvE VI 354
FEEZD &SI —2y 3V FEIACCT AN F —(H R A Ljava.security.Policy) (SIEBANT 5 FEIZDNT
HBLTLET,

CORMIE.EIBEY—T LR TIACCTONAE —H RN S ELEET IREXFTEDILIIZLET,

8%

R —ERTE DX, Principal-to-RolewvE T 2 DWTIXN TLVER A, BIZI2EEDD774/L
[ZEJUVT. Role-to-Resource T yE U FEESTIMIDNTEERL TSI TY , Princiapl-to-Role
IYEVTXIACCTOANA T —H IR T HARUS —CLICBE S AETERINTLET,

RS —DREFIREHEICHATHE UATDESYTY,

1. AT LEM (-DEMTERE) Djavax.security.jacc.PolicyConfigurationFactory.provider| 2, 1R % L
javax.security.jacc.PolicyConfigurationFactory? S A & & XELE T,

JACCT O/ N4/ & —[Zh R4 Ljavax.security.jacc.PolicyConfigurationFactoryx & A T VET,

122 JEUS tF*aVF1H1K



2. REEY—N\—FXIDBHEZTRARLAHAH BRRIFADAV AV A(PCR)EERMLET .

3. 4—JLyhEEIBEDA—IILETIOACLET,

4. T7OA AL -a—FIE, web.xml&ejb-jar.xml DDI77A )L EHRARAATRESIN =X 1) T4—HIR
IEHBEZIACCN—2vIav DAV RV RIZEBLET , CD/N\—3v a3y - U T X[Ejavax.security.jacc
INT—YICBFENTUVET, COBEDEN—Ivay AV RAV A& —T LY EEIBIZERESN
TUL %Role-to-Resource¥vEV Y ERLET,

5757044 k-a—FI[EPCF.getPolicyConfiguration()»YwyrRZ#FEUHL.
javax.security.jacc.PolicyConfigurationZ4 7D A > A2 A (PC)hSHRENFET

6. T7AA A M- O—FIZFE4TE K ENF=Role-to-Resource/S\—3w 3 EPCH Z A YR EFE >
TPCIZEMLET,

7. $RTH/IN—2Y 3V FPCIZEMLTHAS, PCOcommit) AV yREFUNELET ,

Y—TLYbED 21— ILEEIBED a—ILNToTTAAMEINSEEIZ, PCOdelete() AV Y RAIFUHEH
9, kY, —TLyr-ES 21— ILEEIBES a—)LIZR T B/8—3vSaUpEIREnET,

&5
RS —RETOLRDFHMIT DOV TIE, JACCHEESBLTZE,

6.2.3. KU —REELIUMITOMY

R)O—RESIVHMITORMAIE. EIBEY—T LY TTIERERICEAET HREFESTL.$ITTS
MZDNWTEIRLTLET , CHITEHRLI=2 D DS IR B SN ZICERAISNET,

RS —DRESIUVHITIIUTOESBFIETITONET  KETIX, Y—TLybEHIIZZ 17 TEHBAL
FTH. EIBOGZELREERIZITHONET,

1. =T ybrDR—=VIZRT BRI T RANEZIELET,

2. H—J L vk -3 T F(Fjavax.security.jacc.PolicyContext? 5 R & {# > TIACCIAV T X AMEHRE R TE
LFET,

3. H—TJLyb-a T F(E25EEDIACC Webs/I— v 3> (javax.security.jacc/ \w7r—IICEZESNT
WB)EEBLET , CO/A—2y3a AV RAV R BEV VI AN =Y —TLYMNIRESNTIVS
N— 2y %RLET,

4. Y—TLyb-avTF & H—TLIbDVITAMUN LR D2EED/NN—IvavEREFLTLSNE
RSB0 IACCTONA B~ T —%2BIFFET VTV—EBINT A EITERHYFET,
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f=&Z X, Policy.implies() AV YR THRTEE T, COBDN\SA—=F(Z(X, VIZAMIDT) 5L
T LS hizjava.security.ProtectionDomainmMF v 99 %3 R TH/A—IyavhfEbnET,

5. JACCTANAZ—IE, FIE2THRE SN THFAMER. FIEBSTERL =/ A—3vPav (VR
A HTZRMAID T80 Principal-to-Role<wE >4, Role-to-Resource X yE 9% 3 RTE-
T.HEQVIIRMUAN Y —TLICDR—IIZT IR T HEREF >TLINENEHIBLET,

6. ERF vV DHERNERETHNIE. —TLyb- o TFEYITRMINY =T LYk - R—=T(ZT
DERTBHIIIEFALET . E5TRUVMGE L ERF v IICRERLIZEVWS IS —AvE—CVFERLE

ER
%
RYD—RESLVBITORMOFEMIZ DL TIE, JACCHERESRLTZALY,

6.3. JACC7O/INIH—0RAR

AETIX, DRZLIACCTONAZ —DRR A E LRSI DOWTEHBALET,

6.3.1. JACC7OINI A4 —0EL

LLTFIE ARERLIACCTONAE —2ERETH-OITHELGRISABOBEEZEEEHRIELTRIELE=YS X
BATTSLTT . CDFATISLTIEISRAEETMYIJACCITIEH TWVET M, ES5L DT THLREREIL
HYEEA,

[B 6.1] JACCTRINLE—-UFA

1 e
1
J

[Java.secunty Pobey |
- |

| MyJACCPolicy |

MyIACC PoloyC onfigurationF actory My JACCPole yConfiguration

JACCTONA T —DRERKIZLELRISRAIIUTDESYTY,
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e java.security.Policy

JACCTO/NAHE —TEELLIL, java.security.PolicyDH T IS AE R T HETT . CDISRIE,
JACCTEREIZHEREF VI T 5=OITFELNET,

java.security.Policy® %7 95 A& BI1Z(&. java.security.PolicyZ# & 3 2HLWNVISREEET
BLENHYET (TNEMYIJACCPolicybLFET), TDHE. [6.2.3. RUI—RESLIVFITORIT
SREALIZRUS—RES LUVBITORMNEERLET H7-0IZ. implies) AV YFEBEELFE T, REDE.
¥ERFIvIDIIT)—%EIRT BIZ1E. PolicyConfigurationf > #—2Jx—RIZKYBMEN =/ I—3y
L av&Principal-to-RoleRvE L V4 EETIRELAHYET .

MyJACCPolicyld/ 35 A—42% 1% publicar ARS8 —ER L, J2EEH —/N\—NA( U REVR%E
BHIMERTEDLSITIRENHYET .

e javax.security.jacc.PolicyConfigurationFactory

RUS—REDHRMERETE=-HIZ. 7TV r—230 - H—N—[f/—3var AV XAV X% IJACC
(Mjava.security.Policyl BINY A EMNHYET . cDEZEIZ(Fjavax.security.jacc.PolicyConfiguration
A B—Dx—REFERALET, £1=. PolicyConfiguration/ > R4 A& KT 51=0IZ1E. R ISR
Mjavax.security.jacc.PolicyConfigurationFactory SN s E T,

PolicyConfigurationFactory®H 7 95X & ek 3514, javax.security.jacc.PolicyConfigurationFactory
EHETDIHLWVISREERT DIDBELHYET (ChEMyIJACCPolicyConfigurationFactory& L F
7). D U5 R LgetPolicyConfiguration)Z T BEET ALENHYET,

MyJACCPolicyConfigurationFactory7 5 R (/35 A—4Z 17 \publica> ARS8 —ZF R # LT,
J2EEY—/N—DEEZIZADAVRI REEHBITHER TESESICLET,

e javax.security.jacc.PolicyConfiguration

RY—BREDRNERETS-OIC. 7TV r—ay -H—N—F/N\—32yiar AU RFVRXEIACC
Mjava.security.Policy[Z:BINT 2HEMNHYFET . ZDHEZEIZIEjavax.security.jacc. PolicyConfiguration
AVE—T1—REZFEALFT . COAVE—TI—ADAVAEIV ARG, EdL=&SIZ
javax.security.jacc.PolicyConfigurationFactory[Z kY £ SN FE T,

JACCF O/34/ & —I[Ejavax.security.jacc.PolicyConfigurationZ R L =95 A2 EH ET(CHOEEHS
A%MyJACCPolicyConfiguration&LEY),

$1 R4 Ljavax.security.jacc. PolicyConfigurationFactory2 5 X T# 5 MyJACCPolicyConfigurationFactory
[X. &I=MyJACCPolicyConfiguration{ > R 2> A% R§HENHYET .

%

AETRIHBISADRESEICOVTHEIZHBLEL ., BEAEOFFMICDOLTIX, JACCHEHD
RUS—REBLUBITORMYEL IS RIZET BI2EE JavadocE S B LT &Y,
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6.3.2. JACCTRINAE—DINY =9

BEIACCTANAZ—LTONAFT =SB THITREIARICELSH T, 75— 3> -H—/3\—(C
BRELEY . (ChEITMYJIACCProvider.jarl&LET )

T IUr—30 - H—/8—@D /S AIZIJACC Provider JARTF7AILD/ISRE S HDERIESIXEESRT
LDEMHEZRELEFT . cOTARRIETIIr—30 - H—N—"LIZETOENHYET . JEUST
BRETAAHEICONTIE. 6.4 JEUSEF 1 TA— VAT LEIACCTONA T —DHiE ITHEALET,

6.3.3. F7xIbDIACCTONS G —

JEUStEX 1 Ta4— VAT LAIZEREICEMET I+ ILFDIACCTONA T —Z IR LTLVET , —fiRIZC
DT IAILL-TANAE—HIACCHEDTAMANDRAETHESILIIHRELE LA IIETHBALI=T
THILEDEET O/ 4 F —(Authorization ProvidenZE52 2 H8OLET,

TIHILRLSADIACCTONA S —ZF AT BIZ([F. BARIbESNEEGRFIRESh TV =8, JACC
JAR7—hATH#EEERLT. FOT7—HATICIACCTANAE —DI7AILEEDBIBENHYET,

6.4. JEUStEF2)FT1— P ATFLEIACCTANL G —DRE

AETIK, JEUStEX A TA— AT LEIACCTANA S —% AT AFIEZEHBALET,

1. Principal-to-Role®v/\—&RELET.

JACCA > A—Tx—RX[&Principal-to-Role ¥ YyE U 12D TIEfAIB N TH ST . Role-to-Resource
TVEV T I EELTULET, Principal-to-Role X yE UG Z#{T51=OIZITRRD A 2—Tz—AD Nk
EThY. JEUSIZjeus.security.impl.aznrep.JACCPrincipalRoleMapper& V34 o 2—J 1 —R & 17 it
LTWET, 2D A F—Tx—RI&f=fZ1DDaddPrincipalRoleMapping(PermissionMap map, String
policyld) AV yRE&ATWET , 2D AV YK IXPrincipal-to-Role¥vE > S %, policyldIZf{&Eh b
PolicyConfiguration|Z:BILE T,

x

Principal-to-Role ¥ YE U J (FI2EEICENTT TS —2 3 DRA—TE#H DI LITEREL TS,
hix. FCI2EEF7 TV —L 3V 2B T 5 X TDPrincipal-to-RolevvyE U (X1 DD IV IZHES
NhB1-HTT , PermissionMapy > A EPermissionMapAf > A2 AEY—IF B2 FEHhhBadd()
AYYRDEMIZDULTIE, PermissionMapZ S5 ADAPIXEZSBL TS,

JJACCPrincipalRoleMapper{ > 2—2J7x—REFRE L=V FRIF/N\NFTA—2%F =4 publica> A+
D8—ERBLET . EL T, B FIACC Provider JARDHITEMENSDLENHYFET .
JACCPrincipalRoleMapper/ > 2—27x—ZXDFHIC DL TIE, SEXH LJavadocx SHRL TZE
LY,

JACCPrincipalRoleMapperhipricinpal-to-roleXyE L F# £ BT 5 FIE T LU T D ESYTT .
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a. jeus.security.jacc.principalRoleMapper X7 LMD @ % (Zjeus.security.jacc.principalRoleMapper
FRELIVSREERELET,

b. SXTEN5E T I 5. jeus.security.impl.aznrep.JACCAuthorizationRepositoryServiceZ £ L =95
ANZFDEMEEZEFHHAAH . Class.forName(mapper Classname).newlnstance()*V K T4 3
BAVRAVAEERLET,

c. ERENf=1> A2 XMaddPrincipalRoleMapping() A/ vRZEEUH LT, JEUS DDZ74JLIZER
K& fzPrincipal-to-RoleTyE T #ERE L TEMLET,

2. ¥ F1—RE77I NV ERELET,

JEUStEF 2 )TA— L RTLIE2DDTH TE—US5R%{FE>T, JEUS native authorization API&
JACC authorization APIZRBEEFTITET,

ZD2DODTRETA—IZREFNTNDRENIUTDESYTT,

e jeus.security.impl.azn.JACCAuthorizationService
AVTF TRV —DRESIVHITORNZRELE-BI T ERFIVIDEHIC
java.security.Policy.getPolicy().implies() *V YR EEUVHLET,

e jeus.security.impl.aznrep.JACCAuthorizationRepositoryService

RO —REDRWEREL-E DT, A>T FHHER L Tzjeus.security.base.Policy 1> X2 X
#IACCTONAZ — DI ESE THSPolicyConfigurationf > A2 R IZEBMNT B &R ENZLET,

JACCEENMET BICIE. CD2DDEFa)T4—-H—E X%, domainxm DR AL - H—E XD EHIC
RETIVELHYES,

[l 6.1] JACCEF2VFTA—RE77IIVDRTE : <<domain.xml>>

<?xml version="1.0"?>

<security-domains>
<default-application-domain>JACC_DOMAIN</default-application-domain>

<security-domain>
<name>JACC_DOMAIN</name>
<authorization>
<jacc-service/>
</authorization>
</security-domain>

</security-domains>
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3. YAF L INAICIACC Provider JARDISAZEBIMULET,

AT L INRIZIACC Provider JARZ7AILEEMT B=HIZ. L TFDTALIM)—IZIART7AILE
BRELEY.

JEUS_HOME/lib/system

4. JavaP AT LB ERELET,

JACCHHB LWIEUSTIE, 7T —2 3> - H—N\—MNIACCTONA ST —ZRHTEEH L. kD
3DNJaval AT LDEHEEHRELTLET,

e javax.security.jacc.policy.provider

JACCTO/NAH—%RLET, java.security.PolicyzEELI-I5A&TY,

e javax.security.jacc.PolicyConfigurationFactory.provider

PolicyConfiguration{f > X 2> &4 f & K U'A—KR 3 5. PolicyConfigurationFactoryaE 2L 1-95
AETY,

e jeus.security.jacc.principalRoleMapper

jeus.security.impl.aznrep.JACCPrincipalRoleMapperf > 2—J7x—XEEE LI9SR L THY.
JEUS DDZ74 LA BPrincipal-to-Role®yE T #ERBLET,

CD3IDDVATLEMIE. TRXTOHY—/3—[Zxf L. domain.xmldD<jvm-option>[Z5&FE SN TLV S
ErHYET,

[l 6.2] JACCICH T BJavad AT LBHDERE <<domain.xml>>

<?xml version="1.0"?>
<domain xmlns=“http://www.tmaxsoft.com/xml/ns/jeus”’>
<servers>
<server>
<name>serverl</name>
<l-- server JVM option -->

<jvm confi g>

<j vm opti on>
- D avax. security.jacc. policy. provider=
mypr ovi der . MyJACCPol i cy
</jvmoption>
<j vm opti on>
?0 avax. security.jacc. PolicyConfigurati onFactory. provi der=
nmypr ovi der. My JACCPol i cyConfi gur ati onFact ory</jvm opti on>
<j vm opti on>
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?Dj eus. security.jacc. principal Rol eMapper =
nmypr ovi der . MyfJACCPr i nci pal ToRol eMapper
</jvmoption>
</jvm config>

T 72 WMDIACCTANAEI—DIFRE

TI4IEDIACCTANAE—DISREITILUTDESYTT,

X9 Vit
Policy jeus.security.impl.jacc.JACCPolicyWrapper

PolicyConfigurationFactory  |jeus.security.impl.jacc.JACCPolicyConfigurationFactorylmpl

JACCPrincipalRoleMapper  |jeus.security.impl.jacc.JACCDefaultPrincipalRoleMapper

FROISRELUTOBFI/ S — S TS TOES,

JEUS_HOME/lib/system/jeus.jar
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$F7= JAASOEH

ARETIE, JAASOBZEMEN L. JEUSEF2)T4—- L X T LTSun ONE Directory Server&JAASE &
I HAEICOVTRHEICHRALET,

7.1 =

JavaTMEREEH KU AR —E AMDIAAS(Java Authentication and Authorization Service)l. Javass—
3 NIZZEPAM(Pluggable Authentication Module)ZRE L T —H — - RXR—XDRBAEHHR—FL. 7
7"2Xfﬁuﬁﬂ§nb uIE?DJ:U%??@T-&)O)*E—E/\_XG)ﬂ I:X /\‘/"7'—/'6‘3‘0

JAASIZ. Java™ 2 SDK. Standard Edition(J2SDK) v 1.3M7# T a1 vr— (HhiE#EgE) TL= A,
J2SDK v 1L.4UREIZHE SN ELT,

JAASOE=IZIEZ. LTO2o00OEKRBHAHYET,
o 1—H—%EBEILEY .

I—RKRF7FT)r—ay 7FLyk, Bean, =& —TLyrOWLWFhh(ZBEELC, Javaa—REE
TLTWBA—H—%EETHEIC. RELAETHERLET .,

o 1 —H—ZREBLET.
BEDRITICRELGT VL RAGIHOERT VL AE) 21— - REFLTNDIEEHERLET,

Java 2[Z. LIETASEH, Aa—KY—R - R—ZAD 7R HEHAO—FOHERMEIVEZBIZEITIERE
EMZERBELTEE L=, LAL. a—FDORTHEIZE KT VR FIEHEBINETT HHEEFT+2THo
== .JAASHN Java 2 X 1) T4— T —FTOFv—&ELTHR— T B KIIZLET,

JAASEREEIZ 7 VA BBED T ETEITENET . LI o T, 7T —2av FIR—R ELHEREERAMT
ML THEBEST B EITAYES , 7TV —2av N TIEFRE I EH SN RN E TSV 1>
ELTHESICENTE. 7TV r—Lav BB TAMERHYEE A,

7T r—av(dloginContextA Tz Vb EA UV RAV AL T BHET, BEATOEREEMIZLET,
LoginContext4A 7V xUMMEa T4F¥ 2L — 3 EaSBLTERT 55570 /00—. 3 LLIELoginModule
EROHFT , BEDLoginModule[FA—H—ZBELV/SRT—KDAHNZERLTAASIN=LDERET
LETH. EECEROBER. A TPV TRIIFTS1DEHYET,

O—FEETTH51—HF DRI DL JAASKEEIVR—RUMEaTJava7 7 AHIEHET )L &EE
L Y—RADTI2RERELEFT, I—FDIFAE LIV I—FDE L EH(CodeSource) D#HIZEDINT
TORRFED R EARFESI2SDK V1.3 5T, J2SDKVLAMGIEETA—FDI—FY—RELPa—
FERFTTIH IO AT OO TREDI—F—FE Y —ERICE IV TT IV ERHEEITNE
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T REECRINT AL, QT A ED2a—ILIEEET 2TV UL B U ERIIRAZFE-TH IV I
BHLET,

&

=

JAASHERERD EHIIZDULNTIX, http://download.oracle.com/javase/6/docs/technotes/guides/security/
jaas/tutorials/index.htmlZz S8 L TZELY,

HEARBIZ, JAASTREE AN X LA BERAENT-LDAPET —EA—X  JEUStEX 1) T4— - L AT LB DE
EDT=6I1Z, LoginModuleZ 53R EELE T, £i=. JEUSEX 1) T4— L RATLATIIAT A ERKFEIZE
ET Y —ERENRIBHLET .

AETIH,IEUSEX A TA4— P RTALIZIAASEEDAT IS RAE L VAUA—T—REFERT 5.
LDAPET—AR—ZMDEEFIZDWTHRBALET,

e LDAP LoginModule ;& 4

e DBRealm LoginModule 0 ;& #1451

7.2. JEUSELDAP%ZEIET 27/-HDLoginModuleDESR

javax.security.auth.login.LoginContextf > 2—271—X - 25 R (TR E DRI HE KRR A
VIRERBTEISRATE . COVSREFERTNIE. 7TVr—2avIc0d 40T 5HERELT. A—RE
ﬁ%)munl_l:7'7/l:|‘/—l iﬁb?_' q’#;Eo)munl—tg’rjiC-*E{ -g_éTjU,7-_:/3:/§F;ﬁ%-g_é:&7b§—6§i-g_o

LDAPLMDEHED =812, LoginModuleZ 1558 L TIAASD FRFEA N =X LixHR—LLET , LoginModule
A RA—T1—REMALT-LdapLoginModuleZF{F> TR A D= X LERITLTLET,

JEUStF a1 Ta— L RTLEDEHEEZE L TldapLoginModuleZ LA T D K5 IZHEERELET,

[l 7.1] <<jeus.security.impl.login.LdapLoginModule>>

package jeus.security.impl._login;

import jeus.security.base.Domain;

import jeus.security.resource.Password;

import jeus.security.resource.Principallmpl;
import jeus.security.resource.RolePrincipallmpl;
import jeus.util.logging.JeuslLogger;

import javax.security.auth.Subject;

import javax.security.auth.callback.*;

import javax.security.auth.login.LoginException;
import javax.security.auth._spi.LoginModule;
import java.security.Principal;

import java.text.MessageFormat;
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import java.util_ArraylList;

import java.util.lterator;

import java.util_Map;

public class LdapLoginModule implements LoginModule {

protected static final JeusLogger logger =

(JeusLogger) JeusLogger.getLogger(*'jeus.security.loginmodule™);

// initial state

private
private

private
private

private
private

private

private
private

private

private

“initialContextFactory

private
private
private
private
private
private
private
private
private
private

private

Subject subject;

Cal lbackHandler callbackHandler;

boolean succeeded = false;

boolean commitSucceeded = false;

String username;

String password;

String domain;

Principal userPrincipal;

Password userCredential ;

SunOneLdapAuthenticator authenticator;

static final String INITIAL_CONTEXT_FACTORY =

static final
static final
static final
static final
static final
static final
static final
static final
static final
static final

final String

String
String
String
String
String
String
String
String
String
String

; // optional

PROVIDER_URL = "providerURL";
CONNECTION_USERNAME = *‘connectionUsername';
CONNECTION_PASSWORD = *‘connectionPassword;
USER_BASE = "userBase';

USER_SEARCH_MAPPING = ™userSearchMapping*;
USER_PASSWORD_ATTR = "userPasswordAttr";
USER_ROLE_ATTR = "userRoleAttr";

ROLE_BASE = "roleBase";

ROLE_NAME_ATTR = *roleNameAttr';
ROLE_SEARCH_MAPPING = *"roleSearchMapping*;

SUN_JDK_LDAP_CONTEXT_FACTORY =
“com.sun.jndi. ldap.LdapCtxFactory™;

public void initialize(Subject subject, CallbackHandler callbackHandler,

Map

this.subject = subject;

this.callbackHandler =
this.domain = Domain.SYSTEM_DOMAIN_NAME;

sharedState, Map options) {

cal lbackHandler;
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authenticator = new SunOnelLdapAuthenticator();
initAuthenticator (authenticator, options);

private void initAuthenticator(SunOneLdapAuthenticator authenticator,
Map options) {
// INIITIAL_CONTEXT_FACTORY
String value = (String) options.get(INITIAL_CONTEXT_FACTORY);
if (value == null) {
authenticator.setContextFactory(SUN_JDK LDAP_CONTEXT_FACTORY);
} else {

authenticator.setContextFactory(value);

authenticator.setProviderUrl ((String) options.get(PROVIDER_URL));
authenticator.setConnectionUsername(

(String) options.get(CONNECTION_USERNAME)) ;
authenticator.setConnectionPassword(

(String) options.get(CONNECTION_PASSWORD)) ;

value = (String) options.get(USER_BASE);
it (value = null) {
authenticator.setUserBase(value);
} else {
String msg = “LoginMoulde initialization failed. " +
“userBase option missing.'';
logger .warning(msg) ;
throw new IllegalArgumentException(msg);

authenticator .setUserPasswordAttr((String) options.get(USER_PASSWORD_ATTR));

value = (String) options.get(USER_SEARCH_MAPPING) ;
it (value = null) {

authenticator.setUserSearchMapping(new MessageFormat(value));
} else {

String msg = “LoginMoulde initialization failed. " +

"userSearchMapping option missing.*;
logger .warning(msg) ;
throw new IllegalArgumentException(msg);

authenticator.setUserRoleAttr((String) options.get(USER_ROLE_ATTR));

value = (String) options.get(ROLE_BASE);
it (value = null) {
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authenticator.setRoleBase(value);
} else {
String msg = “LoginMoulde initialization failed. " +
“roleBase option missing.";
logger .warning(msg) ;
throw new IllegalArgumentException(msg);

value = (String) options.get(ROLE_NAME_ATTR);
if (value = null) {
authenticator.setRoleNameAttr(value);
} else {
String msg = “LoginMoulde initialization failed. " +
“roleNameAttr option missing.™;
logger .warning(msg) ;
throw new IllegalArgumentException(msg);

value = (String) options.get(ROLE_SEARCH_MAPPING) ;
it (value = null) {

authenticator.setRoleSearchMapping(new MessageFormat(value));
} else {

String msg = “LoginMoulde initialization failed. " +

"roleSearchMapping option missing.";
logger .warning(msg) ;
throw new IllegalArgumentException(msg);

public boolean commit() throws LoginException {
iT (succeeded == false) {
return false;
} else {
userPrincipal = new Principallmpl(username);
iT (Isubject._getPrincipals().contains(userPrincipal))
subject.getPrincipals()-add(userPrincipal);

ArrayList roles = authenticator.getRoles();
for (Iterator i1 = roles.iterator(); i-hasNext(Q); ) {
String roleName = (String) i.next();

logger.fine(*"Adding role to subject : username = + username +

, roleName = " + roleName);
subject.getPrincipals()-add(new RolePrincipallmpl(roleName));

userCredential = new Password(password);
subject.getPrivateCredentials() .add(userCredential);
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username = null;
password = null;

domain = null;
commitSucceeded = true;
return true;

public boolean abort() throws LoginException {
iT (succeeded == false) {
return false;
} else if (succeeded == true && commitSucceeded == false) {
succeeded = false;
username = null;
password = null;
domain = null;
userPrincipal = null;
userCredential = null;
} else {
logout();
}

return true;

public boolean logout() throws LoginException {
subject.getPrincipals() -remove(userPrincipal);
subject.getPrivateCredentials().remove(userCredential);
succeeded = false;
succeeded = commitSucceeded;
username = null;
password = null;
domain = null;
userPrincipal = null;
userCredential = null;
return true;

public boolean login() throws LoginException {
Callback[] callbacks = null;

// prompt for a user name and password
iT (callbackHandler == null)
throw new LoginException(*"Error: no CallbackHandler available ™ +
to garner authentication information from the user™);

callbacks = new Callback[3];
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callbacks[0] = new NameCal lback(**user name: ");
callbacks[1]
callbacks[2]
try {

cal lbackHandler .handle(cal Ibacks);

username = ((NameCallback) callbacks[0])-getName();

new PasswordCallback(*’‘password: **, false);
new TextlnputCallback('domain: *);

char[] tmpPassword = ((PasswordCallback) callbacks[1]) .getPassword();

iT (tmpPassword == null) {
tmpPassword = new char[0];
}
password = new String(tmpPassword);
((PasswordCal lback) callbacks[1])-clearPassword();
domain = ((TextlnputCallback) callbacks[2]).getText();

iT (lauthenticator.authenticate(username, password)) {
throw new LoginException(*"LDAP authentication failed.™);
}
succeeded = true;
} catch (UnsupportedCal lbackException uce) {
uce.printStackTrace();
LoginException le = new LoginException(
“"Error: " + uce.getCallback().toString() +

* not available to garner authentication information *

“from the user');
le.initCause(uce);
throw le;
} catch (Exception e) {
e.printStackTrace(); // todo. logging
iT (e instanceof LoginException) {
throw (LoginException) e;
} else {
LoginException le = new LoginException(e.toString());
le.initCause(e);
throw le;

}

return succeeded;

e 3

SUBRALLIZEMEN S 1 —H—LO0— JLERAIEUSEF A Ta— AT LIZEBAINILENH D

M T. RolePrincipallmplet&#%JEUSDRolePrincipallmpl24 FIZE#LET,
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7.3. LDAP JAAS LoginModuleY—E ZMDi%E

JEUStEF1)T4— L RTLTHEDRKALUIZIAAS LoginModuleZ@ALTOY /- H—E RZi24Ht
THIZIE FA O DEFa)T4— P —ERZERET HEE. <jaas-login-config>%ERELFET . FHHIZD
WTIE. 123, EF 2 T4— - FAMUIBRERDRTE IDlogin-servicel B 2SR L TZELY,

DEFAULT_APPLICATION_DOMAINIZLDAP  LoginModule®t¥a!)F1—H—E RZ{RH# T 518
[S.ATAYH—ERERBH—EREUTOLIIEHELET,

[l 7.2] RALY - Y—ERDERTE : <<domain.xml>>

<?xml version="1.0" encoding="UTF-8"?>
<domain xmlns="http://www.tmaxsoft.com/xml/ns/jeus">

<security-domain>
<name>DEFAULT_APPLI CATI ON_DOVAI N</name>
<authentication>
<jaas-login-config>
<login-module>
<login-module-classname>
jeus.security.inpl.|ogin.LdapLogi nModul e
</login-module-classname>
<control-flag>required</control-flag>
<option>
<name>i ni t i al Cont ext Fact or y</name>
<value>com sun. j ndi . | dap. LdapCt xFact or y</value>
</option>
<option>
<name>pr ovi der URL</name>
<value>ldap://192.168.1.63:389</value>
</option>
<option>
<name>connect i onUser nane</name>
<value>cn=Directory Manager</value>
</option>
<option>
<name>connect i onPasswor d</name>
<value>adminadmin</value>
</option>
<option>
<name>user Base</name>
<value>ou=People,dc=sample,dc=com</value>
</option>
<option>
<name>user Sear chMappi ng</name>
<value>(uid={0})</value>
</option>
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<option>

<name>r ol eBase</name>

<value>ou=Groups,dc=sample,dc=com</value>

</option>
<option>

<name>r ol eNaneAt t r </name>

<value>cn</value>

</option>
<option>

<name>r ol eSear chMappi ng</name>

<value>(uniqueMember={0})</value>

</option>
</login-module>
</jaas-login-config>
</authentication>
<authorization>
<repository-service>
<custom-repository>
<classname>

jeus.security.inpl.aznrep. Cust onPol i cyFi | eReal mAut hori zat i onReposi t oryServi ce

</classname>
<property>

<name>Pol i cyd assNane</name>

<value>j eus. security. base. Cust omleusPol i cy</value>

</property>
<property>

<name>User Pri nci pal O assNane</name>

<value>j eus. security. resource. Princi pal | npl </value>

</property>
<property>

<name>Rol ePri nci pal d assNane</name>

<value>j eus. security. resource. Rol ePrinci pal | npl </value>

</property>
</custom-repository>
</repository-service>
</authorization>
<security-domain>

</domain>

LTI BIFRICDONTOHERBATY,

e jeus.security.impl.callback.JAASUsernamePasswordCallbackHandler

JEUStFa!)T4—- L X T L TLloginModulel

ZEREF1E#R((username, password, etc..) & ERIF T HE K

Ah=X LEIR I BCallbackHandler7 5 AT,
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e jeus.security.impl.login.LdapLoginModule

JEUSEF ) TA— P RTLTH T LAV ETERSNI-LDAPD EHIEIZE DL T, LoginModule®
HR—k$ BLoginModuleDEEHSZATY,

e jeus.security.impl.aznrep.CustomPolicyFileRealmAuthorizationRepositoryService

JEUStFal)T4— L RT LTILI—H—HTEHELTUserPrincipalClassName/RolePrincipalClassName
24 T%EAL TEE (Authorization) Y —E R #2959 5XTF,

e jeus.security.base.CustomJeusPolicy

JEUStEFal)Ta— L AT LTS HA LlZjeus-web-dd.xmIMBEFEEE T . LoginModule TT > /8L
IZxt9 BRolePrincipallmplZ E &9 2L EAHSIHE . Principal-to-RolevvEV T EHR—b3 5
jeus.security.base.PolicyZ ik EE L=V ZXTY,

REMNTETTHE, JEUSEFIEIL T, DEFAULT_APPLICATION_DOMAINIZFFRAEN=7 T r—
avAQRT A - H—EREFBHIBLET,

7.4. FT=AN—AEED/=HDLoginModule DK

T—RAR—REDEENT=0IZ, LoginModuleZ#:58 L TIAASD FBEEA D= X LEHR—LLET,

LoginModuleq > #—27 1 — X% ## &L f=-DBRealmLoginModuleZ{# > TR AN X LEEITLTLET,
JEUSD X1 Ta— S RTLEDEEEZZEEL T, LLTDLSIZDBRealmLoginModule# 53R EZELE
ED

[l 7.3] <<jeus.security.impl.login.DBRealmLoginModule>>

package jeus.security.impl.login;

import jeus.security.base.Domain;

import jeus.security.base.ServiceException;
import jeus.security.resource.Password;

import jeus.security.resource.Principallmpl;
import jeus.security.resource.RolePrincipallmpl;
import jeus.util.logging.JeuslLogger;

import javax.naming.lInitialContext;

import javax.naming.NamingException;

import javax.security.auth.Subject;

import javax.security.auth.callback.*;

import javax.security.auth.login.FailedLoginException;
import javax.security.auth.login.LoginException;
import javax.security.auth.spi.LoginModule;

import javax.sqgl.DataSource;

import java.security.Principal;
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import java.sqgl.Connection;

import java.sql.PreparedStatement;
import java.sqgl_.ResultSet;

import java.sql.SQLException;
import java.util_ArraylList;

import java.util_HashMap;

import java.util.lterator;

import java.util_Map;

/**

* User: choco

* Date: 2007. 4. 13
* Time: 4:35:57
*/

public class DBRealmLoginModule implements LoginModule {

protected static final JeusLogger logger =

(JeusLogger) JeusLogger.getLogger(*‘jeus.security.login™);

protected String dsExportName;
protected String principalsQuery =

"select password from jeus users where username=2?"";

protected String rolesQuery = *"select role from jeus_roles where username=?";

private String username;
private String password;
private String domain;

private Subject subject;

private CallbackHandler callbackHandler;
private boolean succeeded = false;
private boolean commitSucceeded = false;

protected Map options;
private Principal userPrincipal;

private Password userCredential;

public void initialize(Subject subject,

CallbackHandler callbackHandler, Map sharedState, Map options) {

this.subject = subject;
this.callbackHandler = callbackHandler;
this.options = options;

try {

domain = Domain.getCurrentDomain() -getName();

} catch (ServiceException e) {
domain = Domain.SYSTEM DOMAIN_NAME;
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dsExportName = (String) options.get(“exportName™);
iT (dsExportName == null) {
String msg = “LoginMoulde initialization failed. " +
“exportName option missing.";
logger .warning(msg) ;
throw new IllegalArgumentException(msg);

Object tmp = options.get(*principalsQuery™);
it (tmp = null)
principalsQuery = tmp.toString();
tmp = options.get(*'rolesQuery™);
it (tmp = null)
rolesQuery = tmp.toString();
logger .debug(*’'DBRealmLoginModule, export name : ' + dsExportName);
logger .debug(*’principalsQuery=" + principalsQuery);
logger .debug('rolesQuery="" + rolesQuery);
logger .debug(*"initialize successfully™);

public boolean login() throws LoginException {
Callback[] callbacks = null;

// prompt for a user name and password
iT (callbackHandler == null)
throw new LoginException(*"Error: no CallbackHandler available ™ +
"to garner authentication information from the user™);

callbacks = new Callback[3];
callbacks[0] = new NameCal lback(**user name: ");
callbacks[1] = new PasswordCal lback(**password: *, false);
callbacks[2] = new TextlnputCallback(*domain: *);
try {
cal lbackHandler .handle(cal Ibacks);
username = ((NameCallback) callbacks[0])-getName();
char[] tmpPassword = ((PasswordCallback) callbacks[1]) -getPassword();

iT (tmpPassword == null) {
tmpPassword = new char[0];
}
password = new String(tmpPassword);
((PasswordCal lback) callbacks[1])-clearPassword();
domain = ((TextlnputCallback) callbacks[2]).getText();

String expectedPassword = getUsersPassword();
iT (validatePassword(password, expectedPassword) == false) {
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throw new LoginException(*'‘DBRealm authentication failed.'");
}
succeeded = true;
} catch (UnsupportedCal lbackException uce) {
uce.printStackTrace();
LoginException le = new LoginException(
“"Error: " + uce.getCallback().toString() +
" not available to garner authentication information ™ +
“from the user');
le.initCause(uce);
throw le;
} catch (Exception e) {
e.printStackTrace(); // todo. logging
iT (e instanceof LoginException) {
throw (LoginException) e;
} else {
LoginException le = new LoginException(e.toString());
le.initCause(e);
throw le;

}

return succeeded;

private String getUsersPassword() throws LoginException {
null;

String password
Connection conn = null;
PreparedStatement ps = null;
ResultSet rs = null;

try {
InitialContext ctx = new InitialContext();

DataSource ds = (DataSource) ctx.lookup(dsExportName);
conn = ds.getConnection();
ps = conn.prepareStatement(principalsQuery);
ps-setString(l, username);
rs = ps.executeQuery(Q);
if (rs.next() == false)
throw new FailedLoginException(**"No matching username found™);

password = rs.getString(l);
}
catch (NamingException ex) {
throw new LoginException(ex.toString(true));
}
catch (SQLException ex) {
logger .debug(*'Query failed™, ex);
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throw new LoginException(ex.toString());

}
finally {
it (rs = null) {
try {
rs.close();
}
catch (SQLException e) {
}
}
it (ps '= null) {
try {
ps-close();
}
catch (SQLException e) {
}
}
it (conn = null) {
try {
conn.close();
}
catch (SQLException ex) {
}
}
}

return password;

public boolean logout() throws LoginException {
subject.getPrincipals() -remove(userPrincipal);
subject.getPrivateCredentials().remove(userCredential);
succeeded = false;
succeeded = commitSucceeded;
username = null;
password = null;
domain = null;
// trusted = false;
userPrincipal = null;
userCredential = null;
return true;

public boolean commit() throws LoginException {
iT (succeeded == false) {
return false;

} else {

userPrincipal = new Principallmpl(username);
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iT (Isubject._getPrincipals().contains(userPrincipal))

subject.getPrincipals()-add(userPrincipal);

ArrayList roles

getRoleSets();

for (Iterator i1 = roles.iterator(); i-hasNext();) {

String

roleName = (String) i.next();

logger .debug(**'Adding role to subject : username = ' + username +

, roleName = + roleName);

subject.getPrincipals()-add(new RolePrincipallmpl(roleName));

userCredential = new Password(password);

subject.getPrivateCredentials() .add(userCredential);

username =
password =
domain = nu
commitSucce
return true

public boolean abor
iT (succeeded =
return fals

} else if (succ
succeeded =
username =
password =

domain = nu

userPrincip
userCredent
} else {
logout();
}

return true;

protected ArrayList
Connection conn
HashMap setsMap
PreparedStateme
ResultSet rs =
ArrayList roles
try {
InitialCont
DataSource

null;

null;

11;

eded = true;

t() throws LoginException {

= false) {

e,

eeded == true && commitSucceeded == false) {
false;

null;

null;

11;
al = null;
ial = null;

getRoleSets() throws LoginException {
= null;

= new HashMap(Q);

nt ps = null;

null;

= new ArrayList();

ext ctx = new InitialContext();

ds = (DataSource) ctx.lookup(dsExportName);
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conn = ds.getConnection();
ps = conn.prepareStatement(rolesQuery);

try {
ps.-setString(l, username);

}
catch (ArraylndexOutOfBoundsException ignore) {

}

rs = ps.executeQuery();

while (rs.next()) {
String rolename = rs.getString(1);
roles.add(rolename);

}

catch (NamingException ex) {

throw new LoginException(ex.toString(true));
}
catch (SQLException ex) {

logger .debug(*'SQL failure', ex);

throw new LoginException(ex.toString());

}
finally {
it (rs = null) {
try {
rs.close();
}
catch (SQLException e) {
}
}
it (ps '= null) {
try {
ps-close();
}
catch (SQLException e) {
}
}
it (conn = null) {
try {
conn.close();
}
catch (Exception ex) {
}
}
}

return roles;
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protected boolean validatePassword(String inputPassword, String
expectedPassword) {
iT (inputPassword == null || expectedPassword == null)
return false;
return InputPassword.equals(expectedPassword);

x
FURA LIZEMEND1—F—LO0—ILDERMNIEUSEF 1T — P AT LICERSNIDLELH
%M T, RolePrincipalimplef&#k% JEUS M RolePrincipallmpl# 4 F(ZZE#LET,

7.5. F=Z~N—ADLoginModuleY—E XADE%E

JEUStEF 1 TA4— S RATLTHEEDRACVIZIAAS LoginModuleZERLTOY 12 - —E RZ124H
TBIZIE KA - F 2 T4—-H—E R%<jaas-login-config> 2R ELE T, SFMIZ DL\ TIE. M23. &
Fa)TA— FAUEREZRDHRTE 1D authentication JJEE #SHBLTIESLY,

DEFAULT_APPLICATION_DOMAINIZTF—42~R—ZDLoginModuletF 1) F4—H—E X%t 33
F=OICIF. AT A2 - —ERERBY—EREUTOLIEELET,

[l 7.4] KALY - H—ERDRE : <<domain.xml>>

<?xml version="1.0" encoding=""UTF-8"?>
<domain xmlns="http://www.tmaxsoft.com/xml/ns/jeus">

<security-domain>
<name>DEFAULT_APPLI CATI ON_DOVAI N</name>
<authentication>
<jaas-login-config>
<login-module>
<login-module-classname>
jeus.security.inpl.login. DBReal nLogi nModul e
</login-module-classname>
<control-flag>required</control-flag>
<option>
<name>expor t Nane</name>
<value>dbrealmtest</value>
</option>
<option>
<name>pr i nci pal sQuer y</name>
<value>
select password from
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DEFAULT_APPLICATION_DOMAIN_Principals
where username=?
</value>
</option>
<option>
<name>r ol esQuer y</name>
<value>
select role from DEFAULT_ APPLICATION_DOMAIN_roles where
username="?
</value>
</option>
</login-module>
</jaas-login-config>
</authentication>
<authorization>
<repository-service>
<custom-repository>
<classname>
jeus.security.inpl.aznrep.
Cust onPol i cyFi | eReal mAut hori zat i onReposi t oryServi ce
</classname>
<property>
<name>Pol i cyd assNane</name>
<value>j eus. security. base. Cust omleusPol i cy</value>
</property>
<property>
<name>User Pri nci pal O assNane</name>
<value>j eus. security. resource. Princi pal | npl </value>
</property>
<property>
<name>Rol ePri nci pal d assNane</name>
<value>j eus. security. resource. Rol ePrinci pal | npl </value>
</property>
</custom-repository>
</repository-service>
</authorization>
<security-domain>

</domain>

UTIE. &IFRIZTOVNTHERATY,
e jeus.security.impl.login.DBRealmLoginModule

JEUStEFa)TA— Y RTLTHIL AV ETERSINT—IN—XD I Y RR—L 4% (exportname).
F1)> %) (principal). B—JL(role)I2x ¥ 34T —{EIZE DUV T, LoginModuleZHHR—kr3 3
LoginModuleDEE ISR TY,
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UTIEX. AT avERIZDOWNTDHRATY,

HA e

exportName  |domain.xmllZE&EINT=T —2A—XDexport-nameZ{ELFET

principalsQuery | X —M1DT, TUL I INILDIRAT—REZRBTESIT)—¢E&LET

rolesQuery FX—DL1DT. TV NILOA—)LEERBTESIIT)—4EEZLET

e jeus.security.impl.aznrep.CustomPolicyFileRealmAuthorizationRepositoryService
JEUStEF 2T a— L RT LTA—H—hEHE LT=UserPrincipalClassName/RolePrincipalClassName
24T % EALTEE (Authorization) b —E R &1 F 595X TY,

e jeus.security.base.CustomJeusPolicy

JEUStFal)Ta— L AT LTTUHA Llljeus-web-dd.xmIMBFEEE T . LoginModule TF) /%)L
IZxt9 BRolePrincipallmplZ E& T 2L EAHSIHE . Principal-to-RolevvwEV T EHR—b3 5
jeus.security.base.PolicyZHi kR EE LIV TR TT,

2%

BEMNSTET T 5L JEUSHRSIL T, DEFAULT_APPLICATION _DOMAINIZTFFaASht=7T )5 —
LavAQOsA - —ERERBLET,
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A.l.

A.2.

i A EFa)F1—ANUb-Y—ER

AFEE T, X2 ) TA—ARUMH—ERITDNTHERBALET,

SPIUSRET IHILEDEF2)T4—H—ERDEREHS A BEventHandlingServicel JE{E S 512
EDEX1)TA— ANUMMIDWTHEBNLET , jeus.security.spi.EventHandlingService SPIZREL T
BMBEOARUNNUR) T ERRETIRICCOEONETESRLTZALY,

DAFDHFXIIUTDELSYTT,

G 2. X <Event type> = A XU DXL
Source Class: ANV EBRRELEYZ T A
Event Type: A XV FDF¥ A7
Event Level : £~ F® L~ (FATAL, SERIOUS, WARNING, INFORMATION, DEBUG)
Event Context: A X1 b« 27 % X MW Skey-valueflDES
Enmitted Wen? X1 h2FEAET D5M

BE,ARVKMIAARAUINY—RERBLRAC v IZH BEventHandlingServicelZE{EShFE T, =1L,
security.install.successful-{ N> k&security.uninstall.attemptf XU MEF N IIC X2 To— S AT L
[CERESNTVDTRTORASVISEESIET,

2%

jeus.security.base.Eventy S X &jeus.security.spi.EventHandlingService 7 5 XA D EEMIZ DLV T,
Javadocx S HL TSN,

A%

UTE BEEFL)TA— ARVFDYARTY,

security.validation.failed

Source Class jeus.security.spi.SubjectValidationService
Event Type security.validation.failed
Event Level WARNING
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Event Context — Key: “subject”

— Value: BZNMERREEIZ KB L fzjeus.security.base.Subject

Emitted When SubjectValidationServiceh’SecurityExceptionZFE S5-I

security.authentication.failed

Source Class jeus.security.spi.AuthenticationService
Event Type security.authentication.failed

Event Level WARNING

Event Context — Key: “subject”

— Value: BZNMERREEIZ KB L fzjeus.security.base.Subject

Emitted When YIOIHRADI—H =B LT B-UIC

security.authorization.failed

Source Class jeus.security.spi.AuthorizationService
Event Type security.authentication.failed

Event Level WARNING

Event Context — Key: “contextid”

Value: /8A—3wiar-FzyI M ThnfzarTHXMND
— Key: “permission”

Value: Fx v &N Bjava.security.Permission
— Key: “subject”

Value: 1 —H—E25EIZ%k B L1=zjeus.security.base.Subject

Emitted When A—H—FREICKERT B1=UIC

security.authentication.repository.subject.added

Source Class jeus.security.spi.AuthenticationRepositoryService
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Event Type

security.authentication.repository.subject.added

Event Level

INFORMATION

Event Context

— Key: “subject”

— Value: iBfil&#fzjeus.security.base.Subject

Emitted When

AuthenticationRepositoryService~DH 7/ DBMIZEINT 51U

security.authentication.repository.subject.removed

Source Class

jeus.security.spi.AuthenticationRepositoryService

Event Type

security.authentication.repository.subject.removed

Event Level

INFORMATION

Event Context

— Key: “subject”

— Value: HlIBgEt1zjeus.security.base.Subject

Emitted When

AuthenticationRepositoryService 5457 VD EIRRIZAEEIIT 51U

security.authentication.repository.subject.removed.complete

Source Class

jeus.security.spi.AuthenticationRepositoryService

Event Type security.authentication.repository.subject.removed.complete
Event Level INFORMATION
Event Context — Key: “name”

— Value: BIRRICEETILI=H Tz ok

Emitted When

AuthenticationRepositoryService 5497 VD BIRRIZAEL I T 51U

security.authorization.repository.policy.added

Source Class

jeus.security.spi.AuthorizationRepositoryService

Event Type security.authorization.repository.policy.added
Event Level INFORMATION
Event Context — Key: “policy”
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— Value: iBfii&h1zjeus.security.base.Policy

Emitted When

AuthorizationRepositoryService[ZHR DR S —hLBMEN 51T

security.authorization.repository.policy.removed

Source Class

jeus.security.spi.AuthorizationRepositoryService

Event Type security.authorization.repository.policy.removed
Event Level INFORMATION
Event Context — Key: “policy”

— Value: BllErE411=jeus.security.base.Policy

Emitted When

AuthorizationRepositoryService bR & —- T —2HVEIR S 511U

security.authorization.repository.policy.removed.complete

Source Class

jeus.security.spi.AuthorizationRepositoryService

Event Type

security.authorization.repository.policy.removed.complete

Event Level

INFORMATION

Event Context

— Key: “contextid”

— Value: YRI M) —h S EIBREh f=java.lang.StringZ 4 7 D3> T X XKD

Emitted When

AuthorizationRepositoryService 5327 F AMDAEIBRE N 51T

security.install.successful

Source Class

jeus.security.spi.Securitylnstaller

Event Type security.install.successful
Event Level INFORMATION
Event Context None

Emitted When

X TA— P RATLDAVAN—LIZEBILT=&
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security.uninstall.attempt

Source Class jeus.security.spi.Securitylnstaller
Event Type security.uninstall.attempt
Event Level INFORMATION

Event Context None

Emitted When X)) TF4— L RTLDBRESNDREI
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B.1.

B.2.

1% B. JEUSH—/s—DIN—3vay

AFFETIE FREN—IV VD) V—RBE))—RTHaV [T ONTERBALET,

ZHEN—IvaoD)Y—REGEVI—R T avE, JEUSH—/\—-FEL 1 —)L(INDI, IMS, TH—
Dx—. XA T4 E)VDN)V—AANDT I REREF>TLSNFIvITHEOIZELNET
Y—RADIN—Zyiar-FryVICEET E/N—Zvar-214T(Ejeus.security.resource.
ResourcePermissionT#HY ., 3> TF AMDIXE (=l default | TF,
ERFIIIEEIZ))—RADLEFET I IV DA EOEICKYEELEST VV—RDARIETIER
FTBI—TYbERL VY—RADT I avFa— ML TEAREEEITONERLET  EREZED
ELATHONTULEWNSEEIZIE, DASH AN EH—N—OJ #HRLTERINTNS/N—ZvI 3 %k
ZBLTEMLET,

JEUSY AT L) )—R

LT T IEUSOT IA4ILb X al) T — VAT LTIERIZEELRY—ADLREHEIZBNLE
ERR

))—-28 BL
jeus.* JEUSYV RTLDTRTD)IY—REIZTIELRATEXET
jeus.server.<server-name>.* JEUSV AT LDEEDY—/IN\—DTRTDVY—REIZT I+

ATCEET, TIAHIDEXATA— VAT LEFERET S5
BlIz. Y—N\—lTFzvITB/8—2yav DY RFTY,

JY—=R T avICEoTUTDRIIZHToNET

— boot : y—/N\—%EHT HEE

— down : H—N—%TIHEE

— deploy : —N\—[ZT7 TV r—2a ETIO1FHLE
— ftp: I AL DIREICFTPEFERT HEE

jeussener<senername>app<appicaionname> | JEUS S R T LD EDH—N\—DHED 7 TV r—3> D)
Y—RBITT Y ERATEEY
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)-8

e

jeus.cluster.<cluster-name>.*

JEUSV AT LDBEEDIZAI—DTRTD)I—RLIZTY
TRTEET

jeus.domain.<domain-name>

JEUSY R T LDEIMARELEFIERND)Y—RLTT, T
KA XA TA— FALTIEGEL JEUSSU AT LR AL
vERLET,

Y= FHav L2 TUTDESIZDIToNET

— dynamicConfiguration : WebAdminZEf=I&jeusadminZ{&->
TRA U DREZHHICEET HEE

jeus.jndi

JEUSY AT LDINDIFNMEHERD!)Y—RE T,

) )—R-TFo2avIZ&o2TUTOEIIZHITFonNFET
— lookup : INDIZFIALTAIT Sz ObEILYIT VTS

— modify : bind/unbind/rename TINDIVRO K )—-FTTxH
b0, HIBR. ZEY D

— list : INDIYFRO R —[ZRBESNTWSA TV R+ %
mF95

jeus.node.<node-name>

JEUSYVRTLDEEDND/—FD)Y—REBTY, /—R&EM-
HIBR g LT, /—RICIEUSEA DV RM—)LEZIET VAU R
F—ILFBESIFEALES ., /—RIZDWTIL, [JEUS H—/N
HARIFIFTIEUS /=R —Dr HARIES LTS,

JY—RTFHLavIZ&-2TUTOEIIZRHoNET
— edit: /—RZEMFEIZHIBRT S
— install : /—FIZJEUSZEAVAR—ILT B

— uninstall ;: /—KTJIEUSET7 VAV RM—ILT B

B.3. jeusadmind?/RDIERERE

TIANMDEF L TFa— AT LEEEEIZ, jeusadminDIAT U REA THERZRE T HENTEET,

jeusadminM YU R B A CTHERZRELIBGE . ZYTHaYURICRT HEREZREITITHhA., ZTDHh
DAEHERIZKT L TIZFvIETIZREFYTILET,
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aTURERD)Y—RLFaATURDA T av EBEMA ITONFET A, server, servers, cluster, clusters,
nodeA 7> avIZLTHIMRLIZ)Y —REEREFLET, TOMDIRTOA T avIzxwLTIE,
jeus.domain.<domain-name>")Y— R B &#FHLE T,

ORURHERD)Y—R 7oAV Eav o FDAFI TEREINE T , AV FDIA) 7 RITH L TITRES
NZEW=8 . help <command-name>THERTEDERDIATU R RZEA DL TSN, AT MFEHRIZD
WTIE. [IEUS Y7L IACRIGPart I, Ty —)L-av o REY—IL 1S BLTEELY,

LUTIE, Tuserl)IZEEEHERZ. Nuser2]IZ(Xserver2]IZdeploya~Y > RERITTEREREEZ 55T
9, Tuser2)IZIElserver2 1253 2ERD A& 52 518 . ) V—RX%£&[Tjeus.server.server2 *& A AL,
1)Y—R 749 3>(ZEjeusadminTdeploya < F D EED £ &l TH Hdeploy-applicationz A ILFET

[l B.1] EF*a2VF1— -2 RAFLDFKR)I—ERTE : <<policies.xml>>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<policies xmlns="http://www.tmaxsoft.com/xml/ns/jeus”>
<policy>
<role-permissions>
<role-permission>
<principal>useril</principal>
<role>adminRole</role>
</role-permission>
<role-permission>
<principal>user2</principal>
<role>server2DeployRole</role>
</role-permission>
</role-permissions>
<resource-permissions>
<context-id>default</context-id>
<resource-permission>
<role>adminRole</role>
<resource>jeus.*</resource>
<actions>*</actions>
</resource-permission>
<resource-permission>
<role>server2DeployRole</role>
<resource>jeus.server.server2.*</resource>
<actions>deploy-application</actions>
</resource-permission>
</resource-permissions>
</policy>
</policies>
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%5

% V7

<application>
<role-permission>, 98
<assembly-descriptior>
<security-role>, 85
<cert-user>
<alias>, 74
<keypassword>, 74
<secretkey>, 75
<username>, 74
<cert-user>>
<cert>, 73
<user>, 73
<group>, 53
<description>, 53
<name>, 53
<subgroup>, 53
<method-permission>
<exclude-list>, 86
<method-intf>, 86
<method-name>, 86
<method-params>, 86
<method>, 86
<role-name>, 85
<unchecked>, 85
<method>
<ejb-name>, 86
<module-info>
<role-permission>, 88
<password>

AES/DES/DESede/SEED/Blowfish, 58

base64, 58
SHA, 58
<PasswordValidator>

<CustomPasswordValidator>, 56
<DefaultPasswordValidator>, 55

<policy>

<resource-permissions>, 65

<role-permissions>, 64
<role-mapping>
<role-permission>, 94
<role-permission>
<actions>, 88, 94, 98
<classname>, 88, 94, 98
<excluded>, 88, 94, 99
<principal>, 88, 94, 98
<role>, 88, 94, 98
<unchecked>, 88, 94, 99
<run-as>
<role-name>, 90
<security-constraint>, 90
<auth-constraint>, 91
<user-data-constraint>, 91

<web-resource-collection>, 90

<security-domain>
<audit>, 48
<authentication>, 45
<authorization>, 46
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