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= oAM= AnyAPI H|O|E9flo]o] EF 8! A7 mpeio| A7 o ths 2 efLICt.

—

11. 712

AnyAPI A|0| E9)|0| = S2I0|HEZ]

API 252 AnyAPI H|0|E9j0|0fl S2 = 2t2E Mo wiat 2t AP MHER
Mstn, 2t API AHEZEE HIS SLIES X|3ts

ote] 2t0[AE0| FHE E. L|C}.

Lot 2t YEE S50 2F URI AL TEt0|E HAt S +-ELICH 62 AN Zatof| w2t 2teeld
Backend APT M| URIZt EFE[H oie HEE OtAEZ HEHOIO] 21F5/2171, Qos ME|E F7H= TIAFLICY.
O|= CtAl AIO|ERO|E Sol0] &H| API MHZ 2tREE o = SE S =7 ASLICH

1.2. EXI

ebme /| O

AnyAPI A|O|EQl|0|] EF2 CtZat #&LICt
* Non-Blocking 44|

/0 ZE|Za Y WA U= XM2|E otH, S8 1/0 K22 HI || CHE ME XN2|7F SehdX| Q= E fully
non-blocking ¥4l2| X2 Foista JUSLICE 72X Z 1712 ZZMHAZ O|R0{X BLIS| O|H E
AHE0|M non blocking I/OE S8l HTTP ZZ2E =2 X2|5HH C|0|E{ 0] Cheh /t==3} X2, blocking
/07t 2%t 32 /A L EE Sl M2lgLIct

« HTTP Z2EE X|&

HTTP HHMCOZ 1.0, 1.1 & ZEE X|stH, HTTPS T2 EZE X|SL|C} EESt HTTPE SR QNS
HTTPSZ H2lst= 7|sk XL Ct.

EUEEE

=]

Iru

HTTP 80| S0{2H PathLt MethodE 7|8tQ 2 APIE AlHst= 2t S X[ATLICE PathOlA
QPACSTIE(F)Z AFRSI0] BE 2XIH0l ChSe 4 QBLICt J_ PathLt MethodZ Ct2 Path, Method 2
HetS X[AYLICE Pathel 22 53 of|2f0{E Salf X|Het EXtE 2 thHE = ASLIC

a5 a9

{FullPath} S02 QH9| MA| PathZ X|atgtL|Ct,

{StagePath} Stage2| basePathZ X|2tgtL|Ct,

{Path} S0{2 QK9 HH| PathOll A stage basePathZ 2|3t Api PathZ X|&tgtL|Ct,

IPE 2 X|Hotol i F2E Z2A| £E 2CjojE SEES SAFE |5
A

= L
= L
RISLICH M OES AHoHo 2228 WAl Weight HAl9] SXX| 2tRE S B8Y £+ JASLICHL
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« APIHIE Y HIAE 7|5

TS APIE HHE HES F27| TNX| L0l B 5| X| o4 LICH BIESHX| 942 APLE AnyAPIC| HIAE
7158 St YYHO = SHSH=R|, APL MH7HOfH SEE SHF =X, API MHZRE| SEO| ZotLt
HE|=XIE el + ASLCh

- 1E/Q1%t
QIZE AFBAIE 2feldts 21F 715 AP 2 & 38 Mot + /= 0QS 27t 7152 M3 ELIth QOS=
STAGEEZ 230| 7t5otH 2, AlZtY, otRY Let3 Mg AR XFE + ASLICt

CH22 AnyAPI H|O| E[O]0| A 2AXH H|

oH
ﬂl:
o

7= a%

API Key 215 HTTP 30l S0{2 x-api-key SICIE 2tQI5to] SEE| API Key®lX| 2t15}0]
MEXIE QIBsts YAIULICt.

OAuth 21S OAuth MHEZRE HZ2 EZE YUZ20t Authorization iIEH0| E0{M REEHH
AnyAPI A|0| E9||0|= Authorization E20| Q2 $HX| M350} AFRXIE QIB8H=

YAIQILICE

Terminal ¢I1& TerminalLogin APIE S £5l0{ tH EZ S Mot 2 x-api-token, x-api-pk-
number Sl|C{0f| 20{A RASIH AnyAPI 71| [Efol= Y EZ0| R= X M35t
ALZXHE Q1B 5= A QLT

1.3. #|0|E<J|o] &tA

1.3.1. 0| Efllo] &% mtH

AnyAPI H[O|EQIIO0l M AF83H= B mhU2 £7| HO|EH 0] ¥t SHO = HFE[= A O|ER0| EHS
XEst7| flo At LIt

X 7|0 B o 2 ChS2t 22 X0 i C
${GATEWAY_HOME}/config/defaultApiGateway21
CHS2 AnyAPI A|O|Egflo] A mio| =t of| A|LL|C, (31X JSON Y AlTH X|))

IP, PORT, Monitoring 48 & RQIstE ALSRIL XF £8¥ 4 8/ OH, WebAdming
O EsfjMat £30| 7Hs B,

+ gatewayConfig

HO|E%|ofof chHet 7| = miEf BlofE &F FEYLICE.

2 | Ho|E#[0] A



"gatewayConfig": {
"gatewayGroupId": "${GROUP_ID}", (1)
"id": "${ID}", (2)
"name": "${NAME}", (3)
"protocol”: "HTTP" (4)
"thread_monitoring":1000 (5)
"thread_pool": { (6)

"min":10,
ax":50

3= o

(1) gatewayGroupld AO|EQOI7t HHEE|= O F°| IDYLICH.

(2)id AO|E0]e] 1R IDYLILCE.
(3) name AO|Egf0]2| O|ERILICt HHSIX| = HL IDE AHERL|CE
(4) protocol AO|EL0|7t At T2 EZQIL|CE, (7|122f: HTTP)

L HA

(5) thread_monitoring AZ|E ZLIEHZE 239] F7|(ms)E AXetLICt (7|22 1000)

(6) thread_pool 7|8 AE E2 AHEELICE

AH| THYO|Lt OH Ol O|RO{ & mff AFZEILILE. o|mf AZE E2 MYXHo=
SR = o, 2ol SEA max 27K St

o min: B8 A| X|AR E= A= TS

o max: £|LHE S0{Lt= A= 7

» staticResources

AO|E/0I7t ME FEE uf ZRst A% YEYLICL o|tf "endpoints" RE= 2[F 2] 4 FHO[

=—1

"applications" EE= AH[O|E{)|o[of| SEEl oiZ2[AH| 0|82 FEAUL|C.

’

"staticResources": {
"endpoints": [{

"endpoint": {
"physicalName": "poClientEndpoint",
"protocol": "HTTP",
"direction": "OUTBOUND",
"bootState": "RUNNING",
"connectType": "CLIENT",
"httpUrl": {

"split": true,
"scheme": "http",
"host": "${MS_IP}",
"port": "${MS_PORT}"

b

1.4% |3



"endpoint": {

"end

"end

}
H,
"applica

4 | HOIEHI0] LA

"physicalName": "poServerEndpoint",
"protocol": "HTTP",

"bootState": "RUNNING",
"connectionPool": {

"max": "1000"
B
"httpUrl": {
"split": true,
"scheme": "http",
"host": "${GW_IP}",
"port": "${GW_PORT}"
o
"rulesetId": "anylink.system.SystemServiceRuleSet"
point": {

"physicalName": "httpEndpoint",
"protocol”: "HTTP",
"bootState": "Running",
"connectType": "Server",
"connection_pool": {

"max": "100"
b
"httpUrl": {
"scheme": "http",
"port": "${HTTP_PORT}"
b

"rulesetId": "ApiApplication.ApiServiceGroup.ApiDefaultRuleChain",
"errorRulesetId": "anylink.system.ApiGatewayErrorRuleSet"

point": {
"physicalName": "httpsEndpoint",
"protocol”: "HTTP",
"bootState": "Running",
"connectType": "Server",
"connectionPool": {
"max": "100"
i
"useSs1": true,
"ss1": {
"keystore": {
"storeType": "PEM",
"storelocation": "${SSL_STORE}"
+
b
"httpUrl": {
"scheme": "http",
"port": "${HTTPS_PORT}"
}

ulesetId": "ApiApplication.ApiServiceGroup.ApiDefaultRuleChain",
"errorRulesetId": "anylink.system.ApiGatewayErrorRuleSet"

tions": [{



Il_idll:

<string>,

"version":

"servicegroups
"id":
"version":
"rulesets":

(m
<int>, (2)
"t [{ (3)
<string>, (4)
<int>, (5)
[{ (6)
"id": <string>,
"rule_chains":

(7)
<RuleChainInfo> (8)

H,

"libpath":

H

(1)id

(2) version

(3) servicegroups

(4)id

(5) version

(6) rulesets
(7)id

(8) rule_chains

(9) libpath

<string> (9)

OiZ2[A0[42] IDYLICE.

OHZ2[AI0[ 2] T L|C},

OHZ2[AI0]499] Bt| MH|A 2 FYLICY.
M2 3F9[ IDYLICE.

MH[A D Fof HEYLICH

MHblA O Fof EAYLIC

EA‘IlOl IDOIL_||:|.

Helez Folot EAo| M| LHE LI

Ql0{E¢ SharedLibrary2| ZZQIL|C}.

—_

"endpoints" BEO| A7 L0 CHSt XpM|EH LHE2 A= IE BE S gL

« dynamicResources

HO|E< 0|7} g {ERICZRE Hiot2
HERIS SoHAMTH 0| 7hsELIC.

"dynamicResources": {
"string": <int>
"endpoints": [<EndpointType>], (1)

"applications": [<ApplicationType>],

}
Zt MF gh=0f chst dE2 Ch3 1 Z2&LCt
o= a4
(1) endpoints ANEHXOIE ZEQIL|CE

(2)

o A| Xl-EOE A-II-15||]:| °JI

1.4% |5
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(2) applications  OfZ2|#H[0|M SELICE

* EndpointInfo

AO|Egolof] SEEl endpoint B HEQJLICEL Y HEE= H {EDS SolA

"EndpointInfo": {

"logical_name": <string>, (1)
"physical_name": <string>, (2)
"protocol”: ("PQ", "HTTP", "TCP"), (3)
"direction": ("INBOUND", "OUTBOUND", "BOTH"),
"boot_state": ("STOPPED", "RUNNING"),
"http_url": { (4)

"split": <bool>, (5)

"url": <string>, (6)

"scheme": ("HTTP", "HTTPS"), (7)

"host": <string>, (8)

"port": <string> (9)

=2
(1) logical_name ¢l

T
(2) physical_name QMEZQIES|IDYIL|LCY.
£

(3) protocol A=HOIES T2 EZQILICE (MM HTTPEZH AFR 7ts)
(4) http_url HES /A HTTP MH Q| URLRILILCE,
(5) split URLS| 22| FiL|C},

o true; URLE E2|&t

o false: URLE £2| ¢t &

(6) url HAH| URLRILIC, T, splito] 'false’¥ o &L Ct,
(7) scheme URL Scheme®IL|Ct, B, splitO] 'true’¥ mf A& etL|Ct,
> HTTP
> HTTPS
(8) host HTTP SAE O|Z2QLICE Tt splitO] 'true’d of A& ghL|Ct,
(9) port HTTP ZE HSQILICE T, split0] 'true’® mi AAEHL|CE

* EndpointGroupInfo

AO|E|0]0 S= & endpointgroup 88 DEULICE T HEE & HERIS SofA Tt

6 | 0| E#[0] A



"EndpointGroupInfo":{
"logical_name": <string>, (1)
"physical_name": <string>, (2)
"routing_type": ("ROUND_ROBIN", "WEIGHT_BASED", "PRIORITY"), (3)
"routing": [{
"endpoint_id": <string>, (4)
"priority": <int>, (5)
"weight": <int> (6)
}H

2
2]

%
0z
00t
o[
=2
)
rot
%
0g
rlo
_lTl_
ajo
i)
my
o>
~
i)

a5 4
(1) logical_name  A=ZEQIEQ| =2|XQl 0|SILIC}.
(2) physical_name QIEZEQIES| IDYIL|LCE.

(3) routing_type  AUEHEQIEQC| 2t HMQIL|C}, (X WEIGHT_BASEDETF X|#)

(4) endpoint_id 2t

PES 2T Y otel A=ZRIES IDYLICE
L=

(5) priority ASHOIE | @MALIQILICE £X7E 242 Mgt
(6) weight ASHOIEQ| JEFXIQULICE 27t £S4E Be HI2E et

* loggerSystems

HIO|ESIOI0[AM ArESHE 2710] Chet B FEL

— o-L-d

-
ful
St
ol
H
n
rr
-{‘=0
2
[n
ro
mjo
omm
St
X
o
4%
Jal
el
N
or
ot
-
iul

"loggerSystems": [{
"path": "anylink",
"level": "debug", (1)
"rotatetype": "TIMEBASE", (2)
"rotateparam": "daily", (3)
"times": "local", (4)
"format": "[%Y-%m-%d %L%H:%M:%ST[%P1[%q][%[THREAD]]: %t", (5)
"expire": "none" (6)

}H

1.4% |7



22 u

(1) level 9| |HlL|C},

o FATAL

o CRITICAL
o ERROR

o WARN

o NOTICE
o INFO

o DEBUG

o TRACE

o NONE

(2) rotatetype 27 ZH[0|E AL |Ct.

o SIZE
o TIMEBASE

(3) rotateparam 27 ZH|0|E0j| AtEE THR|QIL|CE.

- never: 2H|0|E ot &t
o <n>: I} A 7|7} <n> HIO|EE X 1}51H 2H|0|E

o <n> K: OFY 7|7} <n> ZZ2HIO|EE X 1}31H Z2H|O|E

o]

o <n>M: It 7|7t <n> H|7HHIO| EE X1t5HH 2H|0|E

o [day,]J[hh:][mm]: X[ "E @Y 5! Azt 2E|0|E

o daily/weekly/monthly: X[ & 2d7t/F7H/& 70| 2H|0|E
o <n> hours/weeks/months: 0§ <n> A|Zt/Z=/20]| ZH|0|E

(4) times 23 A ZHEJLICE

o locacl: ¥x MH A2t 7|EC 2 2
o UTC: UTC A2t 7|22 2

(5) format E24E[= LoHlL|Ct,

o [%Y-%m-%d %L%H:%M:%S]; H-2- Al:2:Xx
o [%P]: ZEMIAID

o [%ql: 23 2"

o [%[THREAD]]: 28|E M&

o [%t]: 2O LHE

8 | HIo|E#[0] LA



oot
Jo

(6) expire

* Monitoring

o

none: 8IS

o

[day,][hh:]Imm]: XI™E @ 5l A|Z

=2 X

o

=1

o

HOIE0] ZL{E{Z0] CHet 27 FELICE sy 2E

"Monitoring": {
"trace": {
"enable" :
"option": {
"fileEnable": "<bool>", (2)
"fileName": "trace_log", (3)
"path": "/var/log/anyapi", (4)
"rotateParam": "30 M", (5)
"rotateFileNum": "5", (6)
"flushBufferSize": "32", (7)
"interval": "3000",
"endpoint": [ (8)
"<grpc ip:grpc port>"

}
}

,tat": { (10)

— = o

"<bool>" (1)

includeBody": "<bool>" (9)

"enable": "<bool>",

"option": {

"endpoint": [

1,

"<grpc ip:grpc port>"

SLEZ O AFE R ILLY,

o true; EL|E{Z! ON

o false: 2L|E{2! OFF

daily/weekly/monthly: X| 8=l Lzt/ZF7H/E7

<n> hours/weeks/months: Of <n> A|ZH/3/2

1.4%4 9



s Hd
(2) fileEnable o N ZE 2 JLICE

o true: TRACE HEE IfYUZ NZ
o false: I} XZEF AtE OF ot

(3) fileName XZzhE ot o|SLLCt,

(4) path o M 22 Lt

(5) rotateParam It Q| ZE|O|M 37| IL|CE.

(6) rotateFileNum ZH|0| M= Tj 2| J~RIL|CF,
(7) flushBufferSize Span2 MASH= HI{ AO|XQILICE.

(8) endpoint gRPC2| IP A2} LE HSILICE,

(9) includeBody

(10) stat S Ho[E{e] & R YLt

+ loggerAccess

HO|E SO0 A ALRBHE OHMA ZHo| ChaH AR e QIL|C. of
JHs gL Ct,

"loggerAccess": {
"enable": "true", (1)
"format": "%h %1 %u %t %r %s %b", (2)
"fileName": "access_log", (3)
"path": "default", (4)
"rotatetype": "TIMEBASE", (5)
"rotateparam": "daily", (6)
"times": "local", (7)
"expire": "none" (8)

) M
(1) enable MM A 22| AL {2 JLICE
o true; AF2

o false: At2 ot &

10 | AlOIE#I0] 2HLhM

TRACE HE0| bodyztel gt of 2 LILCE

C}
=]

|
=

L=

—
—

iKY



st=2
o=

(2) format

(3) fileName
(4) path

(5) rotatetype

(6) rotateparam

(7) times

(8) expire

¢ environment

o %oh: }H TAE FA

o %l: ¥ 2301 0|2
o %u: Frank, HTTP QIZ Q2 0ot EME QES AFEXIS| ID

o %t: M 28 X2|S OF AlZt

o %r: @O A H| =

o %s: AEN

o %b: HTTP |C1E H|2/et M& HO|E £
21 ool o| FYULICE (7[&27k: access_log)
27 OjU0| MEE = d=LICh (7124t
${GATEWAY_HOME}/protocol/HTTP/gw_id_test/logs/access_log)
27 ZH|0|E YA LT},

> SIZE
> TIMEBASE
27| ZH[O|E| AtEE EtelILICH

> never; 2H|0|E ot ¢t
o <n>: I} T7|7} <n> HIO|EZ X 1151H ZEH[0|E
o <n> K: Ot A 7|7t <n> ZLZHI0|EE X1}5tH 2H|0|E

o <n> M: T} 37|7} <n> D 70| ES X145t 2E|0|E

o

[day,][hh:][mm]: X" E 2 3 A7t 2H|0|E

o

daily/weekly/monthly: X[ &l Lzt/F7H/2E7to| 2H|0|E
o <n> hours/weeks/months: Of <n> A|Zt/ZF/2l0f| ZEH|O|E

23 AZHEFU LT

o locacl: ¥ A A[Zt 7|Z=0 2 22
o UTC: UTC AIZH 7|22 22

23 ool Btz 7| ZEL|L

> none: gig

o

[day,][hh:][mm] : X|HE @ % A

&

o

daily/weekly/monthly: X| 8l 2zt/Z=7t/247t

o

<n> hours/weeks/months: O <n> A|ZH/Z=/2

1.4%4 | 11



AlO|ES0|2] EtRJote 2 & HEYLICH oid 2== E o=

—

"environment": {
"connectionTimeout": "3000", (1)
"readTimeout": "30000", (2)
"failoverTimeout": "60000" (3)

e a4
(1) connectionTimeout connectionTimeout A& ZIL|LCt,

(2) readTimeout

(3) failoverTimeout

1.3.2. C|&E2] 1=

CHE2 AIO|ERIOIE 2R3, ohiH Ao 20| AtEdt= C2E2| FZYILICE

7

${GATEWAY_HOME}
|-- bin
|-- inc
|-- lib
|-- config
|-- protocol
| |-- ${PROTOCOL}
| | |-- ${GATEWAY_NAME}
| |-- logs
|-- uds

bin

AnyAPI A[O|Egflo|o] 2&IE 2|3t HIO|L 2] 7} @ X[ErL|Ct.
inc

AnyAPI A|O|E¢||0] &l It S0| |X|EL|Ct,
lib

AnyAPI AH|O|EJ|0|0|A| AtESt= 2t0|E2{2|S0| 9| X[EL|Ct.

config
AnyAPI #|O| E<||0] &7 It 0| | X|EL|Ct.

protocol
AnyAPI H|O| EQI|O|0| M At23t= 2| AT} @I X[ELICE.

CHE2 5tel 220 ohigt 2Lt

—

12 | AIOIE#I0] LM



5tel 3=
${PROTOCOL}

${GATEWAY_NAME}

logs

29

A O|ESJ0|7} AtESt= Z2EZE 0|S0| EA|ELICL AnyAPIO|= HTTPE
DFELC

AIOIESIO] 2[2A7t M EE|= |2 E{2| LTt

lib C|2E{2|2| export CHA ClE{2[L|Ct,

Eol A2 4 E ot 22 2T o0l X[t

1.3.3. &F He

Ct22 AIO|ERIOIE 7S5H7| 9o 2Rt &tF Haof Tiet 2 LT,

GATEWAY_HOME

GATEWAY_ENCODING

GATEWAY_INACTIVE_CACHE

LD_LIBRARY_PATH

29

AOIESIOI7t X[ & & CIAE2[ LT, (B4 Are)

o

GATEWAY_HOME=/home/anylink/gateway

AO[ESO] 12T A LTt

GATEWAY_ENCODING=utf8
AO|EQ)0]9] FHA {2 lL|Ct,

o true: 74 H|ZA S}

o false: 7H& &M}

GATEWAY _INACTIVE CACHE=false

lib C|HE{2|E export CHA A2 IL|CE,

export LD_LIBRARY_PATH=${LD_LIBRARY_PATH}:${GATEWAY_HOME}/1ib

CURLPOT_LOW_SPEED_TIME CURLOPT_LOW_SPEED_LIMIT MO 2 X|™HE &£& O|StE HMEE £+ U=

A[CH AlZH4LICE.

CURLOPT _LOW _SPEED _LIMIT %3} M& £EQlL|CE

Omi X% M&E HIO|E CH| 2 X|H-HSHH, sHE £ =7t
CURLOPT_LOW_SPEED _TIME SMOZ X|HEl A|ZITIE X|&5H ML 0|
F AELICE

1.4% | 13



rigt

A
Zu CE
C
—

GATEWAY_BINDING_RETRYTI HIQIE Ml = CtA| HIQIE S A|=8t7| M7EX| CH7|She A|ZHILICE,

ME

export GATEWAY_BINDING_RETRYTIME=160000(ms)
GATEWAY_BINDING_RETRYC CA| HIRIE S Al=dt= 2=l Ct
OUNT

= 25 AIStH ZZHATH A SZELCH

o 0: A= QIO ZENA ZF

export GATEWAY_BINDING_RETRYCOUNT=3

14 | AlOIE#I0] LM



2. QEZQIE 31 Y

2 Z0M= AnyAPI A[O|E0[ AEHQIE a2t AEZQIES P4 QA4S HYE Ao CHal ZHELICt.

-

2.1. 712

AEZQIEE HNZ R AA-D HAE|O HIO|HE S+45t= 7|58 BRI,

2 sfLto| ISTOIEL SHLES| CHE AIAHT RS 4 20D BfLto] HO|E 0|0 ASEQIES of2f  Fof
Of2f A|ART IZY 4 AUBLICH ASHOIE 2|AAL IS HQIE IS ASHQIE, £ JHX|0| 2|4AR

= 2|5t ra[gLct.

2.1.1. 2 EH

AEZQIEN M= 20 TSt YEIP F4, ZE B, EIQJ0IRa 22 2F FE)E A2[HLICh AERRIE=
DZEZ0OiCt 83 ZOETJ Z2M CHELE AnyAPI A= PO%L HTTP Z2EZ0HS CHEL|CE,

2.1.2. AnyAPI 7|2 JIEZQIE

AnyAPI A[O|EQ[O[0f| M= 7| 2H 2 4719 A= QIET} ALFO| staticResources LHO|| 2| E|0] A2 ¢
o EQIZ Sl MHE F7+e uhOtCt dynamicResourcesol| AIEXQIESO0| FIHEILICE,

CtZ2 AnyAPI A[O|ES|O[0[M 7|2 M2 HFEIM U= 471X A=EQAE0 Tist HYLICY.
+ poClientEndpoint

poClientEndpoints LHE 22|E 2IshA Masteret E415t7| I8l 2HS 0Tl 22I0|HE AEZQIE
AO|ESol= 2E/E M siY JEXQIEES 510 Admin®t HZS W11 GatewayPost MHIAE @
HZE SEYLICHL HE0| +EEHAIMIN2 1 Y= MA| BF HEE HiESHA | 0|= MFo| HZEE
wotCh 2 BHEIF O|RO{EILICE ot X APIZE SEISHA| & M 0| HE S SdiM Master0l| 215/217t S&
et

LICt.
5

0zt 9

+ poServerEndpoint

poServerEndpoint= Master22E| 2t FHE H{ZET| 2[5 AHESt= M A=ZAEQILICE LHF

2| LS flet RES BF5I 2F mpY S B ESHAL S o= ASLIC
* httpEndpoint / httpsEndpoint

httpEndpoint®t httpsEndpoint= API @ E& ?I¢t 22I0|QE 2[R @S XN2|5t= F ZEO| Cigt
MHYQILICE httpEndpointE HTTP, httpsEndpoint= HTTPSO| CHSt ZEQIL|C},

2. QEXQIE 1M | 15



2. 0IEXOIE MX

E= Alo|ES|o]e] €8 ot

N

=

EXRQIE

M

=

rlo

=

* POAEZQIE HF 0f|A|

"endpoint": {
"physicalName":
"protocol”: "HTTP",
"direction": "Outbound",
"bootState": "Running",
"connectType": "Client",

"httpUrl": {

"split": true,

"scheme": "http",
"host": "${MS_IP}", (1)
"port": "${MS_PORT}" (2)

ot=2 'lI:l=|
] =o

(1) host
Server IPE

(2) port

LHOl S0 AEZRRIES

SEEETESY

HEO| MESH ZE D

MESH 4 QIALICE (BIXH JSON HAIDH X|2d)

A=ZQIES[ HF oAl & 27 =0 chet 2FYLICt

"poClientEndpoint",

ULICH T, S210|HEY o MEELICE (B8 JEUSS| Master
AH)

LICH (& JEUSS| MS HTTP ZEE AI8)

AO|E[0]2] MH, 220|HE HE0f w2t o|0|7t ChEL Lt

o SERVER:

HEY

QIR IE

o CLIENT: A[O|E[O[0fM B LI ZE

« HTTPS HIEXQIE M 0fA|

"endpoint": {
"physicalName":
"protocol": "HTTP",
"direction": "Inbound",
"bootState": "Running",
"connectType": "Server",

"connection_pool": {
"max":

I

"idleTimeout": "360000",

"useSs1": true, (2)

"ss1": { (3)
"keystore": { (4)

"storeType": "PEM",

"storelocation

(M

(5)

}I

16 | AIOIE#I0] LM

"httpsEndpoint"”,

"1t/ AEZQIE A HA

A
e

": "${SSL_STORE}" (6)



"httpUrl": {
"scheme": "https",
"port": "${HTTPS_PORT}" (7)
},
"rulesetId": "ApiApplication.ApiServiceGroup.ApiDefaultRuleChain",
"errorRulesetId": "anylink.system.ApiGatewayErrorRuleSet"

}
s a9
(1) idleTimeout 270 SEO| g2 E2 MMOo| &&= AIZHJLICE (BHel: ms, 7|22k
360000)
(2) useSsl AMEIZQIEQ| SSL ME o{HUL|CE,
(3) ssl AMEIZQIEN A AHRE SSLOf| CHSH M HEIL|CY,
(4) keystore SSL 2t Key Store FHUL|CH T HE= SSL Q150]| AtEE Key Store I
AFar AgEL|CE
(5) storeType AHEg QIS M EtUULICE (BXH PEM EFJEE 7HS)
(6) storeLocation QIBMZt MEE ot Z=IL|CE
(7) port LHE HTTPS ZE H QlL|Ct,
38 AEXQIE MH (PO, HTTP)

o= 2%

physicalName A=xolEQ| Z2[H QI O|ELICE
protocol AN=ZRIEOM A= Z2EZ QL
direction A=zQIEQ| HarlL|Ct.

o OUTBOUND: 2|8 Z Li7t= A=EZQIE
o INBOUND: 2|50f|A S0f
° BOTH: 2|fet Fgo=z

bootState HO|ESO] &l A| AEZQIEQ| X 7| AEHRIL|CE,

> Running: #&/& I XAtS 22 A|FEL|Ct

o Stopped: & [ A|ZSHX| §i& Lt

connectType AlO|E40]e] HE ErYULCt.

o CLIENT: 22I0|E EflQ| AEZQIE

o SERVER: MH E}Jo| A=EZQIE

2. QEXQIE 1M | 17



og

= um

connection_pool AO|EQOle] HZE ZRLICL HE FE2 AEXRIET 2] el S2|Hel S
HEZ 7HE £ Q7| W20l o[t S2[XM QI HZES OEA 22X 48 =+
UAELICE
o min: ¥& 0| X{A2 1 i’io'lolt St= HEQ 8 Ao W2
XIHLLICE g4 0] HZ = PE RXIS SHOFSIEE 2EI0| E AEXQIE=
O] Ztel HZo| dZ wi7tX| ﬁ’é% A E=RLIC) T, 220U E EFUY mot
SEELCt

- max: A& 20| 2= |FAIE + A= B IS & =2 XFRLICE

rulesetld Y A=HREZ RFO| SRS o HHAZ SYLICH
errorRulesetld g A=EZRIEZ RFYS NEots =F 0217t USRS o M ST

2.2.1. SSL Passthrough 2™

0

SSL Passthrough= $=4I¢t G|0|E{S 7t835tA| 80 T2 CHE A[ARI0f| TESHY, siE A[A”IA ZF SSL
X2|E St Sh= 7|sYLIC

7|1&0l= SSL @™ E AIO|EQ|ojof| MEE ABME 0|83 H2 = CHE A|AHIN 2
Passthrough 7|5& AFE5tH QIS ME 225K gk CHE A|ARITL SSL SAS

th SSL Passthrough 7|58 At 2 Z0|EH0|= EaitS thed| XD 517 iEo| E2fE 24,
SLIEE, 22, 2ASM 22|7t 27tSELIL WEtM 2| F A AR0M AHEE SSL IS ME B2 FH|3l{0F 51,

2EE St ME2 A=EZQEE FItot ZEE Y0 X o F A[AH-ES HZHOF gL,

CHE2 SSL PassthroughE AHE3H7| 2let AIEXQIE A7 o A[L|CE.

"endpoint": {
"physicalName": "sslPassthroughEndpoint",
"direction": "Inbound",
"bootState": "Running",
"connectType": "Server",
"connection_pool": {

"max": "-1" // JEXZQIE XCj HE 5
o
"httpUrl": {

"scheme": "https",

"port": "${LISTEN_PORT}" // HO|EY0|7} € LE Hz
o

"ss1_mode" : "PASSTHROUGH", (1)
"stream_rule_chains": { (2)

"rule": [{
"name": "SSLPassthroughRule",
"config": {

"target": "${TARGET_ADDRESS}" // 2T A[AR A|AR FA

}H

18 | HlOI= 0] QLA



og

= ek
(1) ssl_mode

1=

SSL M2| SAALICE (7|22 TERMINATE)

SSL Passthrough 7|s& AtE3t7| {8l A= EHEA| "PASSTHROUGH"2
AHof{of gLt
(2) stream_rule_chains LHO| S0t mf Mgt EA|Q HHULICE,

o rule.name: st

=
o= =

HFHoF gLt

o

|SIL|Ct, BEEA| "SSLPassthroughRule"2

o rule.config.target: 32 2| A|ARIS| A

LICt. (ofl: 1.2.3.4:80)

2. AEZOIE 1M | 19



3. BL|E{Z!

= ZollM= AnyAPI AH|O|E9|0]2f ZLIE{ZI0] it HEtE ol Aot 47 mtelof choh ZF gLt

3.1. ZL|E{E 7|2 71d

3.1.1. HHEZ!(Metric)
AnyAPI AIZIO| A EHME[= FEZ AnyAPI 20| U0 E2°t X|HE SAX 2= J7t=0t H|o|E L|Ct
CHE2 HEZlel ZRH 7i'd 1t AnyAPI AH|O|E9|0|0| M £=TsH= S=0f cet dHEL|Ct,

« 712E{(Counter)

HREA B7t5t= HIERIYLICE F2 O[HE &M Sl EH ¢]o| SI+-5 EFeL(Ch (o 28 N2 =
RF 3p)

HEZ2 o|§ 429

http.server.gateway_total_time AO|ESIO| LR 22X X2| A2t 5F
http.server.total_requests 2laA @8 Sl £H

http.server.fail_over 2tRE A Sl 5

http.server.no_queuing_delay E%: T CHZ[AIZHS H|2let AIO|ERIO] LHE 2 & X2[ AlZF

=o

http.server.response_count SEH IR 3+ FF

http.server.success_rate 100~300 Hele| SE ZEIL eMot sl £H
http.server.time_out 2t E0[A AH|A2| read timeout LM 4 £H
http.server.response_latency SH ZEE XA AMZt(atency) £F

« Al0|X|(Gauge)

E- ANHEe a2 5o, 240| BISHAHLE ZAad 5= JASLICH (of: HIZ22| AF8E, CPU AFBE, C|A3 32F
HEZ o|E 429

server.thread_pool.current_queue_size oM A2 E EQ| 7 3V
server.thread_pool.current_thread_size oAl AE B ARE
server.thread_pool.current_worker_size oAxl &Y Sl A E
server.thread_pool.max_queue_size A3 E F9| 2 7 37
server.thread_pool.max_thread_size A E E9| 2| A E £+

« S|AEJM(Histogram)

20 | Hlo|Ello] HLHA



HIO|E7t £ 72t oA 2 ZSH=X| LIEFALICE (of: 27 S AlZh oY 37| 2X)

HEzZ! 0| Y
http.server.duration 2| AAE XA AlZH(latency) &H

« E}O|H(Timer)

AlZt £HEE HERYLICE F2 2F M| A[ZHo|Lt 2 A AZts ZHYLICE s|2E0-at FASHA| 2
O[HIE X|& A[ZHS CHELICEH

3.1.2. E3|0|A(Trace)

AnyAPIO|| A Mot 8 = H2ie| SES LIEHH= HIO|ELICE 0| 52 FX5t7| flsl Chtet o|Et H|o|E
(Ol]: EFQUAEHIT MH|A O|2, AE} BE 5)7} ZTSHE|0 QUSLICH

CHE2 E0|A& HI0|E|Q| 718 24-0] CHet ZHYILIC,

—_

« Ali(Span)
Egjo|AE= o Jel AMOE ME[H, 2F ATHE A|AR] LY ZFAO|L} MH|AE LIEFHL|CH A2 AR/ E
Az A, Bl 20 S| HEE Zotst, EfMM S Eof o2t AZELICH

- Egjlo|AID

HE EZfojA0= nRet EY0[A D7t EHELICL O|S S3ll SUS EAMMOf 2 E o2 AMS SHLte
EZfojAz2 FE = AFLICL

« M|E} Cilo]E|

oln
mjo

2 MEF CIOIE{E e = ASLICE OIS S0{ MH|A O], APIAIEHZRIE, S AlZE 2F S
7125t 45 240t ZH| Ticho| 28 E LT

3.1.3. gRPC

T20| LT @E AA A T2 AKX SE(RPC) A|ARIRLICEH gRPCE HTTP/2E 7|HICE SHH, TREES
HIHE AFES HIAIXIE 2Eotet] 22Xl SAS K@ Ct

el

3.1.4. OpenTelemetry

HI

A AIAE SEO M i ZEAI0|E 58 ELE-S D FH5L7| flet LE AAYL|CE

OpenTelemetryE= £X(Tracing), HE&|(Metrics), 2J(Logs)E 2I%t 8 EZ2 M3stH, openTelemetry-
protoE E4dl| protobuf 7|8te| & HO|E gtolgt 4 JELICE

3. 5LEHE | 21



3.2 HLEHE XU SE

3.2.1. BL|E 3 A 7=

AnyAPI9| 2L|E P2 H|O|HE +&dts St AEXIL HIOIHE Z3[5t= FHRZ P ELICE

1L

£HE 2LE Ho|E = TelE configt K2t HIO|EE
7128t 5 Elastic Search®| X%
I & SFM SLIE - 2| X0 2t E20| U= HolEE E2]

nn API R%*’flr’—lﬁil-’rl e . .
Eat:Wau iyt Monitoring Backend

SFM M-2XH= APIE B3l SFM ALEXI}
#lot= ILIE{E HlojE Z¥

Clients

« HL|E{Z Hlo]H X

AnyAPI 91712 GRPCE S8 F7|H 02 HE2/3 Eaj0|A HO|EIS BLIEY WIS 2 AL

o 1L

ojmf HE2! Hlo|H = M= 74(config)oll 2t 7tEZ 80| Elastic-Searcholl XA stL, E2|0]A HO|E =
EZ|0|A IDQ} AM IDE 7|HtO 2 Hel| SES £2XEt 4 YT E TXSS0] Elastic-SearchOl] X ZHsL|CH,

« HLIE|Z ci|o]E] =2

SFM ELIE{2lS Holc 2 2E] 4
MA|ZFO = BolgtL|ct ofu) TEf

u oA

HOZ £2{2 AnyAPI H|O|ES0] AlEHE
| E2|0|A H|O|H & Z3[" ~ AUSLICH

=t
10
Of
rr
=
Im
i
L

3.2.2. BL|E{2! O|o|E{ =% 1fH™

2l 2=l M= AnyAPI GWOllM metric®t trace Ci|O|E{7} O A| W =|0 ELIE{™ HA oA HESE[=XIE
HHot 20|t GWOIIA OfEA| trace?t metric CIOIE S MMt ELIEE MHZ C|0|E{E M &sh= 2HE(1
2 — 3 ~ 4)0] cHsh Xt HSHELICE

-

22 | HIO|ESJ[0] 2tLHA|

—



AnyAPI A|O| E<||0|0{| A HIEE] 2t E2{|0| A H|O[E{7t Y G E|0] ZLIER MAl=2 MSELIC

.

o -

Gateway
o o e g ————— -~
Normal RuleChain \
i
ParsingRule || MappingRule Auth Rule Routing Rule !
|
. onMessage() onMessage() onMessage() onMessage() B
PreChain = [!;lﬁ@“ PostChain '
‘- | — LI B @ :
onResponse( onResponse( onResponse( onResponse(
Kb A
| config | | config | | config | Trace X2

———

----- EM Thread
Monitoring Thread \

O] I+H0llM RuleMessage Zitl= @8 XN2|of| 2ot HEIAE FEHE RX|5tH, 2H0| t=E WHX| 0|E
2akstL|Ct 3 LHEO| TraceMessage?t MetricMessage Z{HI1E Z&st0 U0 8 N2 & wMlsH=
Ezjjo|A S HIEZ]| H|O|HE AMSHALL =L Ct.

RuleMessage
—— TraceMessage # Rule XN2| 2+
L—— MetricMessage # Rule X2| zt&

dHE[= E0[2 Ho[H
MHE= HIEZ Ho|H

postChainOflA| 20| EM A2{|=0] 2|8l X{2|=|H, RuleMessage0i| Z&E HE2| 1t E2f|0|A H|0|E =
242t He o MEA| MEEL|CH

E{= HashMap<String, Metric> 7 X0 X & E|H, 2|AAH 5= 2l X[AH A|ZH(latency)

HashMap<2|AA-0|Z, metric>
F—— 2laA A, {ZF 35, XA AZH L)
F—— 2|22 B, {=& =, XA AZH, ...}
—— 2lAA ¢, {TZF 25, XA AZE L.

o E2J|O|A XEA

3. 2LIEE | 23



E2|0|A O|0|E = StLIL| ER|O|A IDE 7|ELE o8] 7He] AMOE LM E|H Vector<Span> &0
HEELo.

Vector<Span>
—— | spani{trace-id:A} | span2{trace-id:A} | spani{trace-id:B} |
3. +=HE 0EE A EO|A O|0|E{= YF F7| = Exporter0i| Al M ELI|CL.

Exporter= opentelemetry-proto 7[8tQ 2 {81 El gRPC AMH|A A2, £TE HIO|HE ZLIHE HHE
A2 gfL|ct. o] HIO|E = EM 23| =0 2[s Exporter2 MY LM, siE 2HE 2 ThreadPoolt

—

[ ==
FARH A2 X 2| Lt
EM AYE= YH FI|0ICH ZLIEHE M8 A2|E9| 2] FOj| CIO|E & 2 S SESLICH T, & FIt
IS A U= B2 Y 2HU2 7ol SEEX| 0 AHIEH, ST F7(2 HER X Eo|A ME2

4. 2LIHE HE A2|== MY FOlM StLte| 2 (Work)S THLHO] A 2| LT,

ojuf HE2! %! E&j|0o|A H|0|E{ = OpenTelemetry-protobuf EA0]| WA Z{K|St=|0, gRPC AH|AE Sl
Z|HotEl HE 2 LR Mo &L Ct

3.2.3. BL|E3 H|o|E ME B

AlO|ESJlo]of| A 2 As HEZ] 5l E3f|0|A C|0|E{E= opentelemetry-proto0ll A Ho|st AH|A & Alof a2t
X Eotk[ o ZLEE MHE MESEL|CH

o
+

o

| OFAES

gateway = 2LIH

f_ns_j;r_g.r_r_\«_:\_ntatlonsucmg anyapﬂ gateway Instxu::tent.av cnSﬁ:Ee anyaﬂp&—gateway
Metric #0 Metric #0
Descriptor: Descripter:

—» Name: http.server.duration

—> Description: measures the duration inbound HTTP requests
—> Unit: ms

—» DataType: Histogram

-> Name: http.server.total requests

-> Description: measures the number of total HTTH
—-> Unit: regquests

= Hatalvpe: .Sum —> AggregationTemporality: Delta

—> Zfionofondc: true EistogramDataPoints #0

e Agg,r.eqation?.e,mpt’g%}}gy: Delta Data point attributes:
NumberDataPoints #0 -> anyapi.route: Str(al /testD post sl)
Data point attributes: —»> http.status code: Str(3¥x)

-> anyapi.route: Str(al /testD post sl) = poolName Str(default)

-> poolName: Str(default) @ | 7 =282 ” -
-> userKey: Str(2122223758) S__t__a___t;'Ij__rpg:s_t_:,a_'_ﬂp 2023-08-28 __744 A 42].47].075 +0000 UTC
StartTimestamp: 2023-08-28 10:44:47.451471676 +00 poos tpp 2023708728 10:44:57.452285718 #0000 re
Timestamp: 2023-08-28 10:44:57.452285718 +0000 UY o . 0.oo0000

Value: 1.000000 Min: 0.000000

Max: 0.000000

ExplicitBounds #0: 0.000000

ExplicitBounds #1: 10000.000000

Buckets #0, Count: 0

Buckets #1, Count: 0

Buckets #2, Count: 0

24 | HI0|El[o] 2HLHA



3.2.4. BL|E{Z AH X2| 2™
HOIEO|HM M&E HO|EH = ZLE{Z! MHOIM LHEMO Z J13 |0 KT A0f HZHEIL|CY.
"${ZL|E{Z A HX| C|2E{2]|}/config/otel-oc-rules” C|EE2|0|= AnyAPI AIO|E0|2| H|EE! H|0|E{E

X2fshs yalo] HYE0] A2H, 0] M2 key/value HAIQZ HOIELILE keyoll= ZLIEZE MHOM ALESH=
HE2] 0| 0| X[FE|H, valuedi= dHE HIERIS XM2|5t7| ?|eh et A4l M-It Y EL|C,

« apache-skywalking-apm-bin » config » otel-oc-rules

~
al
|

= ! anyapi_endpoint W7
I anyapi_instance 287
o+ : - =l
! anyapi_service 3 27
* I\ apache_instance 2H7
# |filter: "( tags -> tags.'provider.type' == 'anyapi' }" # The OpenTelemstry job name
expSuffix: endpoint( ['service.name'], ['anyapi.route'] , Layer.GENERAL)
metricPrefix: anyapi_ endpoint
hlet.ri csRules:
# total
| - name: success_rate
exp: "hr.r.pw_server_auccess_rat.e.su.m(['service.name', ‘anyapi.route','type']).tag({tags -> if (taga['type'] == 'sum') {tags|

- name: requestcs
exp: http server total requests.sum(['service.name','anyapi.route']) .downsampling (SUM)

- name: requests method
exp: http_server_total_requests.sum(['service.name','anyapi.route','http.method']).downsampling (SUM)

- hame: reqguests _per min
exp: http server total regquests.sum(['service.name','anyapi.route']).downsampling(SUM PER MIN)

- name: responses_status_code
exp: http server_ duration_count.sum((['service.name','anyapi.route’,'http.status code']).downsampling (5UM)

AIO|ESIOI0| A #=41El TIO|E{ = HIEL EIOIHE 7|EL2 EFE|L, 0| F 7|He 2 ZLEZ M LR
M E2! HI0|H 2 Y2 =|0f MZEELILE o|= O] HIO[EE &&dH ZLET X|BE Z25t7Lt 2ME £ ASLICE

http. total ts J i 2 g i
[ Pt S requests_per_min’ metric A1
4[ tag1: anyapi route(a1_/testD_post_s1) ] 1 ‘E‘%Cﬂ 0| |:|.||§—_;§1|g| ;u'at0| ':F'l ?:ll'El::I

—

—[ tag2: poolName(default)
4( tag3: userKey(2122223758)

—

metricsRules:
# total

3.3. /0| Egjjo] M A

3.3.1. EZ{|0|A M of|A|

AIO|ESIO|0iA E2{|0|A H|O|E & &5t HE5H| ?let B oAl= St ZELICH

3. "LIEE | 25



"monitoring": {
"trace": {
"enable": "false",
"option": {
"fileEnable": "false",
"fileName": "${HOSTNAME}_ trace_log",
"path": "/home/gateway/gateway21/trace/${NODENAME}",
"rotateParam": "10 M",
"rotateFileNum": "10",
"interval":"3000",
"flush_buffer_size": "32",
"endpoint": [
"192.168.15.185:11800"
15
"includeBody": "false",
"encryptEnable": "true",
"filter": {
"response4XX": "true",
"response5XX": "true",
"latencyOver": "300",
"IncludePath": "/abc", "/hello",

}
}
}
}
a5 Et 49
trace.enable string Ez|0|A HIO|HE MY o{ LTt
o true: 4%t
- false: M-dotX| gt=
trace.option.interval string AWME gRPCE S$&ESH= F7|LICH (BHl: ms)
trace.option.flush_buffer_size  string AWME HS= HIHO 37|YLC.
trace.option.endpoint list<string> gRPCE £ ZL|HE MHO| A=EZQIE
2|AEQILICY. (failoveres XIASHK| S
trace.option.includeBody string HTTP 2&(body) HIO|E{E E&{|0|A £d0f ZEEX|
HelLct.
o true: ZLatet
o false: LeISHX| 4=
trace.option.encryptEnable string 2&(body) HIO|EHE L=3t510d MELX| {2 LICE

o true: Y= 3tst

o false: 4= 3Io1X| e
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og

=
=

trace.option.filter.response4xX

trace.option.filter.response5xX

trace.option.filter.latencyOver
trace.option.filter.IncludePath

trace.option.fileEnable

trace.option.fileName
trace.option.path
trace.option.rotateParam

trace.option.rotateFileNum

Eted

string

string

string
vector<string>

string

string
string
string

string

uw

HTTP 4XX 8& ZE
o LIt

CE Egjo[A0f ZeteX|
o true: ekt
- false: TBSHX| &S

HTTP 5XX S&
=L,

TIEE Egfo|A0f ZEtetX|

o true; Zetst

o false: T&SIX| %2
Eglo|Ad Eotet Q| £[A X|H A|ZHAL|CE,
EZo|A O|o|H =F CHAO| &= 2%

E2fo]A 21 C|0[E{E MY = MY X| o FYLICE,

o true: MU= X&et

o false: IYZ N ESHK| A4S
Egjjoja 21 mAo| o| EALILCE
Egjlo|A 23 o0l MEE|= ClaEz| ZEL|CE
TH Egjo|A 21 mpo| X[ 37| JLCE

Hig E

Ezfjo]A 21 oA of A[ch Ji4=iL|Ct.

3.3.2. HIEZ| dH oAl
AO|Egol0|A HIER| HO|HE &St M&sHY| ot BH oA = Ct32t 2&LCh
"monitoring": {
"stat": {
"enable":"true",
"option":{
"endpoint":["192.168.15.130:4317"],
"histogram_explicit_bounds":["0", "10000"],
"interval":"4000"
}
}
}
= Etel gy
stat.enable string HEZ HIO|HE WX LT}
o true: A AMst

o false: MMSIX| %S
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og

= Ete) a9
stat.option.endpoint list<string> gRPCE &$&Y ZL|EZ MHO| AIEZQIE B[AEQILICE

stat.option.histogram_explicit_b list<string>  Histogram HE2I9| 27t ZAA|gt 2|AEQIL|Ct, (x= #7t
ounds A4%)

stat.option.interval string HEz2 Ho[HE &&5h= F7|LCth.

3.4. BPL|E{Z Kafka H

7|Z AnyAPI A|[0|E¢J|0|= EL|E{Z! C|0|EE A DL|E{Z AHE HM&SL|CE 0] BhAlS AA|ZHT|0[E 2Hol0]
7tStLL, HIERIR E= M Zol Al CIOJE |4 20| AELICH.

O|E Hat5t7| 91l KafkaS &&¢r QYA C|O|E E XS TSI, HI0|E &4 glo] eFgXel M2|E
Xl &gt

Kafka & 2H24loflx

=712 2 | B2 M 2|0|= HAIX| E2H HE9| Kafka 2274, AnyAPI AH|0| E 0|2}
Kafka Zte| T2 EZ Hetg Cf

&sh= OpenTelemetry Collector7t £7t2 ¥t |Ct,

+ Kafka
=M AER|Y ESHEZEOE (HHE 0| E MA|ZICE &7, M&, Me[eL|Ct ojuf 1d s, &,
LHZEMH S NH3sto] H|O|EE w2 QPN o Z MAptLCE,

Kafka= Producer?t E& EZIOZ O|0|E{E EL{11 Consumer?} O|E £AI8tE 21X E SXIetL|Ct. o2
HE2HZE FHE SHAEILHO|HE 24 HESIH, 2 ET2 o7 ﬂfEl*d_ LI X HIAIX| =M E
HEPILICH ESHOHOIHE 2] MHO| S|S0 A|AE! ZOH Alof| = &A1 X[ giL|Ct,

* OpenTelemetry Collector

FEAE MH[A0M T E HHEZ| CIO|HE SL0IM Mot MLt

Ty 24 MY

Receiver ClO|Ef AAE HO|StH OTLP, Jaeger, Prometheus, Zipkin S Cist g
X|ghct

Processor =T Z Co|E E 2EZ, MET, HiX| X2, HetgtL|oh ol E 20 §EF =21 He|Lt
HEz2 A} 75 IEL

Exporter X 2|l H|0|E{ £ Jaeger, Prometheus, Elasticsearch, AWS X-Ray S 5t= dioll=

A|AEOZ MABH|C}H
Extension 15, 24, BELHE & FIt 7|5E M3t
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CHE2 Kafka A& Al ZLIEE HO|E{7 ME| & MR = 2 LT,

AnyAPI H|O|E<IO|
! (OTLP)
OTEL Collector (Producer EE)
! (Kafka Z2EZE)
Kafka
! (Kafka Z2EE)
OTEL Collector (Consumer EE)
! (OTLP Exporter)
DL A

1. AnyAPI A|IO|E¢J|0|= HEZ|, E2||0|A S EL|EY H|0|E{E OTLP(OpenTelemetry Protocol) @AIQ2
OTEL Collector0i] &L C}.

2. OTEL Collector(Producer 2 E)

=A% GO|EE Kafka Z2EZ=Z H2t5t0] Kafka E=2 7101 TS LTt
Of 2ol M EER, Het, &= XS

1% r|r

3. Kafka= HIO|E{E QP8 o2 MFst1, t7| 52! OTEL Collector2 MEYLICL &2 A2t O|0| A
XM2|Zo = olo[E fAS XL

4. OTEL Collector(Consumer 2E)&= KafkaO| A HIO|E{E BH0f OTLP "@AIOZ CHA| HEISH = OTLP
ExporterE Edl| 2|F ZL|HZ MHE MESELICE

5. ZLHE M= +TE HI0[EHE &AZt 2 XM2[5t1, THAIEE 8l &E A|A-ES Sl 2 XA AlZtetE
HEE ®MIgct

3.4.2. 84H diy

DLIEE Kafka HS2 ?IsH Kafkall OpenTelemetryZ} H|O{O|E 2HZ0|Lt =7 S 7HAtet S E 0| A X|=|0f
A0{0F ghL|Ct, st HE Hoj| M EZIE "sfm-anyapi-metric" ELl1 E|0|AE "sfm-anyapi-trace" EES
Kafkaoll At SE6Hof L|Ct.

OpenTelemetry Collector 23 M2 Ezf|o|A2t HEZ HIO|HE =& X XN2|et F| KafkaZ TESH7LL,
KafkaOll M 2o} 2| T SMX| 2 M= YAS HolgtL|Ct

3.4.2.1. otel-collector-producer-config.yaml

CHS 2 OpenTelemetry Collector(Producer 2 =)7} C|O|E{E £=ZXl8l Kafka2 & ot= MH O A|LICH

receivers:
otlp:
protocols:
grpc: anyapi_gw:4317

exporters:
kafka/traces:
brokers: [kafka:9092]
topic: "sfm-anyapi-trace"
encoding: "otlp_proto"
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kafka/metrics:

brokers: [kafka:9092]
topic: "sfm-anyapi-metric"
encoding: "otlp_proto"
processors:
batch:
service:
pipelines:
traces:
receivers: [otlp]
processors: [batch]
exporters: [kafka/traces]
metrics:
receivers: [otlp]
processors: [batch]
exporters: [kafka/metrics]
* receivers

OpenTelemetry Collector?} H|O|E{E
E di- odsi2 'ﬂ-u |:_|..

SLEE H0|E

=2 C- =22

g

=
=

otlp.protocols.grpc

exporters

OpenTelemetry Collector? receiversOllA 22 C|O|E{E IHI7tS5I0 X|HEl AEZIER

gLt

R

kafka/traces.brokers

kafka/traces.topic

kafka/traces.encoding

kafka/metrics.brokers

30 | HlO|Esllo0] 2HLHA

Ol Al0| M= "kafka:9092" 2 K| M 5t0] Kafka E2{AEQt A

HEAI

x~
o=

2ABH= 2 HO|stH, AnyAPI A[O|ELf0[0fl A H

&t

ux
od

a
ez g

B

mjo

I.

0|'

(o]

E&|0]A HIO[EE =2

N

1
i

A

M&ot

rir

o
=

=13
=

dH
=]

Im nx

A

—

2llo|]A HO|E &

0P>

o Kafka E27 FALICH

Ol Al0| M= "kafka:9092"2 X|H5t Kafka 22| AEQF HZASIL|C.

E2||0|A HIO[HE & Kafka EX 0| S YILILCY.

OlAIOl M = "sfm-anyapi-trace"2t= EE S AHREL|CE,

25
S =2

E2f|o|A H|0|E{E KafkaZ ™

]

C| d
at o | gkAlo

M At 2 YAYLICE

o

oAl M= OTLP

HEZ HO|HE TS

ZEZ g4(otlp_proto)2 AH2EtLICE,

(=13 XA
=

4

Kafka E27{ =AQIL|C}.

Z2gLct

o



st=2
o=

nx
od

kafka/metrics.topic

OAl0M = "sfm-anyapi-metric"2t= E

kafka/metrics.encoding HE2! H|0|E{E C|0|E{E KafkaZ &S mf At2T Q1T E
o

ol A0l M =

* processors

OpenTelemetry Collector?| receiversoi|A] =21

HSts JS Lo

s My
batch IR |
MY o=
HER3
SrLICt,
* service

o

gyste oy 71, TH Mol 2FS ZetelLc)

OpenTelemetry Collector®| MA| S%f2 H 2|5t

o=

0ot

=2 M
= o

=
pipelines.traces.receivers EZ0|A OO|E{E 415

pipelines.traces.processors
pipelines.traces.exporters
pipelines.metrics.receivers
pipelines.metrics.processors

pipelines.metrics.exporters

3.4.2.2. otel-collector-consumer.yaml

CHS2 OpenTelemetry Collector(Consumer 2 E)0 A Kafka2 2 E H|0|HE 2ot ZL|IEHE MHE MEsH=

EF o ALt

receivers:
kafka/traces:
brokers: [kafka:9092]
topic: "sfm-anyapi-trace"
encoding: "otlp_proto"

¢t C|O|E{E exportersZ M&E

© o

b
R m

x| 42l 4 A2 Collector7t A

HEZ| H0|HE M4E Kafka £ 0|2 QIL|Ct,

oS ARERILICH

o

OTLP ZZEE Y4l(otlp_proto)2 AFEEILICE

o Cllo|E{E FX2[StALE

2

E 2F M= 2 i TRl2 |0 ME2|5k| #fet
Ch HIOIHE €& Me|ote TE 952 2| XefotH,
S 0|1 HF HIOIHE 28XC2 Mg + AES

g mo|zatel,

= receivers &=2QIL|C}.

Ezf|o|A H|O|E{0f]| HEE processors &= IL|Ct.
E2|0|A O|0|E{E M&E exporters &S L|CL,

HEE HI0[EE =

HJI

£ M8H= receivers =2 QILICE

HE2! o|o|E{0]| MEE processors H=IL|CE.

HEz2! HO|HE M&Y exporters YFILICE

[e]

—
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kafka/metrics:
brokers: [kafka:9092]
topic: "sfm-anyapi-metric"
encoding: "otlp_proto"

processors:
batch:

exporters:
otlp:
endpoint: oap:11800
tls:
insecure: false
debug:
verbosity: detailed

service:
pipelines:

traces:
receivers: [kafka/traces]
processors: [batch]
exporters: [debug, otlp]

metrics:
receivers: [kafka/metrics]
processors: [batch]
exporters: [debug, otlp]

* receivers

Kafka H27{7} T& S CIO[E E S48t ets LIt

s 49

kafka/traces.brokers E3|0|A O|O|E{E AT Kafka E27{9| A= X IEQILICY,
kafka/traces.topic E3|0|A H|O|HE 4l Kafka EZL|CE
kafka/traces.encoding E0|A HIO|HE AT AL T QIR Y HAIQILICE
kafka/metrics.brokers HE2] H0|E{E £AIEt Kafka E2H| A=FQAEQIL|CE,
kafka/metrics.topic H E2] HI0|HE =41 Kafka ELL|CE.
kafka/metrics.encoding HEZ HIOIHE A o ALEE QIR HAIL|CE

* processors

OpenTelemetry Collector®| receiversOllA| =415t H|O|E{E exportersE H&E Ml G|O|E & MK 2[stALt
Hdsh=s g S SLCh

- ==

g L

batch SIS BI0EIS UH AZHEE A T4 EHRIZ S0l H2(ot| gt
M $2LICE HO[EIS L K2lsto] M 458 AT stelD,
HEYT XHS F0|D Ch CHI0lEIS ZEHOR MY + YEE
gLiCk,
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* exporters

Kafka EEHZEE ¢

o0

=

-
otlp.endpoint
otlp.tls

debug

service

OpenTelemetry Collector2| T |
ot =7 Jls, T Mo 2

og

=
-
pipelines.traces.receivers

pipelines.traces.processors

pipelines.traces.exporters

pipelines.metrics.receivers
pipelines.metrics.processors

pipelines.metrics.exporters

A5 H|0|E{E SFM ZLIE{Z/(OAP MH)Q & MAst= HEt

u

CIOIHE ®&

ot
o
4
>
>
m
10
-
B>
o
-
ful

CIOJE & Al TLSS| X & o F LTt

Hiole T4 g E2k= 29| YA +ZYLICE.
SS "olsts A4l #4 242 Collector?t &g mo| 2ol

ZofetLlct

A

0g

=
E2{|0|A H|O|E{E £ 48t receivers S QILICE.

E2f|o|A H|O|E{0f]| M8 processors &S IL|C},

E2||0|A H|O|E{E M&E exporters 25 IL|C
Ol Al0[ A AH| CllolE =

otlpE Sl M4E|1, debuge CIHA 2
AFELICE

HEZ H|0|E & £2I5t= receivers 2= ILICE

HE2| Hlo|E{0fl 8% processors =LY,

HEz2! H0|EE H&E exporters SH2QIL|C},

Ol Alofl M &R EllOIE = otlpE Soll E&E[1, debugs CIHZ 82
AFEELICE
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A SSL 22I0|AER 0| M HZES oiF| Al 2Lt
ZX|Ar openssl s_client 3ES AFE3H0 SSL QIS M7t SHIEX| &hQlgfL(Ct.

openssl s_client -connect IP:port

A.2. GatewayAPIAuthenticationFailException

i EE= B2 20| LiEXLE EZQ fR7(et0] X|%tS o ZgLICt.

rde
re
m
ng
ro
ol
2
nx

=

[P
>t
>
09t
Hm
riu
=l
0
for
rot
Ral
Jot
ro
oo
-
Iul

ol S2l0|MEJ SHIZ HEZ S

rdo

=
=
SHIE 22 HAER SESIU=X] SQIFLICE

el
2
>
og

HE 22 S ESIUCIH AdminQZRE] &t BiE 7L E[A=X| 2feldta,

ato 2
2729| "[ParsingRule] regex match" 218 2150 M|CHE H|wE|=X| QlgtL|Ct,

A.4. GatewayEndpointNotExistException

#el 2REIS o= M7t ZXHSHX| Q42 uf ErAigtL|Ct,
ZX|Aret BHOlE A7} MICHE SEFSH=X| 2HQlstn, 23 Aol A failoverZt YA =X| StQIgtL|Ct,

A.5. GatewaySslInitFailException
2ol SSLelEMel £7|5t8 M uf LasgL|ct
EX AR QIE Mol A2 U HIUHB I OH=X| Sholphct
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A.6. SSL unknown error

el SSL ME{(AHIO|Efl|ol)0ll A LMot o2 =2, HRE SSL RS & 2 LHELICE (M: https
ZEO http %)

ZXIAE https 288 SUI27| =X 22H0|1E RNS SOl

A.7. Invalid HTTP method

gl HTTPS THAE mff Ast= ofl2{ L|Ct.
ZEX|Ab HTTP 2 HIAIX| 7} Metstx| 2HQIEtL|CE. error messages AlA| 0217} & AiSH HA|X|E

2} |
E33IH error location2 I ZH|7t 2ot 9| XS ZEiL|CE
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