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AH|Z RolePermission?| implies(Permission p) M2 =0 s 2HE| =0 implies() HIAE7t trueE
2|E15tH RolePermissionO| Role "R"g AISHL, falseE 2|EH6HH QPA|SHA| Qb=Ct. 2t MR BR0l=
Principal "user1"0| Role "R"0fl Z&E[X[2, =Xto| A0 XEE(X| @=Lt Z22 =27} Role "R"2}
Resource "jndi" AtO|Of| = & EICE.

Permission0f| CH$t XtM|3H LI 2 Java SE JavaDocOll A java.security.Permission 22&

() At

o

o [y —]

, 58 Z510| M2 PermissionO| Role = ResourceE AISIES 2HS 4= QUCL 0| S0 SX ¢
OHEE O|&3HA Principal "user1"0| &5 A|ZHOA|RE] 5A]) ST Role "R"0l| e[ H| Lo 4 QUCE O|=
MZ& RolePermission A2 22| A(0[5} TimeConstrainedRolePermisson)E 4-45t1, implies() HIAE
LHOHl A AlZF H|fap 2tAEl FEDF 2 SHH EICH

flel YEE HE o= SHQI tiHE 5tz 2F| 0{2{2 20| otL|Ct. THX| implies() Hl~=9| F1¢
E

O£ 27 1A 3022| Role2t 27 10A| 3022| Roleg E7| HIZtLY,

Time: 01:30am Re
- , source
- .-"f __h"“-m.\ r e i !
Y . [ Indi ]
¢ '\-. i . !
Principal [ wow . Action .'
“user1” lk —— f.'l \. C“lookup” -
\\ \‘-\-\_________.'z
not X e _-F-""j/ II"I"IFIII
|mp|| 5 owns

TimeConstrained
RolePermission
Name:R
Actions: 09am-05pm

ResourcePermission

Q7 1A 3029| Role

27 10A| 3022| RoleOf|AM EX0] 2F 1A 3020i= Principal "user1"2 Role "R"2| %0 giCt.
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Time: 10:30am

L9

- - Resource

i ——, [l hl

N D ndie
¢ % \ . |I
Principal [ Role “R" ﬁ'I . Action J
“user1” ole .' “ Clookup” -
LY ))l' \‘-\- ) 7
implie impli
owns owns

TimeConstrained
RolePermission
Name:R
Actions: 09am-05pm

ResourcePermission

2% 10A| 3022| Role

TimeConstrainedRolePermission2 & 7tX| 22l Name2t ActionsE 7HX| 11 QIC. Name Target Role?
0|2l "R"0|11, Actions= &t AIZHOARE] 5A|THX)2 LIEIL D QICH Namezt Actions= CHE 22
java.security.Permission 7+3 AL HLEZ MAHEICE

7|2X¢Q! Permission-Based D& ut= Hr 2 Mot 20 A|ARINA 2= Permission CHS 374X ZHE| 12
0| StLtof| &3t

=2 Ad
Excluded S35 8T PermissionOf CHSH 8{7+S 7H&! 4= giCt.
Permission
0|2 Resource "RSC"0f| CHEE M 22 Excluded Permission@ =2 MHERULCIH OfF =
Resource "RSC"0| E2& £ eiA| EICt,
Excluded Permission2 Unchecked Permission=LCt SMa2|7} =Lt
Unchecked L3t s PermissionOf| CHet 5171 7+ £ QILCt.
Permission
0| 2 Resource "RSC"0f| CHd Unchecked PermissionO| A& |0 QICHH, Roled|
A2He10| =Lt Resource "RSC"0H| M2t &= QUA| =Lt
Unchecked Permission2 Excluded Permission2Ct %2 2Ma2|E 7tX|Lt, Checked
Permission2LCt £2 M= E 7HEICH
Checked E7H PrincipalO|Lt Roled|2t 5{7tEl Permission@ 2 X|Z27HX| A& AHEt PermissionO|
Permission o4 710]| s{{=totCt,

ofofl chgt R 7HX| oM S 2 ChEoll o A 2L}

JEUS ot A AEIO|A 2E Permission IHES2 jeus.security.base.PermissionMap 22{AE T35t
22 A0|Ct PermissionMap Z2iA = CHA| jeus.security.base.Policy 22 A0 ZEHEICE

Policy= 27tX| ZF2| PermissionMap2 7+X| 11 QIC}.

* Principal-to-Role Map(Role Policy0)
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* Role-to-Resource Map(Resource Policy)

£2 22 Principal-to-Role DHZ 1} Role-to-Resource DHE S LIEFHCE, ZH PermissionMap2 CHA| 2101 A
AZ st 374X ZF(Excluded, Unchecked, Ckecked)2| Permission=& E&tst11 ULt Checked

Permission2| Z<S Permission2t RolePermissionMap2 PrincipalO|Lt RoleS ODWHZ ZEtE[0] Ql1,
Policy2t ResourcePermissionMap Context ID(# ot M3 7t YojLt= HYE LIEHHCHE Salf 2= QUCE

CHS2 Policy@t PermissionMap2| UML C}0|0

TS LIEPHCY,

efResourcePolicy)

Policy Permissionhap
I
(fram baze)
(fiafm bage) o oy
— ] ®checkPemissiond
ByeiRalePalicy) SgetexcudedPemmissions(

ScheckPermission)

context jd

:getﬁasnumepnlimdsﬂ W SaetCheckedPermissions)

FgetUncheckedPermissions()

String /\ Permission
{irem security)

Policy®t PermissionMap2| UML Cto|0{ 224

O] oM 1get LHEO| 2 O E 0| 2OF=|0] ALY,

rsource policy SaddPermizsion)
K ®removePermission))
T . wner
o S unchecked parmissions
Principal ey
(Trom Sacury )
Checked pe A EXL.

policy

Principal-to-role PermissionMap

Role-to-rescurce PermissicnMap. Context id - A

Role-to-resource PermissionMap. Context id - B

Excluded Permizsions

RolePermissions

T
Administrator )
_,_o—""‘d

Excluded Permissions

ResourcePermissions

=

Excluded Permissions

ResourcePermissicns

Unchecked Permissions

RolePermissions

T
Qstomer )
——

Unchecked Permissions

ResourcePermissicns

—
@I:Iooku;l)

Unchecked Permissions

ResourcePermissicns

Checked Permizsions

RolePermissions

Chwers

__ - —
user] --@inistratur)
_—-'_'__d-

et
Q‘nplwee )
_,_o—")-)

Checked Permissions

Checked Permissions

RolePermissions

-
@mini stratEQ

Cenplome >

ResourcePermissions
QNDI:m D@
¢ INDHookup
{:__JEU s:bu—uD

ResourcePermissions
¢ INDEm Ddif_}r)
CJ:I\E}I:IDDEJ?‘)

. i

C: _]E_UED;;D

RolePermissions

T
@m ini stratEQ

Cenploee

St Principal-to-Role Mapzt 27H2| Role-to-Resource= 7+%l Policy Ol |
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SH Policy= St Principal-to-Role Map(Z = Atghat 2t2E9| Context ID7} "A"2t "B"Q! 2712| Role to-
Resource Map2 Z&tetn QICt, 37X PermissionMap2 CHS 1t 22 Permission set2 7tX| 1 /Lt

¢ Excluded Permissions
¢ Unchecked Permissions

* Checked Permissions
HEA LHQ| EFRI2 NameDt ActionS 7HXl A X| Permission QIAEIA(Name: Action)S LIEFLH T QLCt,

Context ID7} "A"0| 11, PrincipalO| "user1"¢l Subject?} "JNDI"0l EZ28H A "modify"2t= HM S AAst
HCED JPERE o 2t "user1"2 §dh= AM S Ml = JUSP

ot R0 A|A”2 O] 27 A S TS0 Z2 Ao = E0{Lizict

—_

. O|20] "JNDI"0| ! M0 "modify"2! MZ2 ResourcePermission(RSP)S AMAlsirt,
2. RSPE Context ID "A"2t Principal "user1"2t &7 PolicyOf '=AHZICE,

3. Context ID "A"0f| CH$t Role-to-ResourcePermissionMapO©| PolicyOf|A] MEH EIC},

4

. Policy= PermissionMap "A"2| Excluded Permissiond| RSP7t Zte|=X| |3 $ICH A3 22t RSP=
Excluded PermissionO| OfL|C},

5. Policy= PermissionMap "A"2| Unchecked Permission0fl RSP7t Z&tE|=X| M3 BHCE M3 Z1f RSP
=Unchecked PermissionO| OfL|C},

6. Policy= PermissionMap "A"2| Checked Permission0f| RSP7} X &tz| =X| H|3BICE K3 A1t RSP=
Checked Permission &0i| StLIO|C},

7. Policy= RSPE 2 AISh= Permission®| ARXAHE 2OMHLE, "Administrator"2t £2|= Role0| HIZ2
2R XHO|CE,

8. Policy= "Administrator"2h= 0| &2 7I%! RolePermission(RLP)S 4 -&$tCt.
9. Policy= Principal-to-RolePermissionMap2 7HLH 2L}

10. Policy= Principal-to-RolePermission2| Excluded Permission0] Z2tE|=X| M3 StCL M3 Aot RLP=
Excluded PermissionO|Ct.

11. Policy= "Administrator"2h= RoleO| Excluded Permission0|2 2 7 HI2& 4 QiCt=s 22
UL}, WEkM, TA| et A2 282 ZZ2 51, "DENIED"2H= Zut7t 2| It

o

THE

"user1"0| "Administrator" Roled| OHZ &[0 AU X|Tt, "Administrator" RolePermission0| Excluded
Permission0|2 2 "user1"g X &tst =31 "Administrator" Roled|| H 2t &= giA| =ICt, 0]= Excluded
PermissionO| Unchecked Permission2t Checked Permission2Ct Ma2|7t =7| tj20|C}.

IolM BESH T2 Xt2 Xt2 2HE S Wetot 2H LS e A2 2el7F o Z A E22X] &+ S Ao|Ct

Principal Operation Context Outcome
user1 JNDI:lookup A GRANTED
user1 JNDI:modify A DENIED
user1 JEUS:boot A DENIED
user1 JEUS:boot B GRANTED
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Principal Operation Context Outcome
Anonymous JNDI:lookup A GRANTED
Anonymous JNDI:lookup B DENIED
Anonymous JEUS:boot A DENIED
Anonymous JEUS:boot B DENIED

PIELY Of 2] HA)E ZASHH MAEDS| Ml e= M

If

!

= Hotnt 2t El O|HIE(QIS Al
s 7

HtO = Sh= ThohA|Rt RAETE ot A HFHLIES ST 2= BiL.
tO|#IE) O|HIE = D|2| SEE O

1.4.5. A|H|A 2} SPI

Ot AIABIOA AR Ot 7|52 TS s SeHAS My A2t Bt
204, HESIY, 7IENS RIZots SPIE Teist 2ahAo|ct,

I
>
=s)
[>
rir
am
0
HL
e
N
or
o
Ol
rH
rot

St7| 9|8 SPI Se{AE

mjo
4
re

SPI= jeus.security.spi TH7|X|0f| ZEH=[0] = =4 SejA0|CH HAE Het 7|5
CHESHA| 2Hatstn foie 4= QUCH SPIE 2Hatot M E Z2fA T} HEZ AMH|AO|CE,

HOob A| AR M Mu|A AR A= 24240] EF Hot 7|53 MSots SEEQ 22 2t 2L 55
MH|AE OHE SPIE Eol'le oF7| TiZ0fl MH|A ZH9] 0= F Q|E Y2 EMSILE. MH|AE X7|21517| 2|3
S E MH|AE= "key-value"2 O| 0Tl of Yo £47i= A=t Ol={et HIo|HE 27 IS AE3HM

MENE == ALt

HE MH|AE MEHALROZ JEUS 22| A|ABIY E0Sh JIMX Bean2 &2[SH7| & BtCt JMX MBean2 EE
Service.getMBeanInfo() HIAEZ2E 2[EHEE2 MBeanInfoE 7|82 MM EICH

ot B E MH[A = M M(created)t 2 (destroyed) AEE 74X 1D ULt O] = AEH Z2te] T™O|= create()2t
destroy()7t 221% of YMSICE O] HAEE SESHH MA| =4 HAEQ! doCreate()2t doDestroy() HIAE7t
SEECH O] FH HAESE MH|A ME S| A0M FHE =0, MEIAE X£7|2t5t0 MH|AE HE|St= Y2

=1
etct.

H
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create()/doCreate()

destroyed created

destroy()/doDestroy()
MH|AQ| 27FX] AN

CIS2 jeus.security.spi I{7|X|0f| ZEHE|0] QU= CHASH SPI 22 AL MH|A Z2{AS S SeiA CHo|o|IHS
AR Ho{F1 QUCE

HEFJO| MH|A QA AE Securitylnstaller 842 & Z2H A0 2f3lf M EICt E&5HA| SecuritylnstallerE
THBICIH MH[AS T2 40| M 2 WMoz 2 ECHAMSHA 2| JX|2H O K5t HushA| MH|AS

M HSt= WOl QUL MH|A SeHAHN £HUE EF 4% T MEsH 10 DU RE 47 HEE 20150
MH|A QIABAS OES 1 X 7|9tsh= 2 O0|Ct. C|EE Securitylnstaller 191 224 = 2Xte| HI2HS
TQSIROOE &1 QAP WHOR MH|AS HOt A|AHI0| 3718 4= UL},

ohS AFEE Wiofl= MH| AL SPI O |HINE 25 O3l et

rn
H>
Of
™
C
[Va]
HT
e
>
|>
oz
N
or
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1.4.6. 0|2l

HOot =H|Ql(Security Domain)2 EQt AH|A QAR A Elgto|2} g 4= QUL SLI| H ot A|ARI0)| 0f2] 71|
Cojelo] SAl0 S 4 UCH =l JHE 2| A= M2 CHE 0 E2|H|0|M0|Lt JEUS ME A|ARIO| 22}
H o Hot MH|AS MESIHEE 6= o /UL HQl2 2ot MH|AS ZF o Z2|A|0|MEZ 22|8t= &S SiCt.
o€ S0{M JEUS A|AEITL ALES 2 ALH JEUSTH AFESH= EMIQIS
SYSTEM_DOMAINO|2t11 BtC}, O] |12 JEUSE 2t2|8t= O AF235H= Subject?t PolicyE E g6t QIC
SYSTEM_DOMAINO| NHE BE = CHRe £ = "administrator'2t= Q! Subjectdl] CHSE AF2XL HEE
M 2 AS Zo|C

—_

I CHE 4o M|l 2 deployEl £H Jakarta EE OHZ2|A|0| MM TH ALE rE EIHI?J% Y =+ ULCL 0|2
APP_DOMAINO|Z2} $tCt, APP_DOMAINE "administrator"2t= AF2X HES
"administrator"2t= PermissionO| CtEC}, EE$F CH|QIE 2 Repository HFHLIES CHEH| MHE 4 QUL
7t SYSTEM_DOMAINO| AHEXt HEHE XML Dol X &st=0| Btsf, APP_DOMAINS & AHX|0f| Y=
CllO[E{H|O| AE AFESHA] SubjectOl] CHSE AFE AL HO|E {1 MEE A 4 QUL

CHE2 =oel 7HE S 21 Ct

f_,-"-ﬁ-‘_ _\-H""x ,-"-"— _-\-H—\"""-
{ JEUS \ / J2EE \‘\I
'.\\ System . Application /__.-'
\“ah » v \H&_ -
Domain Domain
SYSTEM_DOMAIN APP_DOMAIN

XML il
with Us:r Database with
data Application

Users

CHZ o Z2|AH|0| M1} CHE Subject RepositoryE AtEst 2742| = 0|0l

TS EEE HEEX| R = ME{AFZO|Ct, Ttef Ools B2 ANSIK| =CtH SYSTEM_DOMAINO|
AHEEICH
CHQIHE IE HEXIZ A1 " DOMAIN"CZ ZLH= 20| HE0|C 0|Z2 HIEA|
X|HOf £l = 2 OtL| 1 FHE|= HHHO|CH AOE 0] EMO|A TmQlojzt a2 2& ot
! THQIS 2stE Zdo|Ct, HoF =HQI2 Jakarta EE At =O[QInt= ARIQl= HIl9|
7H'EolCk.
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CtSot 20| JEUSE 7|2XM O 2 SYSTEM_DOMAINZt SHARED_DOMAIN 27H2| =H|91S AF2SICL,
+ SYSTEM_DOMAIN
BZE 2| E2 AH85IH JEUS MHE 2t2[6t= Ol AL L= ZHQICE 7|S1 BEH2 JEUS MHE 2E[st=
"administrator" A= 1t Permissions E &St QUL 7| 2XM O Z = Jakarta EE OHE2|H|0|ME O] EHQIS
ArESHH M E Sl HE 7tSSIot.
+ SHARED_DOMAIN

Ct. k2,
Z3stn QUo{0F strt.

OHEEIZ|0] M0l| JEUS Al ARO[ A QL CHE 2 oF MH|A S AESHAE B9l =H|2lS M-85t domain.xmlof ol g
x

LHES Z0] 0{0F oiCh. Hot rf|Qlo] Wy Bl AH2 Zof A|AH 2FHE

2oz dsut Hot2 et Etedo| CHao|Ct, Hoto] Zste|H 50| BoiX|= Fo| 7| WZ20] 2ot
A|ARIO| 7tMof ot EF I EEE= FEk ALt 20 452 &S ZHOIH 2 YR E4of| w2t
geldez dgstrt.

= ZojlME= 2oF A|ARS AFESHHE A JEUS MH Aol O|X|= d52l FLHS 2|4t 7= Yy dFotrt

+ JEUS =H[210f|A Secured Connection2 AI2d}X| Q=L

Secured Connection Y&t 470 25 otEl T3S B0 AFESHA| EICEH OB 2 Y8t A% E4
ECHH B2 HI0|HE HMESH &0 HIEYIE 0| ALESHA| =ICT.

o 2

L

JEUS =0|210f| M= Secured Connection2 AFESHA| RAEE St= A0| M52 SFAAIZICH
+ JEUS SecurityManagerE A231X| gf=C

SecurityManagers AtE5HX| M 2L Qo AMS ;K| QA EICH SecurityS AHESHA| §h=Ct=
742 Authorization2 AF28IX| € E t= o|0|0|CHAuthentication2 BHEA| AFESH{OF BHCH,

* Non Blocking I/0E At2%ict,

Non-Blocking I/OE At&%I0] HIERIZ 2 £ 4= Z2IC} Non Iocklng [/O= HERAE S3tH
/07t 2dst o C}3 [/07t YMst7|E 7|Ct2| = E5(Block) eiah2 el Z0|Ct

wttAf 2t HMOtC1/0S 9I3t Thread?7t 22 L RSHX| 97| W20 CPU AHZZHO|LE FDO| 4= S|
EICt Non Blocking I/O= JEUSOIAM 7|20 2 AHE3stal QICt J2{2 2 Blocking /OELH =2 M52 WL}
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. Fod A|AEI IJAQ|E S MABIC},

« JEUS 29t =H|2I0| M Secured ConnectionZ AFE3ICE

HEL 3 E2Qt MH|A T} Secured Connection(25 SSL/TLSZ E3 &= HUM)S 0|82 MHSICE Of
MY BN @177t HEYIE THStD QUCH7 2IZst HEE JH7t= AUS WX|St= Zi0|CL CIEE
HEQ3 MH|AZE A% U} Secured Connection2 AXdH= B £t 11 X2 £ SHOISHCT

Subjectofl et AHEXL HESt Policy MEAE Heh0| Gl= B2 22REH Eodts A2 Xl o[t o=
AFE3tE M40 SR wet CHEat 20| ol FHaFEIL

o [O|E{H|O|AE AFESIL ULCHH Subject0ll CHEE A X HE2} PolicyE XM&SH U= H|O|E
ClO|E{H|O] A Hof| MEE QlFut Hot 20| NS Sof ESE 4 UCH 3 JEUS Het HIMQP
ClO|E{H|O| A ZHO| HHIME SSL S8 AN HSSIE S oI}, MM SH= UhH S e o|O|E{H|0| A
EME I

o HOF 2t FHEE accounts.xml, policies.xmlzt Z0] XML THU 0| X &dH FACHH, o[2{ot oo M2
4 Q1= PermissionS HEZ MM, JEUS H QO A|AEID} administrators2Ho| O] mof| M2 4
UL E Sfjof otCt, THof M K& A0 A2t310] Y= 2tE X|{eHCHH 0| S A otCt ofEA| mlof] Eots
Mg AA7t0] chet WH = s K& A0 tiet EME FOStCt, o] mHAof| CHet 7], 47| Hets
HYSH= A2 oY 2SHH Q| i P S FHOtCt
« 2ot ZHAL HIFLIE S et
A AEIOAM 2ot Hot O|HIES 20| 7|25k, FI|1He= 21 LHES AT{EH TA|HQl 2ot +FS
SHMAIZ 4= QUCH JEUS EOot ZHAF HIF{LIE 2 2 & jeus.security.spi.EventHandling Service SPI 22HAE
A2 M ALt 23 My S Aoto| gl Y222 E| E60f ST Chkot H ok ZEAF HiF{LIZ 01| Chet
M2 &0 A=E sttt

« Java SE SecurityManagerE AI2stct,

JEUS A|ABIS| ANME 0|11 2o|XQl E)Bt M2 ZEERH JEUSE E=6t7| 2I8iA] Java SE
SecurityManagerE A& St} XMIeH LI 2 Java SE SecurityManager &%

« 3rd-party 22t H|I7{L|EZ A3t}

Uzt I CHROK = 2H 23 (2d Y7 oHE2[AH01M S)0M= JEUS =2io| 2ot A|A-R H=
B5HHO|LE VPNs(Virtual Private Networks)et 22 715901 Hot @ AE 2 MX|sH= g HEICE

« SGHH KMol Hots 2Lt
JEUST} SEStE 2EHM S 70 42el0] 2SHMKE E25h= R 7HA| 7H0| = 2tl0] ALt

o JEUSZ} EX|El S0l thet 221X 2 S Mt oS ST HuS

jo
rot
I

of =11 Xt=4(Z M2ct.
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oLt

D 4 QJACE T2 N A HP

bS|
=

22| XHadministrator)2t0| JEUS It 1f I 2 M| A 0|

zl

o M7} stag

e

o X[ 2ot X7t MEE 2EHMKM=Z Fazo[=stct.

FJ|MOR OtE| HIO|B{A AT EL|0]

o

oIt ol E S8 AR =0t

Al 22t

ol
EN
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2. HOl A AEI MA

= ZOoM = JEUSOIA HAH I Eot A|ARS MR Z OFAH EX[ot BFSH=XE 2Fetrt. et M| A
o2[2] MH|AE Qo] 2F5t= Y2 H 1 A=E T,

2.1.7H2

= HoM= 2ot A|AR 2F 0t

e

HE 72X AL ES ZHErohA dE S}
JEUSS| EQt A|ARI2 Security InstallerE Soll MHE AAe wf A|ZHEICE Security Installer= domain.xmioi|
HolEl EE HHOZ Hot QIS BHE 1 Hot MH|AS A|ZISH0] JEUSE QHMSHA| E = BiC). CIEE Het
A AEIOM &= accounts.xmlzt policies.xmlof| 2|l AFEX} A1t Hot FMo| M EIC
Hot =oj|Qlof| CHal CHE2| 27HX|E H& g 4 UL
o HOb QI H ok MH| A0 CHE Ho

SiE ol Qlof ohist AlE 3 I 23

2. 2t Hot CH|oIH 2 1A Q AQ} HOE AH|AZS MABICY,
3. ZF =O[2lo]| CHS Subjects(Q1E HIO|Ef)2Q| AH2X HEE A BiCt,
4. 2+ =oj|2lo]| it Policies(2QF MA H|0|E{)S MXSICY

5. Subject®t Policy 0|2[2| F=7} AtgtE MH ot}
6. Java SE SecurityManagerS MHESICHMENN),

7. JACC Providers MHSICHMENA),
CIZE Hot A|AH! C|3E 2

CHE2 CIEE 2ot A|A'I9| C|2E2| 0|0, 2t CIHE 2|0ofl= 22t A|A-M ALgst= 23 TS0l
LIE |0 QUL

JEUS_HOME/domains/<domain name>

|--config
|--security
|--security.key
|--policy
|--security-domains.xml
| --SYSTEM_DOMAIN
| --accounts.xml
|--policies.xml
security

ChE2 2 CIZE 2] 3 ohof| ohst 2Fo|Ct.

—
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& g

security.key CHE7| Y=ot 22| 59| KeyE K& oh= MHUOICE X X2 A2oHE +~HSHH
nrdo| M- EICt

policy Java Permission &% ItO|C}, JEUSS| HOF A|ABINM= HIE 2 |ava SE
Security ManagerOf| A At EICt,

security-domains.xml  JEUSS| 2ot =H|Qlof| Ciet MM S M Est= oho|ct,

SYSTEM_DOMAIN JEUS M7t ALEX} QIZ 1t At M2 E 2I8H AHEdH= =0[QI0|C}. o] =n[el2
JEUSE 7|538t1, ZE6H= 59| PermissionS1} JEUS A|AE! administrator

AZE Zgstn QCt,

o accounts.xml : A2 X HE I} A EICE

o policies.xml : 2ot FM FH (Aot 20 O|0|E]) 7t MEEICE

OfZ2|7l|0] Moil JEUS Al AT} CHE Bobye xgstai Hro| 2ot Eojol Cl2lE2|S
O M8t B MEE ® 23t 5| Ao} Bt

2.2, Hot ol MX

H5t7| 28 M= domain.xml & security-domains.xmlS & HZIS{OF STt AF2 X} A1
H|2Iet LIHX| AF2 S5 HZO0| E7hSSIC) Wt Hot EHIQIS 715 ALE, H ok

k=3
=2o=2
+HMUE B2 MHE MBS oF =FEl Argo| HEEo| Folett.

Hotnt 2 El BE 2 JEUS THQlof £ 2= MHol| S5 ME L. matM
| AEXAY At 2oF M AF S WQStlE SHStL A ZE MHE ME sl oF 2ot
. 23 HEO0| 7+ttt

2.2.1. XML HMZE MX

XML2 X HEste{H JEUS_HOME/domains/<domain name>/config/domain.xml %!
JEUS_HOME/domains/<domain name>/config/security/security-domains.xml L{2| C}Z E}TE 0| E5}04
ME S

=20 = .

T Qo chEt XML IHY M WH2 JEUS_HOME/lib/schemas/jeus/supportLocale/ko C|EHE{2| LHO| jeus-
domain.xsd®} jeus-security.xsd, security-domains.xsd 2| XML A 7|0}0]| HM2|=|0f QICt A2 EfO=
<security-manager>0|, 0| Ef 1= =0|Ql &3} 2HAE O3 5te| EfIE JHZICH 8k9| Ef 2= 07H 0| &
HH Jhssict

HotEi|el MA : <domain.xml>

<security-manager>



<default-application-domain>SYSTEM_DOMAIN</default-application-domain>
<security-domain-names>
<security-domain-name>SYSTEM_DOMAIN</security-domain-name>

</security-domain-names>
</security-manager>

JEUSO|| S=3 2ot TH[QIS 2 MASICE, <security-manager>0f| CHe 2ot M M of of| ¥ = 2 2F =0|2l

Ej ks
<connect-retries> JEUS Security NetworkService®|A| connection retry count 2t & 2|t
(71224 10)

<password-validator> JEUS A &2 S E XM mff, 2SO HOHMZ =0|7] 2510 2= Mt HALE
MBIt

<default-application-  Jakarta EE OHZZ|Z|0|H0 M A2 7|2 HoF =019 0| & FolStLt.

domain>
(71232} SYSTEM_DOMAIN)

*+ <security-domain-names>
JEUSOIIM AM2E Hot EmQIS2| 0|S 2 XI-SHTY.

Ej o

o
<security-domain- Security =H|Q! 0|52 MABIC}, Security HIQ! ™M name Zt2 H =3t
name> Z4olct.

Hot =o|el M : <security-domains.xml>

<security-domains>
<security-domain>
<name>SYSTEM_DOMAIN</name>
<authentication />
<authorization />

</security-domain>
</security-domains>

JEUSOH| SE Hot TH|QI S MHBIC, <security-domain>0f| CHet HQF M ml o] of|X|= E ot =02l
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Eja M

o
<name> Security =02l O|ES AH L}
<authentication> Authentication AH|A S F9|SiCt,
<authorization> Authorization A|H|AE ™ Q| $ICL,

<identity-assertion>  Identity Assertion AH|AZ Ho|slrt,
<credential-mapping> Credential Mapping AH|A S Ho|3irt,

<credential- Credential Verification AH|A S HO|$IC}.
verification>

<audit> Audit AMH|AE ™O|siCt,

<subject-validation>  Subject Validation AMH|AES Ho|3ICt,

e

2%

2.2.2. AFEX AI™ 5 Hot ™

2 HolM 282 C|ZEZ NSE = XMLE 0|2 AF| Chs 2Hetot.

12
MH

ot

AFRRE A 9 Hok HM MFS XMLED ofL|z} Glo|EfH|o] Ao AFRA A Hiet Hot B K
2} Hot HA

AM83dtE Ak 7HsstH, ool CHEE REM|SH LIE2 AFEAE FE 20| Chet HIO|EH|0]A AL 271
2Foi| chet H|o[E{H|0] A Al 2E S Fagitt,

e =
0x oz

=

CHES2 AR A 8 2ot M-S A= abgof oigt 2Fo|ct.
1. MER Eot =oj|elg HXst2{H JEUS_HOME/domains/<domain name>/config/security Ot2{0il =22
CI2AE{2| S Mdoljof StTt. C|2UE{2]| O|E2 Mddt2{= 2oF =M@l O|F 1t LX|sHjof BHrt, RO = Hot

CHQI 0|22 R HEXZ A1 " DOMAIN"CZ BH=C} o|E ETH
"DEFAULT _APPLICATION_DOMAIN"QZ HHE 4 QIC},

DEFAULT_APPLICATION_DOMAIN T[22 MMEL7| 2o HH TETE|A CHS HHOE MATICL

$ mkdir ${JEUS_HOME}/domains/domain1/config/security/DEFAULT_APPLICATION_DOMAIN

6 domain12 AIM| JEUS EH|Q 0|20 2 ChA||E|0fof ST},

2. M22 o2l CIHE2[E ddst =0 CIZE2] ol R 7HX| 23 DS S 4ot

o 2¥ IS

2| 2 SAHAM 2o mat 43 oS HESH:
off 22C}). SAHE ¢

JC =
& ThUol| Chet A2 Chg oA A2y

- 2o

7| 0|9l Clf
o

k=3
=
= =
= ot arel o

0g rlo
o
2
rir
Ha

$ cp ${IEUS_HOME}/domains/domain1/config/security/SYSTEM_DOMAIN/*.*
${JEUS_HOME}/domains/domain1/config/security/DEFAULT_APPLICATION_DOMAIN

JEUS_HOME/domains/<domain name>/security Ot2§0{| SYSTEM_DOMAINO| 0|0| C|ZEZ E=XY3tCt,



SYSTEM_DOMAIN2 JEUS MH 7} At X} Q1B 1t Hot K| E 2/ AHESH= =O[QI0|Ct O] =H[Ql2 JEUSE
7|53, ZR28t= 59| PermissionS 2t JEUS A|AE! "administrator" AIM S E&tstn QUL

3. M2 20t =H|Q!l 0|58 JEUS_HOME/domains/<domain name>/config/domain.xml %!
JEUS_HOME/domains/<domain name>/config/security/security-domains.xml0i| 2}2+ Z7}stct,
domain.xml|2| AR = <security-manager><security-domain-names>0i| Z7ts{0f 511, security-
domains.xml2| 2L = <security-domains><security-domain>0i| Z=7}3tC},

4. M2 HdE THQ2 JEUSS CHA| AJZfsliof M EEICt

M

Hot =2l SYSTEM_DOMAINE domain.xml2| & aH= 274|210 sHat ZEEICt 7| 2Ho=z
JEUS_HOME/domains/<domain name>/config/security A2 Ot2{ofl =il 22 0|E2| C|AEHzZ|E
MM 2t EOH|QIE = Ho|e Repositorydi LSt AlI™ & H (account.xsd)2t E ot B HH(policies.xsd)E
Holstet, 7|EF =M1 Security Service SE2 domain.xmldi| $HC}.

23 HOtHQl 1 dR4 8%

= 2olME 22F MH|AS Helst 2o =i|ele| 4RSS HFsh= Yol s AFetrt.

2.3.1. XML HE 4H
Zh 2ot Oj|Qlof| A 2 E|= EOF A H|A = domain.xml % security-domains.xml0f| H™ &[] QIC}.

MH| A0 CH$E XML I A "2 JEUS_HOME/lib/schemas/jeus/supportLocale/ko CIZIE{2| L] jeus-
security.xsd % security-domains.xsd2| XML £7|0}0i| 2| =|0] QUL <security-domains> Ef 12| 5+2|0l=
MH[A HH™ 0t 2 El <security-domain>g AHE BT}, <security-domain>2 17l 0|4 AX0| 7tsst 2

Ef 2= JEUSOIM At8St= Hot mm|QlS Folotrt.

HotEi|el MA : <domain.xml>

<?xml version="1.0" encoding="UTF-8"7>
<domain version="9.0" xmlns="http://www.tmaxsoft.com/xml/ns/jeus">

<security-manager>
<default-application-domain>DEFAULT_APPLICATION_DOMAIN</default-application-domain>
<security-domain-names>
<security-domain-name>SYSTEM_DOMAIN</security-domain-name>
<security-domain-name>DEFAULT_APPLICATION_DOMAIN</security-domain-name>
</security-domain-names>
</security-manager>

</domain>

HOt A| AR MH|A MH : <security-domains.xm(>

<?xml version="1.0" encoding="UTF-8"?7>
<security-domains xmlns="http://www.tmaxsoft.com/xml/ns/jeus" version="9.0">
<security-domain>
<name>SYSTEM_DOMAIN</name>
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</security-domain>
<security-domain>
<name>DEFAULT _A
</security-domain>
</security-domains>

<secu

PPLICATION_DOMAIN</name>

rity-domain>0i|A{ 7|E} C}2 Service Provider0f| CHgt &

<name>0f| Clist HEF AFEHSHH ofig =ofelof 7|22

ZEH3EE

SEfoHA| =t

CHS 2 <security-domain>2| 2| Ef 0] CHet M

« <name> (24)

HoF o Qlofl chgt 0

<cache-config> (074 O|

o[ct.

|E0ILCt.

oy -1

A M EH)

sfie =HQlol| MEEl 2Ot Repository ServiceO|A] M 2% Cache HMZIS H OISt

Ei 29

<min> Repository ServiceOf| H&%& Cache entry %[ size Zt2 Mot
<max> Repository Service®|| &< Cache entry Z[CH size gf2 A& SICL
<timeout> Repository Servicedl| 8 2% Cache entry2| timeout {2 A& SiCL.

« <keystore-config> (07H O]

oS o el Eof MH| A0 X

M

At Jk-|EH)

[ B |

83 Keystore It HEZHS HO|stC},

—

stelel MEZH0| gle 2R -Djeus.ssl.* EE£ -Djavax.net.ssl.* AH0| £[0f JL=X| 2Hols 21 sl 20|
NE 0= 7|20l HEECL
Ei 4%
<keystore-path> Keystore It AZE XL},

(0ll: JEUS_HOME/domains/<domain name>/config/security/keystore)
<keystore-alias> Keystore I} 2| KeyEntry EtRJ2| 21Z A7t 02 7ol AR HAMOR alias 22

S MH QIS0 2R ASME 71217| =5 St

<keystore- Keystore It0f| Ciet WA EE HFETICE (7] 22k changeit)
password>

<keystore- Keystore It 0f| CHEt KeypasswordE A3t
keypassword>

=

(7123} <keystore-password> Zf1t SY)



EH: AMH

=20
<truststore- Truststore It HZE MASICY,
path>

(0ll: JEUS_HOME/domains/<domain name>/config/security/truststore)
<truststore- Truststore ItU 0| CHot A RIEE MASICE (7]123): changeit)
password>

2.4. 5Ot MH|A MH

JEUS EOF A|ARI2 E2{T(plug) YEHS| 215 (Authentication) A{H| AL} ot &Ql(Authorization) AHIAS
X|etct 2 Hoj|M= 2ot MH[AS Zoste] Hot EHQ1o] 1P RASS XML HE S Soll 2Fsh= ™ol ChHal
)HD=|'6'H:|—

= O - .

e
H1
=
ro
=2
x
Hu
on
n

£ Hot MH|AE security-domains.xml LHOf| CHS 1t 2F0] M &|of QICt,

M

22 Hot 4% mo| of||o|Ct.
HOt A| AR MH|A MH : <security-domains.xm(>

<?xml version="1.0" encoding="UTF-8"7>
<security-domains xmlns="http://www.tmaxsoft.com/xml/ns/jeus" version="9.0">
<security-domain>
<name>SYSTEM_DOMAIN</name>
<authentication>
<repository-service>
<xml-file-repository>
<config-file>
<filename>accounts.xml</filename>
<filepath>
${JEUS_HOME}/domains/domain1/config/security/
</filepath>
</config-file>
</xml-file-repository>
</repository-service>
</authentication>
</security-domain>
<security-domain>
<name>DEFAULT_APPLICATION_DOMAIN</name>
</security-domain>
</security-domains>

C22 <security-domain>2| 52| Ef 104 CHot AHo|Ct.
+ <name> (2%)

Hor o Qlofl Cist Ol 0|t
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+ <authentication> (07 O] A+, AMEH)
i Eoelof MEg 21F AH|AE HoliCt,

—

o <repository-service>

re

2 T AR HE ME A B0 K2 MH|A

M

SEE g
Ej 29
<xml-file-repository>  AFEXt HEI} xm| THL0l| Ho|El 2 AFStC}

<database- ArEX} FHE 7 C|O|EfH| o] A0 Fo|E H ATt}
repository>

<custom-repository>  jeus.security.spi.AuthenticationRepositoryService SPIE &435}0]

AEX HEE 2Y8H= @AlZ 25 Repository ServiceE F316t0] H &%}
4 dHotrt.

rr

> <jaas-login-config>

S moQlof| MEE JAAS MH|AE SE3iCt

—

» <callback-handler-class> : JAAS Callback Handler Factory 22iA 0|52 X o|strt,

Ske)
= <login-module>: LoginModule & LSS MH3ICt

Ei 29

<login-module- LoginModule& implements?t 7| X|E Z&t5t 224 0|22 HOliCt.
classname>

<control-flag> CHZ 47tX| £8E & StLt
A

ME XM o8t MEIE O 2 Authentication StackOi|
CHot| =H-st= & s

FC}.

—

1o M

d2 3

-

> required

o

requisite

o

sufficient

o

optional

<option> (07§  LoginModule £7|3}5t= 22 MY £M7t2 Holstrt,
0|4

o <custom-authentication-service>

jeus.security.spi.AuthenticationService SPIE &#&3t0] 7|22 2 NS &= 15 MH[AE a6 A

M50 A2 B Folsttt. ™2 "Custom EoF MH[A" HHZ FHTIC

* <authorization> (07H 0|4}, A1EH)

—

st Eoololl HEE Mt 20| Mu|AS Folsict,

0

o <repository-service>



st 20

—

ufn

Slsh Ty F

Rl

&4 B0 IHE ME|AS Folett,

—

Ej o
X

0g

1z

<xml-file-repository> "M HEI} XML IHU0]| HolEl 2 HHBICt

<database- A FEIH|O|E{H|o| A0 FHelEl He EFETICt.
repository>
<custom-repository>  jeus.security.spi.AuthorizationRepositoryService SPIE A&5t0 M4

HEE 2ot WAIS 2 Repository ServiceE T8It ME5H= AL
MHoict.

o <custom-authorization-service>

jeus.security.spi.AuthorizationService SPIE &&6t0{ 7
o X
=

OF HBE|lE 9= MHAE 2% M6t
Ne 29 HoIBiC, MBS "Custom Hok HH| A" MBS HsH)

|.

1=
SNk
o <jacc-service>
JACC 2.0 7|gte| Aot 0§ MH|AS X E3= F¢ 2Felrt.
« <identity-assertion> (074 O] &}, MEH)
sie =oelofl ME¢ IdentityAssertion MH|AE Ho|tCt,
o <default-identity-assertion-service>

JEUS Security FrameworkO| Al X 33tH= 7|2 Identity Assertion ServiceE & 2|t

= <x509-identity-assertion> : X509Certificate TokenOl| Cii et Identity Assertion ServiceE

x| gistey,
Ef a9
<config-file> X509Certificate TokenOl| CHet ALEXt O S 7| floiA FEE oot
I o| 9X|E K|t
(7122t DOMAIN Z0 8t2/0l| IX|2t user-cert-map.xml)
<default-user- X509Certificate Token Zt0l| attribute type(cert-attr-type) 2t EE&=
mapper> attribute type(attribute-type), attribute valuedi| CH%t delimiter

Zf(attribute-value-delimiter)S & |t}

o <custom-identity-assertion-service>

jeus.security.spi.IdentityAssertionService SPIZ 4%t Identity Assertion ServiceE =& 7131510
X-Io|oH:|. A—lmo "Custom Eof A‘|I:I|A“ Mmo "_T'_'fl’f_|'|:|'

« <credential-mapping> (07H 0|4}, AMEH)

s Qo] M8 CredentailMapping ServiceE M 2|5t}
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o <default-credential-mapping-service>

JEUS Security Framework0l| A ®|Z3t= 7|2 Credential Mapping ServiceE X|

AL
= <x509-credential-mapping> : X509Certificate0ll CH3t Credential Mapping ServiceE X[ tCt.
Ei a9
<truststore- o Toolof] HEE Truststore It CHet A2 E HO[3HCt
path>
<truststore- & o Qlof| &% Truststorelt Ciet INAQIEE HO|BHCE
password>

o <custom-credential-mapping-service>

jeus.security.spi.CredentialMappingService SPIE 443t Credential Mapping ServiceE &%
TS0 Holstrt, 8™ "Custom Hot MH|A" MHS ATSICE

« <credential-verification> (07l O 4}, AMEH)

siet =m|elof] M2 Credential Verification ServiceZ & Q|siC},

o <default-credential-verification-service>

JEUS Security Framework0l| M H[Z3H= 7|2 Credential Verification Service X| /gLt
Ei a%

<password- PasswordFactory 22{A0| CHSE ZHE MH|AE 2|t
verification>

<jeus-certificate- X509Certificate0l| CHgt A MH|AE HO[$iCL,
verification>

o <custom-credential-verification-service>

jeus.security.spi.CredentialVerificationService SPI

sh5 oIotod Molgict MEe

4ot C
MM "Custom EoF MH|A" MHS Xt STt

=
=
A

* <audit> (0 7H 0| &, A1EH)
JEUS Security FrameworkOl| A 2dist= O|HIE0]| Cist WHE ST
EventHandlingServiceE H2|stC}.

= oO—

bl

Ei1 a9
<default-audit-service> S O|HIE MEE J|28t= 0l ZZQ} O|HE 27 ¥ Fo|str},

+ config-file: 23 Mt A=

=
+ audit-level: 21 2{|H!



Ef3 a9

<custom-audit-service> jeus.security.spi.EventHandlingServiceService SPIE &%t Audit
ServiceE && P36t H|otCt M2 "Custom EOt AH|A" HH
OB

o

Custom HO MH|A

o
—_

Ct Custom EHQt MH|AE MHSH= HHO|CE JE USOHH H&st= EoF AH|A Z22F Custom EQt A{H| A2
JHeba BEHEEl AFSH2 Custom E O MH|A 7HehE Xt asiCt

o
[ ]
d
 <classname> (2
Custom Hot MH|AE 1915t Java 22HAHO|C}, O] E2A= If2t0|E 7t @l= CIZE public 44XIE
ZtX| 11 A0{0F HH, jeus.security.spi TH7|X|2| SPI 22HA S ALBEFLE, jeus.security.base.Service
SUAE XH AL|{of ST

« <property> (07 0|4}

jeus.security.base.PropertyHolder 21E{H|0| A(jeus.security.base.Service 22{A 7t LHABICHE Sl
HOF MH| A0 name-value @22 £45 HAHY = UCL {82 ZF HOF MH[AE X7|3Hh= O AFZEICE.

Ct2 2712 shel ERE JHEICE

Ef3 2k
<name> £4s 2ot
<value> (MEH) L4H| st String 422 dF et

2.5

CIZE Hot MH0j|M AF2 X} H|O0|E{= accounts.xml TFA 0| A 210f SQlIC},

SO AIAR] ALR A} B M

n
gjo
rlo

op XM Z=0|t.

JEUS_HOME/domains/<domain name>/config/security/<security domain name>/accounts.xml

07| X <domain name>2 TH|Q12| 0|50|1, <security domain name>2 ALEX}7t 2|2 =0t TH|QlQ|
0| ES LIEIALCE

2.5.1. XML W& HH™

accounts.xml2| XML £7|0H= accounts.xsdO|H, JEUS_HOME/lib/schemas/jeus/supportLocale/ko
AZ20| ALt accounts.xml THA0f| = £| 42| Ef T <accounts> SF2|0f| <users> % <groups> Ef27t QS H 074
O|&2| <user> 8! <group> Ef 37} e[ QICE ZH2E2 AFEXIRF OFS LIEFHLE,

—E=
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HOotA|ARIALE X HE HH : <accounts.xml>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<accounts xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<users>
<user>
<name>user1</name>
<password>{AES}mnG6ItxFO/WQLE2YzIZ7sA==</password>
<group>groupl1</group>
</user>
<user>
<name>user2</name>
<password>{DES}7dJOKDTGQNpSNQAPYBNnmA==</password>
</user>
<user>
<name>user3</name>
<password>{DES}7dJOKDTGQNpSNQAPYBNnmA==</password>
<group>nested_group</group>
</user>
<user>
<name>user4</name>
<password>{SEED}d12EePMAcnxPYbIyknuZkA==</password>
<group>nested_group</group>
</user>
</users>
<groups>
<group>
<description>Group1</description>
<name>group1</name>
<subgroup>nested_group</subgroup>
</group>
<group>
<description>For NestedGroup</description>
<name>nested_group</name>
</group>
</groups>
</accounts>

Ef 2%

<description> (M) <user>0f| CHSt AHOILC}, (2XHE)

<name> (Z=) <user>0i| CHet O| S LIEFHCE, (Of]: AL XL, AL X} ID)
<password> (07H <user>0i| CHot THARIEE LIEHHLY,

o[, Met)

<password>= O EF 22|52 AHE510] QIZFE 2
<password> Ef 10| M &l 212|5 E= QIR WAIZ!



Ef 29

<group> (074 O| &,  <user>7} ZetEl O FS LIEFHCE o AL Xt= of2 50| ZetE £~ e, 39
MEH) <group> E{ 10|k

« <group>
Zt <group> Ef 3= CHE3 ot 22 ot9| EfIE 71X oM JIES ™o|soict.

Ef 2%

<description> (M) <group>0fl Cig MHO|CH (EXILY)

<name> (E=) <group>0i| Ciet 0| S LIEHHALE.
<subgroup> (074 51 group roleE S5 20 5= UL Z nestedstH| £ot 1E 0|ES2
0|, +1EH) Ho|tCt.

2.5.2. H|O|E{H|O]|A Al ™

2 Hof|l M= JEUSZH E el e CIO|E{H[0] A E|0| =& 0| ¢t Authentications 5= SO Chsll A EFICE

—

CHE ofldl= JEUSOH| Helet Io[HAAE 0|8¢ m X St= EHO|Ct
CllO[E{H|O| A E 0| &3t AHEXF M : <security-domains.xml>

<?xml version="1.0" encoding="UTF-8"?>
<security-domains xmlns="http://www.tmaxsoft.com/xml/ns/jeus" version="9.0">

<security-domain>
<name>MY_DOMAIN</name>
<authentication>
<repository-service>
<database-repository>
<datasource-id>auth</datasource-id>
</database-repository>
</repository-service>
</authentication>

</security-domain>

</security-domains>

?19| KXol A <datasource-id>0f|= Authentication0l AtEE security-domains.xml0l| SE3t H|O|E{ A A9
IDE HA[SHOF BtCt, & CHE HHH O E DriverManagers 0|84l JEUSHA X|S35H= JDBCE 0| 83HX| @t =™

DB2t E4I5tHA Authentication2 0|2 4= U=, ¢12| of|x[0ll M <datasource-id> Ef 1 £&& CHgat 20|
B ASIC}

CHE Olidl= JEUS JDBCE O| E5HX| 852 M H|O|E{H| 0] A RepositoryS A &5H= EHO|CE.

JEUS JDBCE AHESHA| @f

rF

AL MH: <security-domains.xml>

<security-domain>
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<repository-service>
<dbdriver-config>
<vendor>oracle</vendor>
<driver>oracle.jdbc.OracleDriver</driver>
<url>jdbc:oracle:thin:@127.0.0.1:1521:0RA9I</url>
<username>scott</username>
<password>{base64}dG1lnZXI=</password>
</dbdriver-config>
</repository-service>

</security-domain>

& Ol HAZS 0|8Y H2 HUME W H= 20| 0 &7| 20| A4 EX7E US
[ ) 7t540] 2B 2 JEUS JDBC(<datasource-id>)E 0|83t= YHS HESICY.
O|O|E{H[O]| A0 A A E|= HIO|S2 CtS 2t 20| F+EEICE
jeus_group_members
PK | domain VARCHAR(ZD)
jeus_groups
PK | groupname WVARCHAROIOOY
PK domain VARCHAR(ZD)
PK | username WVARCHAR(ZD)
PK groupname WVARCHAR(TOM
jeus_role_users subgroups VARCHAR(100)
PK | domain VARCHAR(ZD) description WVARCHAR(100)
PK | username WVARCHAR(ZD)
password WVARCHAR(TOO)

SubjectOf| CHEE AFEXE HEE XME5H7| 2let HIO[E{H|0| A E|O| S 2=

G| O| E{Hf| O] A0 E{|O] = 0] ZEXHSHX|

=Ho
== 44

0| &3l M DBO| E|O]

o= o
HE 37

JEUS_HOME/templates/security/dbrealm.sql.template IS
SHH AFZ2XHHO| "jeus", A ET} "jeus"Ql AFEXALZL £ X2 MY EICEH

2.5.3. IjA Q| E Hol MH™
2 HoME AR E Hot M-0of| ot At & THA QI =2 Mot ZALet 25t 22|F, J2|1 SecretKey IHY
Zh|grHof CHef A MH BT},
IASIEo| ®EtA ZiA}
AMEXI7F M A™ S MASH| ol HAKEE QUESAHLE 7| & THAYEE HASY AL IHAREo| Mot E
AAMSIH HFS E 4= QUCH LU O Z AFEE[= N|QF At (LIl T =Xt ELEXI| AL O EL} Of0|C|2t
AR S 2 St Qtelis 74| S5)Tt 22 WAIS 0|83t 1A =] HOkS 2stet 4 QIrt.
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Domain administrator= 7| 289 2 M| SE|= Default Password ValidatorLt AF2 X7} XE 2=
Custom Password Validator S0 LIS ME{SIo] =l MA|of| HE8E o~ UL 2tZto| 7|52 AL85t7| 2/l
Ar8XH= jeusadmine| BHOE S| B8 S 71, HE U AX & = UL AFEXe| B HE = domain.xmliof|
XEEICH

+ Default Password Validator 4™

jeusadmin®i|A| modify-default-password-validator, show-default-password-validator EE0{E
Eoff MHe 4 ol HAHOo| Cst ME = JEUS Reference HLHAM Q| "Part II. 2& HHOQ E'S
Eotct,

—

[MASTER]domain1.adminServer>modify-default-password-validator -min 4 -max 10

Default password validator is updated successfully.

Check the results using "show-default-password-validator or modify-default-password-validator".
[MASTER]domain1.adminServer>show-default-password-validator

o m o e e e ommmm - +
| property | value |
e T e Hommm - +
| min length | 4 |
| max length | 10 |
| include special characters | false |
| include digit characters | false |
| include capital characters | false |
| include small characters | false |
| exclude user id | false |
e e T Hmmmm - +
C}S2 Default Password Validator2 AL2S 22 X S50 cHst MHo|Ct,
g2 EE
min IHARIEQ| X|A 2%} 5 AFoICt (Hel: 1~ 255, 7|27k 1)
max A RIEQ| X|Ci 22X} =5 AF I (HRl: 1 ~ 255, 7|22k 255)
special IHARIE0| E+EX7F HHEA] SO{7HA| BE I
digit A Q| E0f| X7 EHEA| S0{7HA| HF-lct.
capital A Q| =0l CHEXFZE BEEA] SO{7HA| H-ott.
small IHA R E0| AZXE7tEHEA| SO{7HA| A& oot
excludeld IHA@{E0f| OFO|C|7} ZotE|X| ZSHA| HFStTt.
O|&A| &3t Default Password Validator 2/2 domain.xmloi| Of2iet 22 Ao 2 KEEICt

Default Password Validator2 IAQE &gtM ZHAF MA : <domain.xml>
<domain>
<security-manager>

<password-validator>
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<default-password-validator>
<minLength>4</minLength>
<maxLength>10</maxLength>
<force-special-character>true</force-special-character>
<force-digit>true</force-digit>
<force-capital-letter>true</force-capital-letter>
<force-small-letter>true</force-small-letter>
<deny-username>true</deny-username>

</default-password-validator>

</password-validator>

</security-manager>

</domain>

Default Password Validator2| M& 2 OHX[H HE A2 D5 SMO=E HHIEICEH O|2RE M AHEXQ|
HAREE QAL 7|2 AR/ EE HASH 0 & wf MH =l Default Password Validator2| Password
ValidationO| M EICt,

Custom Password Validator 4%

Custom Password ValidatorE AH&5HH A} SHEA Password Validationg2 & 4= QUL JEUSE
jeus.util.PasswordValidator QIEJH|O|AE MSSHH, AFEXH= dlilE QAE{H0|AE ZIT implementdHO]
st 7|58 He ZeYAS P 5, jar IHU 2 17| F5t04 "DOMAIN_HOME/lib/application"ol| ‘Zo{of
BiCY.

A2XE7Eimplementsto] 78461 0F 5H= jeus.util.PasswordValidator QIE{H|O| A= CHS b 2T},

public interface PasswordValidator {
boolean validatePassword(String id, String password);

}

5
A2 MEstE AFEXLO| id2t passwordE QIXIZ HHof H|UHS My
ZAIZ £88tD 7| Z0f| MESHH trueZE, OfL| ™ falseS 2| &8} 0f SHCT,

QIE{H|O|AE 71313t 22HAE jar It HEHZ "DOMAIN_HOME/lib/application" ZZ0f| @ASH AEXt=
jeusadmin®| B E E3ll Custom Password Validator 882 & £ QIC}.

jeusadminOil M= Custom Password Validator0i| 2213t H20{ £ add-custom-password-validator,
remove-custom-password-validator, show-custom-password-validatorS XS tCt, HZH0{0f|
CH$t ME = JEUS Reference QHHAM S| "Part II. 24 HHOQ E"S & 0$ICH

[MASTER]domain1.adminServer>add-custom-password-validator -class MyValidator
Custom password validator [MyValidator] is added successfully.

Check the results using "show-custom-password-validator".
[MASTER]domain1.adminServer>show-custom-password-validator



| MyValidator

O|EA| At Custom Password Validator 22 domain.xml0f| Of2{e} 22 HAIOZ XMEE=ICE

Custom Password Validator2 I{A L E Xt At HH : <domain.xml>
<domain>
<security-manager>
<password-validator>
<custom-password-validator>
<class-name>MyValidator</class-name>
<class-name>MyValidator2</class-name>
</custom-password-validator>
</password-validator>

</security-manager>

</domain>

Custom Password Validator2| M HAAIZE ME57| A= MHE R A|ZfSHOF SHCF A THA|Z
O|ZHE| M AF2XI| IAQEE Q2SI L} 7|ZE AL ES HASIE 1 & MX =l Custom Password

Validator?2| Password ValidationO| & EIC}, Otk AF2XE7E 02 7] 2eHAE 7616H0 Custom
f

Password Validatordll SE3IFCHH 2 E 2

20K 4 Utk

MHE M A|ZSHE 20l A "DOMAIN_HOME/lib/application"0ll AF2 X7t MHS
20 Custom Password Validator0l S5 & 22HA Q| jar IHY0| Y™ MH =
' HEelof| Moysict o] 22 AF2XE7E ZIE domain.xmlS SHEEA| Xl F0{0F AHE

CEAl AlZF 2= QUL

e

otsst g

=
[=]
MEX BEE g W= AR HAJEES X|FHOf Stit. HARIEES plain-text WA 2 XESH=
o
[}

(=21
=
bSOt et HE|5S Sl A=t EfRI0] ZotE 4= Gl=F Sttt

U f=st 7to|=2telof et el 22| 5 ALE S HEeIC.

jeusadmin®| set-password FZ0|E Sl AFEAEZ IARAE9| L olvt 7HSSHH,
JEUS_HOME/bin/encryption2 0|83t0{ ZH a5 atet & QUCt,

A goolet 9L HAYCE MHY 0f (3ol YAo= Myt
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= AH

AES/DES/DESede/SEED/Blowf CHA 7| &t 3t 2&tg|S0|Ct,

ish

base64 OlAY A N2|S0|Ct. Baseb4ZE QAL E MEE S30LE 22| CRHE £
AUO| HOHAF OFMSIX| Q4Ct,

SHA Hash 12| S0|Ct Chatst ot sol AdN2| S0 2 55317 27HsStCt.

SSHA Salted Hash €11 2|SO0|C}, Btk ot S35 A NB|EC 2 BE53H7F 271560}

7|Z Hash Z112|F0| Salting
FMZ oy oHECL

oo

ool 02|52 AFEE M key?| 37|12 X|ZE &= AUCL Key 37| = 22[X7F A|A- Z2TE|Z 2H2|5HH
AE Ao SLE key 27(7F HEEIL.

e lob

ra m9

E

-

Key 37|2] 7| 23}2 256bit O|H, A|AHI T2THE|2 jeus.security.keylength M2 F0{ key 37| HEY &
UL OlE 9 "-Djeus.security.keylength=256" g8 2 F0{ 256bit2| key I7|E Z= L=3t 12|52
A2 4= UL

ANAHE T2HE|Z MM key 37|17t 2= 3} 22| S0| X|Sts 2|C key 37| 2 EL 2 22, 23t
2 N2|50| X|{5t= 2SI = key A7|7F A EICE O|E S0{ AES= key 37| 2 128, 192, 256bitTH X|§45t7|
Ii20f| AES5129 22 HE2 AES2562 2 HEEICE

otoF X|Fet key 3717} Y=ot 2 12|F0| X[ &St= X[ key 37| gHECH QM X|2I5HK| b= key 27(21
A0l EncryptionExceptionO| ZH3HCE O S S0 AESE key 7|2 128, 192, 256bit?H X[ 5t7| Ti 20|
AES2002t 22 M2 EncryptionExceptionO| 2 4StC},

MEH AMAE Z2HE|E 2F¢t 0|20 = BtEA| A E 2| password £7[2t 2 HHOF
! ofLt.

OfAE] IHAQ|EE S5t SecretKey It 22|

2=t S(JEUS_HOME/bin0l| 2|X)S ALESHM THAAEES Lz otsh= 22 ST Y=ot MU HEE =
Secretkey MEE security.key It 0] st 24112
IHARIE 2 security.key I'Y S = olsto] X&He 4 UL},

security.key I'¥ 2 CH2 Z20]| 2IX[StCE =H|Ql 2tES 788t B2 diY security.key THU S A CHE
= E0i| §HF0t0F BHCY.

JEUS_HOME/domains/<domain name>/config/security/security.key



JEUSOl SE5t= C|O|E{H[O]| A THAQIEE AT3tsldg AR 22
T QotC}. Ofm Secretkey It ZZ2E A|AHR TZMHE|E 0|3 A¥Y

-
re
Im
=2
>

Ir

= O|Z decryptst7Z| 2Isl KeyZt

CEol, security.key TH0f| OpAE IHAQ =7 DY E FR OfAE A EE A|AH T2HE|S 0|80l 2EE

% QUL key pathE X|™st= TZHE| 0|E2 jeus.security.keypathO|H, OtAE IHAQIES Motz H

=2 =2 o
jeus.security.masterE O|83dtH EICt, 0| Z2MHE|S2 JEUSE 7|5 < 0|8 4 UCE CHot, Hote| O|RE
OfAE IAQEE TEITE(standard input)2 Y&sts 22 AT,

—_O -

2.5.4. 2121 HH F|A| 7|5

JEUS 238

ZEE % MH 2 ELL jeusadmin@E AMH0| H&g mi= At
o AFEX HHE

S} Rt W42 Q2E(0{of B,
o Q261X 04T 2191 HEE HAISHO AIBE 4 2

g2 + A= 7IsS M3

oiie == USER_HOME/.jeusadmin/.jeuspasswd I+0| AESZ Q1B E|0f X{FEICt,
FHAl 239Q1 7|52 JEUS_HOME/bin/security.key Y2 ol QIDL/CIZLH S 8
mofl AtEXIe| 2% MHQI id/passwordZt MEE|7| HZ20f 2 7|52 AHE2 HESHA|

—o
LoI_EI-

susict,

27921 E9| Cachex ¢t #0[2tE 21F50] O|FO{T Ltz THO]| 7| FEIC.

2EL} jeusadmin®| connect EHOE T mfj ALEXt HE 2t 87 -cachelogin
Ol MEII oA X{ZHEICE o|uf FHA| IHY 0| <domain name>:<user name>2

53 JEUS ATRETE MHE 0 MBXF IHAYSS 2oHR| 20k 09l O[S T AEXF OIS 0] izt 219l
Mot ESHH AHSOR ALBK HEES MUELH HAIE 29I ML EXSICH SIC{EHE ALBRIZ K ALRKE
HEES 2 AP0l HAIE 209l HEE SAECL

CH2 oidl= Mg 230l §EE HoECt

—_

fiWarning: We don't recommend to use this on Production Environment.
domainl:user]

gEPaqBz6BaAxWxdSXf8wZNPLsWkysgcov/KInHvDeduKRvTAOb7F6zRaPHc2zLBUIU146FQFWn14mQiEIUbGIUEe4yZrsRri7yS9q
i+7EwA=

jeusadmin®| off-line B&0{2! remove-login-cacheS Sl X

=~

ot

4 2k,

CIZE HotS 2%5h= 22 M H|o[Ef{(Het 0 HIO|E )= policies.xml IO A 210{2Lt,

JEUS_HOME/domains/<domain name>/config/security/<security domain name>/policies.xml
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=
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o

<domain name>2 =M|QI2| 0| §0|11, <security domain name>2 FX0| M
LIEFHCY,

2.6.1. XML MZ MA

policies.xml2| XML 27|0}= policies.xsdZ JEUS_HOME/lib/schemas/jeus/supportLocale/ko C|&E{ 2|
LHoll RUCE. policies.xmI2 07H 0| 42| <policy> EfIE FAE|0f QIOMH, ZH Ef = JHE HM(AT 2o H|0|H)S
LHEHACE,

HOot A AE! Policy ¥4 : <policies.xml>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<policies xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<policy>
<role-permissions>
<role-permission>
<principal>user1</principal>
<role>administrator</role>
</role-permission>
<role-permission>
<principal>useri</principal>
<role>teller</role>
<actions>9:00-17:00</actions>
<classname>
jeus.security.resource.TimeConstrainedRolePermission
</classname>
</role-permission>
</role-permissions>
<resource-permissions>
<context-id>default</context-id>
<resource-permission>
<role>teller</role>
<resource>bankdb</resource>
<actions>select, update</actions>
</resource-permission>
<resource-permission>
<role>administrator</role>
<resource>jndi</resource>
<actions>modify, delete</actions>
</resource-permission>
<resource-permission>
<resource>jndi</resource>
<actions>lookup</actions>
<unchecked/>
</resource-permission>
<resource-permission>
<role>administrator</role>
<resource>jeus.*</resource>
<actions>*</actions>
</resource-permission>
</resource-permissions>
</policy>
</policies>



* <role-permissions> (0 EE= 1)

Principal-to-Role OH & S0f| Chet FEE H|Zetet. ot2| Ef 1= 071 0| 22| <role-permission> Ef1E 74X| 1

ULt
<role-permission> E§ 1= CtS ol Ef = M E|0f UL,

Ef g9

<principal> (07H
0[ &)
Role O|ES

<role> (17, 4 LIEHCHCE,

<actions> (MEH)  Role0f| CHet M S LIEFHTE,

<classname>
(e)

&l <role-permission>2 2381 U= Principal 0|20|Ct,

Role Permission@ 2 A& java.security.Permission2 #81%t Java S{AHOIC}
M2tz H jeus.security.resource.RolePermission0| CIZEZ At

ZIC} Custom

Permissiong A&t Fost= BHHE "Custom Permission 791 2! AH"S

st

<excluded> (M&) 20| = empty Ef2( <xxx/> )O|Ct. MHE|0f YOH

HE Role PermissionO|

HiX|EICE &, PermissionO| & A|SH= Role0f| OFR = Mg =7t QiCE.
<unchecked> 20| 2= empty E§10|CE A &[0 /2™ Role PermissionO| M3 %[X| gt=Ct. F,
(MEH) PermissionO| 2A|St= Roled| &=Lt HZ2E 4~ QUL

« <resource-permissions> (07l 0|4}
Role-to-Resource0i| CHet E = Cr22| Ef O 2 |0 Tt

o <context-id> (AMEH)

EXIEZ Context IDE LIEHHLE Context= #3206 K37t LojLt= H
JEUS 2|2 A0 sl ArEst= 7|2 Context ID= "default"O|C},

o <resource-permission> (07 0| 4})

Ch3el g5

oz M0 Q/Ct.

Ef3 dd

<role> (07§ O|&h) & Xl Resource Permission2 A {st11
<resource> (17, 2|AA O[S LIEHMLCE,

| A

=)

<actions> (MEH) 2| AA0] CHEH AMS LIERALY

<classname> Resource Permission@ 2 LIEILH=

(AdEH)
- 8l 2% 2 Haslct

<excluded> (
M)

ol el empty EfJ0|Ct EH
PermissionO| &A|StE 2|AA
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?|E LIEHMCE, JEUS A|AHIO|

U= Role 0| F0|Ct.

java.security.Permission2 7Le1%t
Sl AHO|CH M2F5HH jeus.security.resource.ResourcePermissionO| CIZEZ

A2 EICE Custom Permission2 MA st AHSH= HHE "Custom Permission

45}H {2 Resource PermissionO| BYM|EICH &,

E s HIY gl



Ef3 g9

<unchecked>  2}0| i empty Ef10|Ct M SHH 3l Resource Permissiong M3 8HX|

(L1EH) Py=Lt. =, Permission0| &A= 2|aAE= FLE H2E 5 QACH

EE policies.xml2 JEUS MH 2|2 A0 it Permission( JNDI, JMS, Security A\ S)2 MAst= o AF2E| 2,
Jakarta EE OHZ2|AH|0| M1} Jakarta EE 2 &0 et PermissionS A& St= Ol AF2SHX| =Lt CHA Jakarta
EE OfZ2|AH[0] M1t 20l Permissiong MEst7| (ol CHFot DD It S AFE S XbASH AL 2
OiE2(7|o| M1t ZDE0[AM 2ot HEE Fpict

Custom Permission 7131 & MH

Permission(Role Permission &= Resource Permission)2 policies.xml It 0]| 2278t uhotct
Permissiong LIEILH = Java SeiAES MNoHof sict, siE ZeiA £ java.security.Permission 4 Z2{AE
ehatst Z40|Ct RHAI2HO| java.security.Permission 7131 22iA S MM, policies.xmlof| <classname>
Ef32 MESHH Custom PermissionS & & HAMg o~ QIO

CtS ALt 7tF M2 Custom Permissiong 78St SH S MAHSICEH M2 Role Permission2
2 2ol Role 2|0 CtSut 22 27tX| Z710| EF &= A2t0|A £ CFHE Role2 A &~ QUCE,

« I CHE Role: #2H2| Rolent SY¢ O|E S 7HX| 11 ULt

« U AZHO] EF AlZH HRU(QE 9AIRE 2= S5ATHX]) Liofl /S WHEF &£ CHE Roles FAIR 4= QUCtH

0l =0 0|2{2t Role Permission2 2 O Z2|H|0|M0f| A "user2"2t= Principalo| 2F 9A|RE 2%
SAITEX| R AIZE Stet "teller'2h= Role2 7HE = JEE BHS =~ UL} 0| 2l8H CH22| 27HX| 20|
ERsiC},

rot

1. Custom Permission 22{AE [ASICt S2HA F610| &b=E[H "javac"2 HIHASIL JEUS MH{ S| SaA
A0 S SeA ZEE HFSIC) IS 2 919 2FAE S PHESH= Custom Permission S2{AE 7310t
Z40|Ct. XtM[Tt T E= MBIt

Custom Permission 22{A : <TimeConstrainedRolePermission.java>
package jeus.security.resource;

import java.security.Permission;
import java.util.Calendar;
import java.util.StringTokenizer;

/'k*

A time-constrained Role permission.

<p>

With this permission implementation you can express
things such as "X can only be in the role Y between
09:00 AM to 05:00 PM".

* X X X X

*/

public class TimeConstrainedRolePermission extends RolePermission {
private String timeConstraint = "*";
private int startTime = Integer.MIN_VALUE;
private int endTime = Integer.MAX_VALUE;

public TimeConstrainedRolePermission(String roleName) {
this(roleName, "*");



}

public TimeConstrainedRolePermission(String roleName, String timeConstraint)

{
super(roleName);
if (timeConstraint != null) {
this.timeConstraint = timeConstraint;
parseTimeConstraint();
}
}

private void parseTimeConstraint() {

}

public boolean equals(Object anotherObject) {

}

public int hashCode() {

}

public String getActions() {
return timeConstraint;

}

public boolean implies(Permission anotherPermission) {
if (this.timeConstraint.equals("*")) {
return super.implies(anotherPermission);
} else {
Calendar cal = Calendar.getInstance();
int curHour = cal.get(Calendar.HOUR_OF_DAY);
int curMinute = cal.get(Calendar.MINUTE);
int now = curHour * 60 + curMinute;
if (now >= this.startTime && now <= this.endTime) {
return super.implies(anotherPermission);
} else {
return false;

}

o AlA

siiet 22 A £ jeus.security.resource.RolePermissions A&3st1,

jeus.security.resource.RolePermission2 CtA| java.security.Permission2 &&3HCL 0l= 2E

MAEdE =0[7] /Igh £ =0|Ct.

TimeConstrainedRolePermission2 &3l &£ CHE java.security.Permission2 CtE=
1ol a2 LM 2H 271X| Ef Q| MEXIIt UL,

o X HIH=(role name) StLt2| mj2}0|E{ 2F HH=C},

o = HI=(role name, time constraint) 2712| I}2t0|E{ & Yh=C},

java.security.Permission0i| A & Hm| T2t0[E{= "name"S S5t F M Oj2t0|E{=
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SICt R Permission 791 224 = "actions” IHEt0|H & 2= & M| EHY Q| M-GXH7F M2 7|
Ct.

rot MR

> "actions" I}2t0|E{= PermissionOfl tiet 2 AlZHS LIEHLIH, “09:00-17:00"2t= 2tS ZHEILE

o "name" O}2}0|E{= "administrator" = "teller"?t 22 Role™ & LIEFHLCY,

A A9 A2 "implies(Permission anotherPermission)" HAE 2 $X| A|AH] A[ZHO] =X R %
AlZELHof| Q=X M3 st CHS, TheF THECHH super.implies() HAEE S £, IHX| % OH falseS
2|EStCt 2 implies() HlAE= Boolean 242 2|EH5HA| &[0 JY=0, i PermissionO| I2t0[E 2
HOo{2 Permission2 YA|SH=X|E LIEFHLY,

1. implies() HI2 =2} java.security.Permission 4 2z Aof| cHst XIS
HHE = Java SE JavaDoc 2AME E%tC

: 2. jeus.security.resource.RolePermission,
0 jeus.security.resource.TimeConstrainedRolePermission,
jeus.security.resource.ResourcePermissiondi| CHgt XtM|$t HE = £ 1

X} Z 2} JEUS Security JavaDocOllA| jeus.security.resource IH7|X| S
ISkl )

. policies.xmlofl i& Permission2 AtEst= = MA ST},

Custom Permission 224 : <policies.xml>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<policies xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<policy>
<role-permissions>
<role-permission>
<principal>user2</principal>
<role>administrator</role>
<actions>9:00-17:00</actions>
<classname>
jeus.security.resource.TimeConstrainedRolePermission
</classname>
</role-permission>
</role-permissions>
<resource-permissions>
<context-id>default</context-id>
<resource-permission>
<role>administrator</role>
<resource>jeus.*</resource>
<actions>*</actions>
</resource-permission>
</resource-permissions>
</policy>

</policies>

"administrator" Role2 2= JEUS 2|AA(jeus.*)0l| TS 2= HM(*)S A £~ = AotS 7HX| 10 QUL

EEA, user2= Y2 A|ZE SOt3F B E JEUS 2|A A0 Cist B E Aot &

=
et
>
$0
o



?le| A7|0k= Jakarta EE OHE2(7|0| M2t 2 S0 A JEUS DD IS MAS nfT JHZ HEE| 1 o F|of| A
H0{Z Principal-to-Role Permission0f| H-&%| 1, Role-to-Resource Permission0l = SYsHAH MEEIC}
JEUS DDO|A Custom Permission2 At&35t= HHH2 0iZ2|AH|0|H 1t ZS0fAM 2o B g FStCt,

2.6.2. C|O|E{H|O] A Al MH

Cl|lO|E{t#|O| A E 0] 83t PolicyE X st2{™ LISt 20| security-domains.xmlof|A] 20t =0[Ql MH|AE
X|FsHioF St} Authentication®t OFXt74X| 2 Driver ManagerE X1 & 0|88t 42 AL <datasource-id>
CH A0l <dbdriver-config> E§ & Z=71etrt, J2{L} FEFMOZ JEUS IDBC HIO|HAAE AF8E XS HESHC

CllO|E{H|0] A Z 0|23t Policy MH : <security-domains.xm(>

<?xml version="1.0" encoding="UTF-8"?7>
<security-domains xmlns="http://www.tmaxsoft.com/xml/ns/jeus" version="9.0">

<security-domain>
<name>MY_DOMAIN</name>
<authorization>
<repository-service>
<database-repository>
<datasource-id>auth</datasource-id>
</database-repository>
</repository-service>
</authorization>

</security-domain>

</security-domains>

C|O|E{H|O| A E AH2SH= AuthenticationRepositoryServiceS AF232{H O|O|E{H|0| A0 HZ35H= JDBC
ceto|Het 22 ot7|elst B2l URL, A8 X} 0|8 d2|1 A =7 HQsirt,

OflX|0| M= Oracled!| H25t7| et YEZ HAAEE base642 ARG E 2A7 YHEC EF Y=o}
ot 2|5 L= Q1T HHAO| MEEI IHAQIE 242 7|sH= AL accounts.xmlQ| A2 X} THA Q=0 St
HFA

Aoz 7|5t EICEH

=]
—
o

HIO|E{H[0] A0 A ALRE|= Efl0] 22 CH2 3} 20| RAEILE,

—
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jeus_role_prindpal jeus_seqno
PK | domain VARCHAR(30) PK | tablename VARCHAR(30)
PK | rolepermissionid WVARCHAR(30) PK | currentsegno WVARCHAR(30)
PK | username VARCHAR(30)
jeus_resource_permissions
jeus_role_permissions PK domain VARCHAR(30)
PK | domain WVARCHAR(30) PK contesctid WVARCHAR(30)
PK | rolepermissionid VARCHAR(30) PK | resourcepermissionid | VARCHAR(30)
description VARCHAR(100) description VARCHAR(100)
jeus_role_permission jeus_resource _permission
PK | rolepermissionid WVARCHAR(30) PK | domain WARCHAR(30)
PK | role VARCHAR(30) PK | res VARCHAR(30)
actions VARCHAR(100) actions VARCHAR(100)
classname VARCHAR(100) classname VARCHAR(100)
excluded VARCHAR(5) excluded VARCHAR(S)
unchecked VARCHAR(5) unchecked VARCHAR(S)

jeus_resource_role

PK | domain WVARCHAR(30)
PK | rolepermissionid VARCHAR(30)
PK resourcepermissionid WVARCHAR(30)

PolicyS X &st7| 2Ist C|O|E{H|0| A E0| & 7=
| o|E{tH[o] A0 E|0]=0| ZXHBHX| =LA JEUS_HOME/templates/security/dbrealm.sql.template Tt S
0|23 A| DBO]| Ef|0| 22 MMt 72X 2l Policy= “SYSTEM_DOMAIN"0| “administrator”2t= Role=
ZFKIA| E| 13, “jeus.*"0f| CH$F Resource #3tE 7HEICE “administrator” Role Z8HE principal2 H|O|E{ |0 A
Ag HEo|M dES jeusOIL}.

X7 M
27.F7t = 4%

= ZO0| M= Subjectet Policy 0|29 =7t §=2 2Hots WS dEit

2.7.1. Java SE SecurityManager &7

JEUSOIIM Java SE SecurityMangerE AFE5HH, SHE0H| Cio 24Xl ANME FE + AL H50|
X{St=ICt, LHMO 2 Java SE SecurltyMangerOHHE D= iy JEUS ZEE OtL|2t JEUSO deploy=|0f U=

r

|
Jakarta EE OHE2(7|0[d 8! ZS0| 2AHSHA| M2 FEZ ZIFE[DZ, 20| EOF HE|XHE A8t HotE

X ERE |l 2o B2 XIS AR §= 2=t EUSOIM C|ZE 2 E0|LY,



8L} i 2 Java SE SecurityMangerE A5 ZE #+F2| HotsS ZotA|H FIHHQl A
ZH7t 45 XMotEL ZQ6HA| CHFEO{X| = 7t UL

o

=0|

rr

o|E S0 A|AHl Zt2|XJt EoHdst AEE Zatst YSX|E 22 = Jakarta EE OHE2 |91|0| 2 JEUSO
deploydtof $tC}. O] R0l &5 Xotet= HES At Mate AE 2 Ho| HotsS ASIH ZAEES EEdl=
Zi0| O £Q8ICt MEHE|™ Java SE SecurityMangerS XHSA|#HOF $iCt,

Java SE SecurityMangerE JEUS2t & SEHAI7]7]| 28 domain.xmlol| £& AHo| CHSH jym-optionS CH3 2t

Z0| FolBtt.

-Djava.security.manager
-Djava.security.policy=${JEUS_HOME}/domains/domain1/config/security/policy(UNIX7|Z&)

M mel2 JEUS_HOME/domains/<domain name>/config/security/policy0|H L2 CtSaf Ztct,
Java SE SecurityManager 874 : <policy>

grant codeBase "file:${jeus.home}/1ib/system/*" {
permission java.security.AllPermission;

I3
grant {
permission java.net.SocketPermission "127.0.0.1:1024-",
"connect, accept, connect, listen, resolve";
permission java.security.SecurityPermission "runTrustedlLogin", "read";
permission java.security.SecurityPermission "loginCodeSubject"”, "read";
permission java.security.SecurityPermission "putProviderProperty.*";
permission java.security.SecurityPermission "insertProvider.*";
permission javax.management.MBeanPermission "*", "*";
E
Java SE SecurityManger= JEUSS| H ot A|ARIDH= 2bM S| HIHO| ZI0|C}, JEUS HOF A|ARI2 AE £FO| H
(ZEE =&Y + = Permission 23)7t OtL|2t, Af t +FO| BRI 23T, sieh Ko et

PermissionO| J=7hHE CtE 1 ULt

= AO| Lot M JEUSTH EE st AL Java SE SecurityMangerE A5 ZE £&9| Permissions
H3groZM 20| X9l ServietO|Lt EJB ZEZLE JEUSE E38}7| = $tCH= HO|LCt.

2.7.2. JACC Provider 4%

JEUSOIIM JACC 2.0 20| CH$t O|+= JACC Provider AFE0lIA dEE Z10|Ct O XMISH LHE2 sliT HS
[Snikclie )

2.7.3. Identity £0{E ¢lot = 4™

.{

IdentityAssertionService X| 2tz 22 FIMHQ = QIE Mt AHEXt 7He| 0HE FEI} U= cert-user-
map.xml IHA0[ A {0f SQICt 0] A2 CrZ 9| ZZ0] fIX|BHCt.
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JEUS_HOME/domains/<domain name>/config/security/<security domain name>/

<domain name>2 =H|QI2| 0|§0|11, <security domain name>2 AHEX7t &3t &
LIEFHCY,

re
H1
=
ro
10
=
o
o

cert-user-map.xml2| XML A7|0H= cert-user-map.xsdO|H,
JEUS_HOME/lib/schemas/jeus/supportLocale/ko ZAZ0 QIC}.

0| mtofl= x| 42| EH I <cert-user> S0l <user> 8! <cert> Ef 17} QIO 12| 074 O|AHQ| <cert-user>
Ef 27} ZEBte|0f QUCH 282E2 AL X0l CHet 1B A HE S /ot 4 HEE LIEtL 0 UL

Identity £ E ¢|ot & MH : <cert-user-map.xml>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<cert-user-map xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<cert-user>
<username>user1</username>
<cert>
<subjectDN>user1DN</subjectDN>
</cert>
</cert-user>
</cert-user-map>

2} <cert-user> Ef 1= LS 22 St EHE 71X 2 QUL
« <username> (2
QIZ M attribute 240l DHE &= AFEXto]| CHSE O| E2 LIEFHCE, (Of: AF2XIEH, AFRXLID)

e <cert>

Zt <cert> Ej = CH21} 262 39| E|IZ 74X| T QO AL X0 CHSH OIS M OjZ! M Ct o]
Truststore TtAof| ZHE QIS M 0f| CHSHA] 519 attribute ZtE0| LT IDE EEA idenityS £
AT E ALSX} 0| ST L E| = ZHES Mot

mjo

x|
o

rot

Ej 49

<alias> (AEH) Keystore LH2| Certificatedl| CHt AliasE E2[BtC). (EXHY)
<subjectDN> (A1EH) Keystore Li2| Certificate0il LSt subjectDNE O[Tt (2XFE)
<SKI> (MEH) Keystore Li2| Certificate0il Lot SKIE H O[St} (2XHE)

<issuer> (MEH) Keystore LH2| CertificateOl| CHS issuerE E2|StCt, (2EXHE)
<serialNo> (A1EH) Keystore LH2| Certificatedi| CH3t serial numberE H2|stC}. (2XHE)

2.7.4. Identity0]| Cit Q15N HE HH

JEUS EoF A|AHEIO M= QIS MZ Q15 El Identity AFEXF FEOf| Chet QISM HEE AE 5= U= APIE HSdtH=
UserCertMappingServiceS MS3ICt. UserCertMappingService X[ §ste AR A O Z A2 QIS A

et rir

A
T



ot

o

27| el 0 HE7L U= user-cert-map.xml IH0{| A 810 SICt. O] IU2 CFZ 2| =0 IXISICL

JEUS_HOME/domains/<domain name>/config/security/<security domain name>/

<domain name>2 =M|Q12| 0|20|1, <security domain name>2 ALEXI7t &8t ot =H|Q19] 0|22
LIEFCHCE,

user-cert-map.xml2| XML £7|0t= user-cert-map.xsdO|H,
JEUS_HOME/lib/schmas/jeus/supportLocale/ko ZZ0{ UL}

| mtAoll= £| &2l Ef T <user-cert-map> Eil 1 6}2|0f] 07 O| &2| <user-cert> E{ 37} IEE|0f QICH ZfZH2
Keystore IHA0f| M AFZXL0] CHEt QIBME 27| I8t £ FHE LIEHAL,

Identity0il Ciiet 1M FE A : <user-cert-map.xml>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<user-cert-map xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<user-cert>
<username>user1</username>
<alias>aliasl</alias>
<keypassword>changeit</keypassword>
<secretkey>
<keyname>testkeypass</keyname>
<keyalgorithm>AES</keyalgorithm>
<keyvalue>bjhTUjJvSXRTOGLkVEdINHInM2N3Vn1jSDZXV@IkYz0=</keyvalue>
</secretkey>
</user-cert>
</user-cert-map>

muin
N

Zt <user-cert> Ef 1= C}23t Z2 5t¢f E{2E 7HX| 12 QUL
« <username> (=
Keystore Li2| Certificatedl| Cigt ALEX} O| 2 H2|BtCt. "primary" identify2 A Y sHOF SHC.
(Ofl: AFEXIE, AHZ XL ID)
« <alias> (=)
Keystore LS| Certificate0ll CHt AliasE H2|BiCt,
+ <keypassword> (MEH)
Keystore Li2| CertificateOll CHSt Private KeyE 2 7|9{$t KeypasswordE 2|t (0ll: changeit)
« <secretkey> (AEH)
Private KeyZ & 2|3t}

Z} <secretkey> Ei 1= CtZ2t 22 ob¢| Ei2E 7HX| 1L ULt
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E}

<keyname> (Z %)

<keyalgorithm> (Z2)

<keyvalue> (Z3)

um

Private Key9| 0|22 H9|sltCt, <user-cert-map> Ef 1 82| 0l Zx{stH=
o

keyname 2{2 | &8H0f otCt. (2XHE)
Private Key2| 7| 2112|§& LIEHHCE (2XHE)

Private Key2| 2t Base64 JE|Z LIEHHCY,



3. 0i=2|A[0| Mu} BRF0f|A Hot HF

2 H0lM= Jakarta EE OiZ2[A|0| 82t E)B 2=, B ZS0[M Eot2 EFH5= &Y

o

dFsirt.

—

3.1. 712

= HoM= oiZ2lZHo| Mt =0 HotS AFot= At A E 7HE 7[=EHe 0|+ & dF et
Jakarta EE OiZ2(7|0[d, EJB 2 &, B Z=9| 7tF 7|=Hel Hot 4% WHE2 TSt 2Lt

1. Role-to-Resource OH&E 2t DE0ICH A ™ SHCL,

2. 2t ofZz2|#H|0|Moj| CHaH Principal-to-Role DHE S Ho|$iCt,

3.1.1. 2E Deployment Ll 0iZ2|3|0|M Deployment
JEUSOl|A deploydt= H2 37| 274X| 2 L0 ZICt,

 EJB 2E(jar OtY), ¥ 2E(war IY)S 22t SN OZ deploydt=

« 0§2{ 79| E)B 2=, ¥ 2=, Connector 2 &(.rar)2 EARE =5t Jakarta EE OHE2|#H|0|M(.ean2 =
deploydt= B

3.1.2. Role-to-Resource OjZ!

Assembler= EJB 2=0|Lt Bl Z&& deploydt?| Mol 32 2=0i Role-to-Resource OHE S MAE sl OF BHCt.
Role-to-Resource IZ S 2ot M| 2f(security constraint)0|2t1 8tH, =2/ Q| Roledl| 2E2| 2|AAE
Ojest= S ofo|stot,

 EJB 2ZE0M 2|AaAE EJBO| HAEE 2|0[8HH, META-INF/ejb-jar.xmlof] A& stict,
« Y BENN 2 AAE AE3] URLS 2|0|5HH, WEB-INF/web.xml0f| A& st}

CH22 EJB 2 E0| MHE Eot H|2F L2 O Z META-INF/ejb-jar.xmlofl X of cist MdHo|Ct,
EJB 2 =0 MFE HOot X2k : <ejb-jar.xml>

<?xml version="1.0"?7>
<ejb-jar xmlns="https://jakarta.ee/xml/ns/jakartaee">
<display-name>product</display-name>
<enterprise-beans>
<entity>
<ejb-name>product</ejb-name> @

<security-role-ref> @
<role-name>cust</role-name>
<role-link>customer</role-1link>
</security-role-ref>
</entity>
</enterprise-beans>

48 | Security SHLHAM



<assembly-descriptor>

<security-role> ®
<role-name>administrator</role-name>
</security-role>
<security-role> @
<role-name>customer</role-name>
</security-role>
<method-permission> ®
<role-name>administrator</role-name>
<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getSecretKey</method-name>
<method-params>
<method-param>java.lang.Integer</method-param>
</method-params>
</method>
</method-permission>
<method-permission> ®
<unchecked/>
<method>
<ejb-name>product</ejb-name>
<method-name>doSomeAdmin</method-name>
<method-params>
<method-param>java.lang.String</method-param>
</method-params>
</method>
</method-permission>
<method-permission> @
<role-name>customer</role-name>
<method>
<ejb-name>product</ejb-name>
<method-name>test1</method-name>
</method>
</method-permission>
<exclude-list>
<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getCustomerProfile</method-name>
<method-params></method-params>
</method>
</exclude-list>
</assembly-descriptor>
</ejb-jar>

o

DD It9| Z} 20| 2|0|5t= 2ot MieF Aret2 ChZat ZCt.

@ "product"2t =&|:= Entity EJB7} ULt

@ Role-to-Role Reference OHZ 0| MAE| ULt AX| MAHEI Role?! "customer"= "cust"2t= Role

ReferenceZ XEE 4= QUCL O]= EJB 24 LHO]| "cust"2h= 0|52| Role2 AKX 2= "customer" Roled|
SHEotCt= A2 2|0|gtiet.

® =2|X Role?! "administrator"7t M1E|0f QIC},

@ =2|™ Role?! "customer"7} MAE|0{ QULCE.
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® Role-to-Resource DfEHO| MAE|0f L=, O|= "administrator" Role0| 2|2 E E)B Q/E{T|0| A 2]
getSecreteKey HIAEE &% 4= U F S{2totct. 0| 0O w2t 2% "administrator” Roledi| £3t=
Principal2t0| getSecreteKey HIAEE S &= 4= QIC}

® doSomeAdmin M2 == UncheckedZ2 MAE|0| JUCH F, 7Lt Roled]| A2QI0| O| HIAEE SES £
ACH= <|ojo|Ct,

@ "customer" Roled|| £3}= Principal "product” EJB2| "test1" HIAEE S &

0 m&*
1
30
o

® getCustomerProfile HAE& Excluded S 20| ZatE|0f UCL F, Roled| A42210] 0{™ Role: s
HAEE =&Y 4 giCh= 2l0jo|Ct.

2 2=0] CHoll M= E)B2t H|ot 20| HEEICE T EJBOIA RoleO| EJB HAEE ZEY 4 UL
EHRACHH B ZE0| M= RoleO| ME3! URLO| H2E 4= ALt EXIE CHECH & 25 2¢F 2ol Tt
KpMet 2= B 2E 2ot AE S Fasttt

X|Z27X| A=t 271X Role, & "administrator"?t "customer"= =2|& IWE O =2 K| deploy:l= &E2
o|0]5tX| °*“Ef kM, =2|X Roles AH| 2tZ 2| ALEXLE ALEXL I E0] O ESH= 20| HRSICH 0] ZAHS

LS 1T

Principal-to-Role OH& 0|2} SH=G| XtA[t LHE-2 Principal-to-Role OHZ0j| A AHETICE.

3.1.3. Principal-to-Role D&

P
O = DeployerZ| Jakarta EE & &= OHE2|H|0| M0l HO|El RoleS A H| SHAQ| AFEXtLE ALEXL O EO|
OHESh= 242 $HCt 07| A, Principal2 =2|H Role0f & st= A2 0fE2|AH0|M Hl(scope)E 7HEICH=

€ =0 2= M1t M27} A10]2}= O Z2[AH[0]F0fl |0 UCHH, Principal-to-Role BHE2 M1 M20j|Af
SHELE O LIok7E A22t= B9 OiE2|AH| 0| M2 A11t= 2HTS| THE Principal-to-Role B8 S ZHEICH A1t
A20| M St 0| E2| RoleO| UCHL SIE{ELE O|S2 MZ CHE RoleZ AAME|H SRE|X| @=L

Ct2 O22 of={eh Helet 22 & JHEol chet 2Ho|ct.

—
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J2EE Application A1 J2EE Application A2
Module Module Module Module
M1 M1 M1 M1
/__‘___—__,‘_ . -’/,-" __"'“H.\\ /#_..-F-——a_‘\ z/,-*' -_--H.\~
f“r N N \.."- ".: l‘."| f“r . N \..l" |'I.. l‘."|
[Principal || Role | | Principal |_,| Role |
\ P / \ Rl J a1 )\ R

-\.\H-\- P ) '\\H.-\-\_—- -'-/_./ -\.\H-\-
r/z.-""___"'\w.__\\. - - '\-H_\l‘ -{/____.a-"'__"

[ Group | ./ Role [ Group
et TR L s
N4 N S N

Principal-to-Role O &

¢l Azl 2 )
EE|O A= ZEM1, M2)2 OIS 2(A|0[F0] Z&tsta = IHEHS S]etrt

JEUSOIIA Principal-to-Role DHE-2 CtS 2| mlofl M- EICE

* JEUS DD?! jeus-ejb-dd.xml(E)B 2 =)
* jeus-web-dd.xml(Z 2=)

« jeus-application-dd.xml(Jakarta EE Of Z2|#|0| M)
CHS 2 ejb-jar.xmlol| CH?t jeus-ejb-dd.xmIe| A of|O|Ct.
Principal-to-Role Of ¥ : <jeus-ejb-dd.xml>

<?xml version="1.0"7?>
<jeus-ejb-dd xmlns=“http://www.tmaxsoft.com/xml/ns/jeus”>
<module-info>
<role-permission> @
<principal>user1</principal>
<role>administrator</role>
<classname>mypackage.MyRolePermission</classname>
</role-permission>
<role-permission> @
<principal>user2</principal>
<role>customer</role>
</role-permission>
<role-permission> ®
<role>roleA</role>
</excluded>
</role-permission>
<role-permission> @
<role>roleB</role>
</unchecked>
</role-permission>

£0| 2719] MZ CtHZ o ZE2|#|0|M(A1, A2)7t MZ CtZ Principal-to-Role IHE & 7tX| 1 O,
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<unspecified-method-permission> ®
<role>administrator</role>
</unspecified-method-permission>
</module-info>
<beanlist>

</beanlist>
</jeus-ejb-dd>

19| o[Hl= CHEat 22 2ot HEE B QUCt

@ "user1"0|2t= Principal(user)0i|Z| "administrator" Roleg 317t5t= Role Permission0| M1E|0f UL}
0l&= "user1"0| "administrator" RoleQ| 2= H$tS JtX|A| E|QACH= S 9|O|$tCt,
Of| |0l M 2 50| Custom Role Permission2 <classname> Ef 12 ™ 9O|$ICt, Custom Role PermissionO|

CHot XpMle HE = Hof A AR 2FE S Fastct

@ "user2"2t= Principal(user)Of|A| "customer” Role2 F0{5t= Role-Permission0| M&[0] ULt O|=
"user2"?} "customer" RoleO| 7}X|= 2 & HotZ JHX[A| E[}CH= 2|0]0|Ct, <classname> Ef 27t A HE|0f
QK| ototoT 2 LC|ZE Role Permission0| MAE|0f QIC}.

® "roleA"2H= Role2 2 & Principal 25 E] HiX|%|0{(excluded) RIC}. &, 0™ Principal = "roleA"d| &= 4
2ACt.

@ "roleB"2t= Role2 #ot 20 A|AHIO|M M3 E|X| H=C}.(unchecked) &, 2= Principal2 XIS 2
"roleB"0f| LBtE=ICE,

® <unspecified-method-permission>2 "unspecified" EJB HIAEE 7|2MO 2 O{EH| CHEX| 2t
"unspecified" EJB HIAE = ejb-jar.xmlM|A] <method-permission> E§ 12 AZE|X| %2 HAEE
o|0Jgtct. <unspecified-method-permission>2 37tX| $A|0 2 X2|eh 4= UCt. Role0| OHE (0| H[0| M=
"administrator" Roled| BHZ E|AUCHSIHLE, excluded(5F7E B2 4= 8l 202 F|ZotAHLL,
unchecked(57Lt M2 £ U= )2 FFSh= A0| 2 20|, IJf?tl—. unchecked M0| 7|£Z}0|Ct.

A 2= (jeus-web-dd.xml)2| ™2 <unspecified-method-permission> H4&0| giCH=

O 242 |95t T, EJB RE0|A MED ST}

3.1.4. AF2X} MH
ALEX AHEHES 3A 274K 2 L0 RICE

* OiZ2|AHOIH0IM ALESHE MRl REM|S| A EXL T E 0|83 LA 2= tH32| nhedof Felrt, (2o
AMAEALER HE 28 EX)

JEUS_HOME/domains/<domain name>/config/security/<security domain name>/accounts.xml

« EJB Z&(jar IIY), & 2= (.war ItY), Jakarta EE OHZ2|AH|0|M(.ear)KtHIQ] AHEXT M HAOZ WEB-
INF(& 28) £= META-INF(EJB 2& % EAR) C|2IlE{2| 99| accounts.xmIS A SICT.
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, AR HEE= flof ofH Aoz MH S MH=X|0f 2A|glo] o Z2[AH|0|Me| Hot |l
0 Hel(scope)2 7IEICL F, oF HoF Q10| MO AL8XH= 22 Eot ZH|QIS AH8SH= B
ofZ2[#[0|M LHol[M SR EICt.
=
3.2.EjB & Hot 8N
= 20X EJB ZE0l| 22 2T5ts LS KMo 2Tt 2 Zo[M CHRX| g2 CsIet 22 Het #4852

"JEUS EJB QHLHM"E Er it

Ho

Hi—

A O]

M =T N

=2 o I‘

ot A 27HX 2 LU= Ct.

* ejb-jar.xml 2%

* jeus-ejb-dd.xml &H

3.2.1. ejb-jar

(o]
—

e

ejb-jar.xml0i| Ct2at 22 &

Role-to-Role Reference OHE
security identity A&
=2|H Role M

E Permission X

E)B M4

CIS Ofxl= 9| Hot M8 QA TEHSts ejb-jar.xmiolCk,

Hot MH : <ejb-jar.xml>

<?xml version="1.0"7>
<ejb-jar xmlns="https://jakarta.ee/xml/ns/jakartaee">
<display-name>product</display-name>
<enterprise-beans>
<entity>
<ejb-name>product</ejb-name>

<security-role-ref>
<role-name>cust</role-name>
<role-link>customer</role-1link>
</security-role-ref>
<security-identity>
<run-as>
<role-name>administrator</role-name>
</run-as>
</security-identity>
</entity>
</enterprise-beans>
<assembly-descriptor>

<security-role>

3. OiE2IF0| M1} ZE0IM Het 8 | 53



<role-name>administrator</role-name>
</security-role>
<security-role>
<role-name>customer</role-name>
</security-role>
<method-permission>
<role-name>administrator</role-name>
<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getSecretKey</method-name>
<method-params>
<method-param>java.lang.Integer</method-param>
</method-params>
</method>
</method-permission>
<method-permission>
<unchecked/>
<method>
<ejb-name>product</ejb-name>
<method-name>doSomeAdmin</method-name>
<method-params>
<method-param>java.lang.String</method-param>
</method-params>
</method>
</method-permission>
<method-permission>
<role-name>customer</role-name>
<method>
<ejb-name>product</ejb-name>
<method-name>test1</method-name>
</method>
</method-permission>
<exclude-list>
<method>
<ejb-name>product</ejb-name>
<method-intf>Remote</method-intf>
<method-name>getCustomerProfile</method-name>
<method-params></method-params>
</method>
</exclude-list>
</assembly-descriptor>
</ejb-jar>

ejb-jar.xml0i| CtZ3t Z2 Hot 24

i

MHE 2 U,

+ Role-to-Role Reference X!

Role-to-Role Reference DHE 2 <security-role-ref> Ef 32 HO|stCt SX 2 M| =2|X Roled| CHSt
X E dH™ot= Ao|Ct, O2M EJB 2A0A= AKXl Role LAl Role ReferenceE AHESHA| EILL.

CHS 2 <security-role-ref>2| 2| Ef 0] CHet MFHo|C},
EH: L‘l%:|

=
<role-name> AH| Role0f| CH$t A XHOZ E|B RE0f|= AX| Role 0|2 CHAl ZXHS AL2SICY

a —
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Ef3 a9

<role-link> <security-role> Ef 12 M5t M X| Role 0|22 Role Reference= <role-link>7}
7t2|7|= Role0i| OHEZ EICE.
« Security Identity 83

2= Lol Y= Z EJB= CHE EJBE | AX|E =&Y W X419| Security IdentityS TIIFSICE E)B2| Security
Identity= <ejb-jar> <enterprise-beans> <type> <security-identity> Ef 12 M&3tC},

CHE2ol 5k

m
=

g gFsttt.

Ei 49

<use-caller-  empty EiT12 TFY AHE0| JOH, E|BE =&Y W ==X X}410] Security Identity2

identity> AHEEICt.

<run-as> E)B7t =& I <role-name>0i| A El Role0l| s{=st= principalE Security
Identity=2 O|&%LCt. jeus-ejb-dd.xml0f| <run-as-identity> E§ 37} QIS AR 0| HH2
SAECE

« =3|H Role M2

<assembly-descriptior>2| 5t2| E§19! <security-role>= 8l EJB ZE0]| ME2E|= =2|& RoleS
MASH= EJ0ICE. ejb-jar.xml0ll HZ = 0] Q= 2 Role 0|2 0| Ef LHO|| MAE[0] RLO{OF BHC

* EJB H|AE Permission ¥

<assembly-descriptor>2| 59| Ef32l <method-permission>£ 2} EJB HA =0 2o M2 A=
Ei10|C}

CHS 2 <method-permission>2| 5t9| Ef 0] CHst AHo|Ct,

Ef 2%

<role-name>  <security-role> E§ 10f| MQ1E|0] Q= =2|X Role O|E2Z Of2H0]| HO|El HAE0|

(M) M2 4 Ut

<unchecked> 20| gl= empty El 12 HFE[0 A H Of2Hof| FHo|El HAE= #ot M3 E ShX| =Lt

(&=t) %, RoleOl| A1219{0] =Lt BAZO) HAE 4 Lk
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Ef a9

<method> <role-name> £ <unchecked> Ef27t ME8&|= HAEZ 69| Ej O = CHE 1t 2Lt
(174 o|&h
* <ejb-name>: HAEE XS Q= EJB 0[S0|Ct
« <method-intf>: HAEE Xt Q= EJB QE{ 0| A EIRJUOZ MEfE|H 22,
2|HE QIE{H|O|A REE SEoHA|

+ <method-name> : EJB H|AE O|Z0|LC},

<method-params> (4&H) : 071 0| &2| <method-param> E{E 7}& == QULCL.
<method-param> Ei 1= E|B H|AE9| 2} T2[0[E{ S LIEFHCE, Ef 37} ME2FEl 32
HAE O| S0t SYUSICHH m2t0|E{ 2t 2H2t210] STt Permission0| & EILCT.
EJBOl= m2t0|E = CIE2 10 KA E 0|2 2 St o] 74 HAETH US 2= UL
O] HAEE ZEHOZ 8T Method Permission0| M EEICt= o|0]0|C},
<method-param> Eff 1 Zt2 I{|7|X| 0| S E&ot 2tH ¢t Java S2iA 0|F0[7LL,
inte 22 Java Primitive Et0| & & ULt <method-params>E empty E{ 12
HAHoIH(<method-params/>) 0i7HHTt SHLEE §iChH= 242 2|0|otot.

<exclude-list> ¢t 5Ll <exclude-list>7t & = QU QMH, Excludedk|= E)B HAEE HO[SICE &, 571
(17H) H2E £ gle olA=o0|Ct, 8k9l EN1IZ 171 0| A9 <method> E{ 1S 7+E! 2= QUCt.

ol x|l CHet ME2 Role-to-Resource IS FOoHCt, 2 E§ 0] CHEE XbA|oH A 8 EJB
() ABS FDBICE B JEUSOIA] EJBS Deploydts %2 "JEUS EJB QHLHA"S &ttt

3.2.2. jeus-ejb-dd.xml| 83
jeus-ejb-dd.xml0l| CtZ1F 22 Hot @45 - 4= UL

. Hot i E| MK

—L-- =2 O
* ejb-jar.xmlofl 2FE|0] UX| b= E)B HAE E2F

* Run-as IdentityE At&3H= EJB Principal 2%

EJBOl| A CHE-2 Role-to-Method DHEH 2 ejb-jar.xml0l| HE =0 JOLE, ejb-jar.xml0lA MEE|0] UX| =
HIAEE o2 CHEXIQE AH| Principal-to-Role IHE S O{C|A MALX|= o{H 5| s AsHoF & EX|O|C}. Ol=
EJB.jar T+ 2| META-INF C|2IE{2|0f| EXHdt= jeus-ejb-dd.xml IO Af HFotCt,

CHe ofldl= ¢l 2o 43 QA E ZelsH= jeus-ejb-dd.xmlO|LCE.
Hot 8 : <jeus-ejb-dd.xml>

<?xml version="1.0"?7>
<jeus-ejb-dd xmlns=“http://www.tmaxsoft.com/xml/ns/jeus”>
<module-info>
<role-permission>
<principal>useri1</principal>
<role>administrator</role>
<classname>mypackage.MyRolePermission</classname>
</role-permission>
<role-permission>
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<principal>user2</principal>
<role>customer</role>
</role-permission>
<role-permission>
<role>roleA</role>
</excluded>
</role-permission>
<role-permission>
<role>roleB</role>
</unchecked>
</role-permission>
<unspecified-method-permission>
<role>administrator</role>
</unspecified-method-permission>
</module-info>
<beanlist>
<jeus-bean>

<run-as-identity>
<principal-name>user1</principal-name>
</run-as-identity>
</jeus-bean>

</beanlist>
</jeus-ejb-dd>

jeus-ejb-dd.xmlof| Lt 22 Eot Q45 AHY + AL,

. ot BE M

[ ==

jeus-ejb-dd.xml0f| A CHEE Hot 2#El MHO| <jeus-ejb-dd> FE E}f 1 HEZ 0f2{0f] QL= <module-info>
Ei 1 Lol A EICt.

o <role-permission> (07 0| 4f)

CH22 <role-permission>2| s+9| Ef 10f| Cist AHo|Ct, 2t E{ 3= Role(Principal-to-Role DHE)S
Hofstm Qlrt.
Ej3 Aad
<principal> (07 O|4})  Role0l| BiE=| = Principal 0| S0|Lt.
<role> (Z4 T SHLHDE 52|, T Y =02 MA| =2|X Role 0| 0|LCt.
Role Permission2 #315t= Java Sei{A Q| MAXI| & Huj o202
HAZICE Role O|E2 ejb-jar.xmlof| MAHEl Role O| St Y X|sHOF STt

<actions> (AEH) Role Permissionndi| CHal 27101 HEE K|S StCt, pref M- E|of QUCHH
UM HO|E{= Role Permission2 T#5t= Java 222 2| F H|
o202 "AZICE,
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E}

<classname> (AEH)

<excluded> (A1EH)

<unchecked> (AEH)

+ ejb-jar.xml0f| AHE|0] AX]

uy

Role Permissiong #2i5t=
0| £0|0{oF BtC}, 0] 22fA £ java.security.Permission
AR XA

UO{0F BILt,

o StLte| m2to|E{(Role2| O] &)

A2 I§7|X| O|ES

2 di=
= =

FHSE

Stsh @
—_ —

== —

ZajA0 ME
public $&XtHE 7HX| 1

M2FE|0 QICHH jeus.security.resource.RolePermission0| A EICt,

empty E§ 12 2FoF A &[0 QUCHH SiE Role2 excludedE A2

Xl:l.
Tid

SHCHE=TL = Role PermissionOi| A ¢12$t Roleo|

N3ast A A
HiL-=2 T

BALh).

<principal>, <unchecked> E§ 12 Ct 2M&=2{7t =L},

empty E§ 12 DtoF MM e|of QICHH, 3 Role2 unchecked® 202

Xl:l.
TIdA

<principal> EfJHLC}

OF -

L=

SHCHS=TLL} Role PermissionOi| A 12$t Roleo|

M=27F =Lt

EJB HIAS MH

sk

o 4 AL,

ejb-jar.xmloi H =0 UX| 2= EJB HIAESS AH™TICE <module-info>2| <unspecified-method-
permission> E{ 1 LHOf| 2| EICt, A JHstt o19| Bl 0= Ch3aF Z 0.
Ef Hd
<role> (XEH) MY JCtH B E AHEX| o= HAEE= O] Role0f| OHE =ICE,
<excluded> (MEf) MME|0] QCHH DE MY E|X| %= HAEL excluded FZEICHSERE 28 3
eiCh.
<role>0|L} <unchecked> Ef 12 LC} SM&Q|7}t =L},
<unchecked> MAE| QJUCHH B E MHEX| %42 HAEE uncheckedZ FZECHETLE HZ2E &
(MEH) AUCH.

<role> Ej1ECLC}

Sd=217t =Lt

* Run-as IdentityE At&3t= EJB Principal 23

Run-as IdentityE Ar&3t:= EJBOf| CHH Principal

name> E{f 1 LHOf|

Z0{Zl Principal O|E0| AFZEILL. Principal2

o M (=]
= Egl_

<run-as> <role-name> E{f 71 L{0{| M El Role LHOJ| L[ RUO{OF BtLE,

1. Ofl™ofl cHeE XAt A

2. 2} Ef 0l cH3t K3 R

33.91 05 Hot MH
2 HAM= E RENMES 2E)Y 2ot A

58 | Security SHLHA]

MHO
O -

Role-to-Resource OjZ

= "EUS EJB SHHM"SE

<jeus-bean> <run-as-identity> <principal-
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L

DEO| Hot M™2 3 27X 2 7Y EICE

« web.xml| &% : Role-to-Web Resource OjZ! MX

* jeus-web-dd.xml 2% : Principal-to-Role 0iE HH

3.3.1. web.xml| dH

web.xml2 Web Archive(WAR It)of| cist 0|el DD It O|Ct, EZ Jakarta EE DD It 2 WAR It Q| WEB-
INF C|2UE{ 2| LHoi| AT

web.xmlofl M BFe 4= U= 2ot 4= T3 2Tt
* Run-as Identity
4 ZE0 ZE|0 A= MEH2 EJBE #E 22 & Wl XHAIQ| Security identityE HIFSHCE,

MEE!19| Security identity= <web-app><servlet><run-as> Ef 3 LHOf| ™|, CtSot 22 ot EfOE
7HXICE,

Ef3 ad
<role-name> (AEH) MEEIZ HASH= Role2 MEFSHH SEXLO| identityZ7t AFR EICH,
* Role-to-role reference Ij &

=

Role-to-role reference i 2 <security-role-ref> Ef 12 M3IH, Role ReferenceE A H| =2|H
Roledi| Bj&3st= Z0] SXO|Ct, Role Reference= A28 ZE0{|A Role2 LIEHE m AR EICE

web.xmlM|A] <security-role-ref> E§ 3= <servlet> LHO| ™|, CtS 2t 22 6t E{OE JHEICEH

Ej ks
<role-name> ME3 ZE0| AHEE|= Role 0| E0ILC
<role-link> <security-role> E{ 12 H2|st AX| Role O|E2Z <role-name> Ef10f| AH E

Role ReferenceE & K| RoleO|| OHEBICE,

« M|/88l URL 2 Permissions (Security constraints, = 9tH|2k)

MEZ URLY| B2 E Motste = SH 2 <web-app> Ef I HEE Of2{0f| = <security-constraint> Ef1E
ArE%trt.

<security-constraint>= CtS1 22 59l EfE 7HXICE
o <web-resource-collection> (17l 0|4}

H2 Mol 2k

—

rr
[
m

|AAQ 2

i
o
-
m
=
i)
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Ef g9

<web-resource- gl 2|AA O|E0|Ct,
name>

<url-patterns> & 2|AAE LIEILHE URL(contextrootdl| ACH 222 X|H) IHEO|C},
(074 o] &)
CHS2 URL IHE Q| of|o|Ct.
> /mywebapp/* : mywebappZt Z&E 2E URL
> /something : =gt URL
*jsp:JSPE ELt= B E 2[aA

<http-method> & 2[AA0 HEE|= HTTP HIAEE LIEHALCE

(07 0| &)
o GET

> POST
- PUT

o <auth-constraint> (AEH)

<security-constraint> E§ 1 LHO| Ho|El & 2|AA0 M2 =~ A= RoleS HHSICL 52| Bl O == 07K
0| &9| <role-name> Efl 17} @=0| 2{Z+2 F 20| 5{2HEl RoleS LIEFHLY.

Role 0|50| MH &[0 QX 11 empty Ef 3 (<auth-constraint/>)2 HEE|0] QJUCHH, OFF T sl 2l
2|AA0 H2E 4 SICH= 20|0|CHO|= & 2| A AT} excludedEICH= 21t SYSICH.

<auth-constraint> E§ 27} Ofof| M=F=|0f QICHH O|= & 2|2 ATt uncheckedEICH= A2 E Role||
AMERI0] =L 2|AAN M2E 4 QL= 2lO|0|C},

o <user-data-constraint> (MEt)

2 2|AA0 WX = HA M| sl "transport guarantee" (T4 EXhg

N

217t

i
rx

st Bt

6t9| Ef 12 <transport-guarantee> Ef 12 71X|0H, ¥l 2|AA 20| HUME HESH= 2| HS LIENHCE,

™A Ad
NONE HU M S HESHK| ZotCh= 2|O0|0|C},
INTEGRAL HAIX|S RZ2M(F, ELHT HAX|= HAEX| 2 |I20|ChHE EEst=

74| Mo|at= ofnjo|ct,
CONFIDENTIAL HIAIXIZ SRS 22 WX|sty| 2oh estelof BLiEIcHs ojnjo|ct,
. =2|5 Role MYl

<security-constraint> E§ 1 C}Z0{| =2|& RoleS LIEtL= <security-role> E§ 27} 2Lt ZF Ef = <role-
name> El 15 7tX| 0 QU=H, 0|0] DDO| A=A} =2|H Role 0|2 Mst= F=20|C}.

CH22 web.xml2| £t &7 of|x|0|Ct.
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2z 2ot AH : <web.xml>

<?xml version="1.0"?>
<web-app xmlns="https://jakarta.ee/xml/ns/jakartaee">
<servlet>
<servlet-name>HelloWorld</servlet-name>

<run-as> @M
<role-name>R1</role-name>
</run-as>
<security-role-ref> @
<role-name>adminRef</role-name>
<role-link>R1</role-1ink>
</security-role-ref>

</servlet>
<security-constraint> @
<web-resource-collection>
<web-resource-name>A</web-resource-name>
<url-pattern>/a/*</url-pattern>
<url-pattern>/b/*</url-pattern>
<url-pattern>/a</url-pattern>
<url-pattern>/b</url-pattern>
<http-method>DELETE</http-method>
<http-method>PUT</http-method>
</web-resource-collection>
<web-resource-collection>
<web-resource-name>B</web-resource-name>
<url-pattern>*.asp</url-pattern>
</web-resource-collection>
<auth-constraint/>
</security-constraint>
<security-constraint> @
<web-resource-collection>
<web-resource-name>C</web-resource-name>
<url-pattern>/a/*</url-pattern>
<url-pattern>/b/*</url-pattern>
<http-method>GET</http-method>
</web-resource-collection>
<web-resource-collection>
<web-resource-name>D</web-resource-name>
<url-pattern>/b/*</url-pattern>
<http-method>P0ST</http-method>
</web-resource-collection>
<auth-constraint>
<role-name>R1</role-name>
</auth-constraint>
<user-data-constraint>
<transport-guarantee>
CONFIDENTIAL
</transport-guarantee>
</user-data-constraint>
</security-constraint>
<security-role> ®
<role-name>R1</role-name>
</security-role>
<security-role>
<role-name>R2</role-name>
</security-role>

3. OHE2|A|0| Mat REOf| A Hot B | 61



<security-role>
<role-name>R3</role-name>
</security-role>
</web-app>

¢l olx|el Ztzfe| £Z0| 2O|st= W82 LhSat ZLt.

@ Run-as-Identity”Z} Role "R1"2 2 HHE[0 A= A2 MESQ| Security identityZt "R1"01| &2t
PrincipalO|0{OF StCt= 2|0|O|C}, M| Principal2 JEUS DD It A 2 EICE

@ <security-role-ref> Ef 1= 4| Role?l "R1"E Role Reference?! "adminRef"2 I3 EU4=0, AA|
ME8 2A LHO| = RoleCH 2l Role Reference®! "adminRef'E AtE st}
® A MM Security constraint 82 "/a", "/b", "/a/*", "/b/*" URL IEIS 7tX|10 YAOHAM HTTP HIAET}

DELETE, PUTQ! URLZ "*.asp"2 ELt= URL2 5+ M2g s gllt= A2 2

<auth-constraint/>2 MH™E| Q7| W{Z20|Ct.

@ 5 ¥ Security constraint &™2 "/a/*", "/b/*" HEE 7tX[ 1 UOHA GET A2l URLZL /b/* THES
7HX| 10 QOHA, POST &AIQI URL2 22! "R1" Roled|| Z&HEl Principal?t M2E 4 QUCH=s S Yot
UCE J2|1 i M2 CONFIDENTIALS E&SHC.

® "R1", "R2", "R3" 37H2| =2|H Roleg M5t UL}

2 2| 2A(URL THE + HTTP HAE)7F web.xmlo] B2 AFE0 AX| W, 31T 2|2 A= Roled]| &2t¢L0]
FLE 2 2= ACh= 2|0|o|Ct. O] = Jakarta EEO A & OHE2|#[0]d & 201l Chet 7[=22L0|Ct.

HL =2

web.xml0l| LFEILH= 2E Ef TS0 CHSt XEMISE HE = ME3 ABS FSICt 5
JEUSOlM MEE!IZ deploydt= A0 CHet =71A Q1 ME = "JEUS Web Engine 2HLAAN"E

i stk

—

3.3.2. jeus-web-dd.xml &
¢ 2 =0 chst JEUS DD T2l jeus-web-dd.xml0| A EOtS M sH= gl sl ME oot
« Principal-to-Role Of & X9

=

jeus-web-dd.xml0|A| Principal-to-Role B S & 2|3}7| 2|8l <jeus-web-dd><role-mapping> Ei1E
AHESHLY,

Ct22 <role-mapping>2| 8t¢| E§1E0|CE,
o <role-permission> (07 0|4}
Role0]| CH$t Permission(2E Principal-to-Role DHE)2 C}S2| ot2| EfT0i| MAESICE,

Ej Ad

<principal> (07 0|&))  Role0i| BH& =|= Principal 0| S0|C}.
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Ej3 A4

<role> (174, ™4 =2|& Role 0|£0]LCt. Role 0|22 Role Permissiona 7L36t= Java SefA
MMXEO| A Hx DH2t0|E 2 e, web.xml0] FHZE =2|X Role
O| St YX|sHoF BtLt,

<actions> (A1EH) Role PermissionOf| Ciiet =7tA QI H|O|E{E ME STt M™E|0 JUCHH Role
Permission2 7#%16t= Java 2e|A MAXe| & Huj of2t0(E =2 M EICH

<classname> (XEH) Role Permission2 7+915t= Java 2ei{AHO|C
0] 22fA £ java.security.Permission?| 7181 S AZ x| A5t St
mt2t0|E{(String rolename)E © A= public MMXIE 7HX| 11 QL0{0F Bt

g{

Af

Z|H 7|2ZfO 2 “jeus.security.resource.RolePermission” 22iA 7}
EIC

op Ju

—_—

<excluded> (AEt) empty Ef 12 BHE|0] Y2H Role excludedE A2 E FFPICt =, ofH
Principal= siZ} Role2 F0{#s 4= QICt
<principal>, <unchecked> E§ 12 C} @ M&2(7t =L}

<unchecked> (AMEH) empty E{12 HHE|0 JA2OH Role2 unchecked® A2 E F|FotCt &

Principal0i| &2 §l0| 5=51Lt Roleg RS & ULt

<principal> Ef 2Lt M&2|7t Lt

« ME8l0|M <run-as-principal> 43

MEEUM <run-as-principal>2 H&3st7| I8l <servlet> E{IE Mt <run-as><principal-name>
Ef2E FII8tC} <principal-name> EH T Zf2 web.xml0lA| <run-as><role-name>0f| 4 El Roleo|
3= Principal0|0{Of St}

HIHE = web.xmlo|AM AZE|0] UAX| 2= M
jeus-web-dd.xml0i| Tt MEE! ATO0|M=
UncheckedZ FF%ICL &, F+7LE HZ2E & UL

S URLE {EA LIEX| Felst= BT}

=3
2E FoA=X| @2 URLE g
ol

LS 1=

CHS2 jeus-web-dd.xml2| 2ot & of|X|O|C},
Y 2E Hot MH : <jeus-web-dd.xml>

<?xml version="1.0"?>

<jeus-web-dd xmlns=“http://www.tmaxsoft.com/xml/ns/jeus”>
<context-path>/tutorial</context-path>
<docbase>Tutorial</docbase>

<role-mapping>
<role-permission> @
<principal>useri</principal>
<principal>user2</principal>
<principal>customerGroup</principal>
<role>R1</role>
</role-permission>
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<role-permission> @
<role>R2</role>
</excluded>
</role-permission>
<role-permission> @
<role>R3</role>
</unchecked>
</role-permission>
<role-permission> @
<principal>tellerGroup</principal>
<role>R4</role>
<actions>09:00-17:00</actions>
<classname>
jeus.security.resource.TimeConstrainedRolePermission
</classname>
</role-permission>
</role-mapping>
<servlet> ®
<servlet-name>HelloWorld</servlet-name>
<run-as-identity>
<principal-name>user1</principal-name>
</run-as-identity>

</servlet>

</jeus-web-dd>

¢l ollx|el 2 £20i| Chet 2

]

rr

ChZat ZCt.

@ "user1", "user2", "customerGroup" Principal2 "R1" Role0|| &3tCt,

@ "R2" Role2 Excluded®|0{ UCt. &, OIFE "R2" Role2 RS = QiCt.

® "R3" Role2 Unchecked&|0f UL}, &, F7LI "R3" RoleS F{TS 4= ULL

@ "tellerGroup" Principal2 27 9A|RE| 2 S5A[7HX| Role "R4"E R 0{2=L},
jeus.security.resource.TimeConstrainedRolePermission 22{A2| implies() HIAE0| A L4 EICE,

® run-as-principal 2 "user1"0| AFEE|ULCL &, MES0|N E)BE ==L I "user1"0| security identity2
HAHZICE. Deployer= "user1"0| web.xmloll 2|l "R1" Role0i| £5t=X| BtEA| 2}15}{OF SHCY.

3.4. Jakarta EE 0i=2|#|0| M Hot HH

= H0|M= Jakarta EE OiZ 2|70 4(EAR It Y)2| Eots HFHSt= WS EFIC

J
_l_

=5l 28 LY

rlo

Ct3at ZCt
« application.xml €% : =2| Roleg M

* jeus-application-dd.xm| 2% : deploy® 20t =211} Principal-to-Role 1S M
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M

3.4.1. application.xm| 473
Jakarta EE OHE2|H|0| M2 .ear & &XIE 71Xl Archive I O|CE EAR Archives EJB 2 &, 8! 2 &, Connector
2E 2[00 ZS0A **XOF_T'_ A= ZHAEZ 2 &[0 QUCH META-INF C|2IE{2| &= application.xm| 87X
ot g meretn =0, HH| o Z2|AH 0| Mol Ciet o2 7tX| DEE HMIS ot

2 MM e application.xml0l| A Eota} B = 28

fjo

MBI
7|2MO = application.xml0f|= Eotut 2t El M2 =2|H Roleg A= Tt ot 71X| Hiol| @iCt Role M2
EAR I} LHof| /= ZE EJB & gl 250 SS2E MEE|H o Z2|A|0|M HRl(scope)E 7HEICE

Jakarta EE O Z2|AH|0| Eot BF : <application.xml>

<?xml version="1.0" encoding="UTF-8"7>
<application version="1.4" . . .>
<description>Application description</description>
<display-name>myApp</display-name>
<module>
<web>
<web-uri>myWebApp.war</web-uri>
<context-root>myWebApp</context-root>
</web>
</module>
<module>
<ejb>myEjbApp.jar</ejb>
</module>
<security-role> @
<role-name>Administrator</role-name>
</security-role>
<security-role> @
<role-name>Customer</role-name>
</security-role>
</application>

2[2] oi[A|o| M= 27}X| RoleO| MAE|ULE.
@ "Administrator"
@ "Customer™

& 7}X| Role2 Role-to-Resource IS Holst7| ?ld E)B 2E1 ¥l 2 =2 DD IHU0|A AFEEICEH E)B ZE1}
E 2E Hot| tii A= E)B 2 & Hot BXnp &l D E HoF BH|M o|0] MHE|RUCE,

Of=2[#[0| M2 JEUS M| deploydt?| Mol =2|H RoleO| Xl Principalo| OHE E|H=X| =tols{of StCt, O]
DN 2 Zt2to| Z<0i| w2} of2f Mol of T EIC},

- OiE2|A|0| M| HL : jeus-application-dd.xml

« EJB 2E2| E2 : jeus-ejb-dd.xml (Principal-to-Role ¥HE2 jeus-ejb-dd.xm| H& %)

« gl BE9| AL : jeus-web-dd.xml (Principal-to-Role 8™ jeus-web-dd.xm| &S &)
OfZ2|A|0|4 TH|0| M Rolet Principal-to-Role i S 3-15t7| 201 Jakarta EE OfZ2[#|0]M0]| &[0

JAe DE DES F 21 ofof BiCh 7+, application.xmld| "Administrator"2t= Roleg MAdH &1, jeus-
application-dd.xmlOoll A "user2"2}= PrincipalE 224 Ct 7FE$HCE O] Role OHE 2 O Z2|#|0] Mof| Z&tE
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SEEBEE1 E 2=0|M HEELCE

H| =5t RoleXt Principal-to-Role OHZE

2 EH EJBY| jeus-ejb-dd.xml0f|ZF MO|HCt i = MHEl Rolext
Principal-to-Role &2 .ear0f| ZtEl BE '

BE0M oFHS SRE = AL

Jakarta EE OHE2|7{|0|M0{| A 2 Principal-to-Role DHE-2 3710| jeus-application-
dd.xmlo| Hz[of UE EH jeus-ejb-dd.xmlI0|L} jeus-web-dd.xmlIof] HHE|0] AE
AFztglo] ofZ2|AH|0| M HR|(scope)E 7HEICH= Mg F|HC}

3.4.2. jeus-application-dd.xm| &H
OHZ2|A|0|M 2 H0i| M Principal-to-Role -2 jeus-application-dd.xmlof| & otC}.

Principal-to-Role DHE 2 X 2[s}7| 2|8l jeus-application-dd.xml2| <application> Ef 1 Of2{0f| CS EHISS
Z=IFetCt,
T —

+ <role-permission> (A&t

<role-permission> E§ 1= Principal-to-Role D& & M 2[SIH, MEMO = Excluded, Unchecked Role2
e 2 ULt O] EfI = jeus-web-dd.xml, jeus-ejb-dd.xml, policies.xmlzt 2tH 5| S LA SEFSHCt,

Ej 49

<principal> (07 0|4  Roled| BZ%[= Principal 0| S0|LCt,

<role> (174, &4 Role O|2& LtEHHCE O]= Role Permission® #$15t= Java Sai{A MM Xto)|
M i mp2to|E{ = FAZIC
Role 0| &2 application.xmlof| 44 El =2|% Role O|F 2t YX[SHOF SHC}.

<actions> (AEH) Role Permission0i| 27150l MEE X ZCH MY E|0f QICHH Role
Permissiong 7#215t= Java 2| A HAX0| & Huj oi2t0|E = A TICE

<classname> (A1EH) Role Permission2 #8151 Q= Java 2e{AHO|CE O] EejA=
java.security.Permission 2a{A 9| ME Se{AZ X[ At SILIO|
mt2t0|E{(String rolename)E EAHEH= public A XE7F L0 OF BHCE,
g p

MEFE[0] QCHH 7| 222 & jeus.security.resource.RolePermissionO|
AHEEILCE

<excluded> (MEH) empty E§ 312 HHE|0 U OH Role2 ExcludedZ FZEICt &, OFF & shg
Roles £0{%= &= QlCt.
<principal>0[Lt <unchecked> E{ 1 HC} M&=2|7} =L},

<unchecked> (X1EH) empty E{ 12 MHE| 0] QIOH, RoleO| UncheckedZ FZEICE &, 7L oS

RoleE R0{#S =+ UL}

<principal> Ef2ECt M&=2(7} =Lt
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<application> Ef 1 Of2Hof| si{=} OHZ2|A|0| 0| deploy=l= E9F =H[Q12 MAY FO0t0f SiCt 7|20 =
'SYSTEM_DOMAIN'O| AFZE[X|2t, £ o Z2|A|0| 0| EHSE Hot MH|AS TR = SHCHH ST 2oF MH|AS
Zo6t e MER E0[QlS dd5 M deploydi{of Strt.
jeusadmin®| deploy BHE0{0|l M Eot 0ol 0|2 ™Y 4= UL
Jakarta EE OfZ2|#[0| M 2ot MH : <jeus-application-dd.xml>
<application>
<role-permission> @
<principal>user2</principal>
<role>Administrator</role>
</role-permission>
<role-permission> @
<role>Customer</role>
</unchecked>
</role-permission>
</application>
212| of|H[0ll A, Jakarta EE OHE2[Z|0| M HotS CH3 3t ZHo| A ™ML
@ "user2"2h= Principal "Administrator" Role0f| If =[O 20, C|ZE RolePermissionS AHEStCY.
@ 2E Principald| "Customer" Role2 §0{$tCHRoleO| unchecked=|i 7| 2 O|C}).
L HOFEHQIS Y= WS Hof Eijel BEE FStLt
2. Custom Permission2 JH&6t1] AW St= WHE HOob A|AR M UM g RIS}
0 3. JEUSO|| Jakarta EE OHE2|A|0| 42 deployst= 2HH2 "JEUS Server SHLHA"S

stk

3.5. Ol A|

2 HoM= 2ol 2ot - S 7|82 ZHd st of|d|of| CHal ZHafstA| A otct.
CHS StH £ =2 H&e mje] 2301 HO|CE s URLO| checked permission0| A& El Z<20{7t 20|,

Unchecked permission® = 0| 2tHO0| A2k=| 1 Ht 2 H|O|X|7} EA|EICH Excluded permission¥ M=
AuthorizationO| AI{5t11 of|2] 2tHO| LIEHHTY,
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Login

Welcome! This page gives information of the security configuration for applications (EJBs and Senvets).
Please login to access the main page.

JEUS Security Sample

The following samples are offered to show how the secunty configuration works.
Each sample's target resource is a Web URL or an EJB method.

Servlet Sample

webpages.JoinUs
| checked [ 0 checked | webpages.OnlyOne

webpagesWithYou

EJB Sample

R R T e R T
ejbwork PublicCall

ejbwork.Admin
excludedMSG ejbwork. Secret
m applied run-as ejbwork.PublicCall

| 2l =t

ol oAl wlel Ho|x|oll A 3742 MEalozE 8=t Zef Lo, 37He| EjB HASE SZeh Ert, 2a0Is
A T nfat MY 4 QU] o0 Kto|7t QoD of2] 7HK| MES 61 of2] AEOR 2ol
2o 2 SolshEct,
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4. HOF A|AEl Ap] X2 2|4l

2 HolMs Hot A|AR APT = 2ol sl dEotCt.

4.1.712

AL Xt OHEE|AH|0|M0f| XtAIDte] EETH HO 7|52 F716H7| fUsH 2OF A|AHI APIE ALESH] T2 Ozfalet 4
AUCE o[2{st O] 2= O E2|A|0| M2 Ecl SE ot AFEXIE XSO 2 JEUS E Ot A|AHIN| SE8H= Registration
Servlet("auto-registration"0|2t11 $tCHO| QICH,

OHZZ|AI0|M Z2O2iH= EoF MH|AE JHYSHY| Hof| EE Jakarta EE 2ot 21} JEUSS| EOF AH|ASO|
Hot= HotJ|s2 J(1I-T'-3f=7(| HX| QISICH HOt APIE A8 T2 M S JWLSHA| =™ Jakarta EE AH

Zto| 20| o ZIC UEHM O 2 |akarta EE AH 72| S22 RX[SH7| Id HZ= Jakarta EE HQt
QIE{H|O| AT ALBSIV|E HE *3._H1f.

4.2. Java SE Permission 8%

10

FO|MQl AFEXF ZE(ME3!, EJB)ZFE JEUS A|ARIS E2517| 9o 2ot APIE AHEE &= ULt

AHEXF ZEOf| 22t APIE AHESHH= B 2= Java SE SecurityManagerE AF&5H7LE AA IE(MZE, E)JB)7t
SecurityCommonService.loginDefault(Subject)E A3t M3Hoz 2aIst ZR0|Ct. o|uff Subject=
Target &t =0|212] accounts.xmlol O|2] MEE|0] L= ALEXtO]| CHEE SubjectE policies.xmlol| HHEl

L Q% JEUS Permission2 7HX| 1 Q= A L0|C},

2 mpdof oigt A 2

ro

cteg A

stk

o

* Java SE SecurityManager®} Java SE Policy It : Java SE SecurityManager A%
* accounts.xml : HOF A| AR AREX}; HE AF

* JEUS EQF A|ARIO]| policies.xml : 2O A| AR &AM ap £ 71 Itz

-

2|A0|E T2 2 2| Hof| A 2ot A|ARIT ASE If jeus.security.base I7|X|2| A= SRt

g2 4y

jeus.security.base.Subject AMSXAHE LIEHAHLY,

Subject= EF 8tLES| H|Q! PrincipalE 7HX 11 Q2O B2l PrincipalO|
Subject?| ID(username)2 #|FEILCL. jeus.security.base.Subject 22 A0
021 7H2| String £-4 20| TEE|7| = ST
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oA

jeus.security.base.Credenti

alFactory

jeus.security.base.Policy

jeus.security.base.Permissi
onMap

jeus.security.base.Role

jeus.security.base.Security
CommonService

jeus.security.base.Security
Exception

jeus.security.base.ServiceE
xception

4.4. 2|22 API

uy

Subject 22iA 2| Mt H4~0|H, Subjecto| CHet AX| Credential2 MM sH=
AMZEICE

O£ =0{ PasswordFactory 22flA= AR/ E Credential QIAHAE
M-dstD, JKSCertificateFactory 22iA = JKS KeystoreZ2E 2ISME
H0{2tA 2IZ A Credential QIAEAS MMBICE

StLE| Principal-to-Role 0H &3 0421 72| Role-to-Resource DHE S LIEFALY,
PermissionMaps2 HH Ha)2 7HX| 10 QUL

java.security.Permission 2IAEIA S| HH|O|HZ & 4= Y2, Policy
Sz A0 M H~0|Ct

=2/H RoleS LIEILY= QIE{H[O] A0|CY,

Role-to-Resource PermissionMap0illA= Role QIAE AT} Resource
Permission0f| DHZ EICt, OF%E7LX| 2 Principal-to-Role PermissionMapOfl A=
PrincipalO| Role Permission0i| DHZ EIC},

.

St SubjectE 21E5t1, Subjectdf CH3t Permissiong X3 $HCE

2ol A, ¢l
oflefo]ct.

5 A

[}

oF A= Ao S| 2oFS FIHUS w LU=

’

HOF A|ARIO A A Zheh ZEFY of2{7F 2AE off 2sh= of|2(ofCt.

2| AL 2B M jeus.security.base 7| X[9| H 7tX| 7|2 Z2HAETH OIL|2} jeus.security.resource
m{7|X|Q] 2eHA L ERE A3 it

EL B

jeus.security.resource.Prin
cipallmpl

jeus.security.resource.Gro
upPrincipallmpl

jeus.security.resource.Pass
word

jeus.security.resource.Pass
wordFactory

jeus.security.resource.Lock £

jeus.security.resource.Lock
Factory
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M
29

java.security.Principal Q/E{T|0| A 2| 7134 ZeAO|Ct.

Principal2 LIEtLH = Principallmple| ME Z22HA 2 Nested?t IE9|

mEs)
HHE 22|5H= java.security.acl.Group QUE{HO|A 9| 51 Z2HAO|CE,
A

=

gt Password Credential QIAEIAZ PasswordFactoryOil 2|8 MM ZICt,
Password Credentialg 4-d5t= CredentialFactoryO|LC}.

2Z 2| Credential 2 3l Subject0l| LockE 4Lt

LockO| 22l Subjectz 2QI51A| &|H eheh AuistA| ElLt.

Lock CredentialZ ‘4 43}t= CredentialFactoryO|C}.



=L i

o  oR

jeus.security.resource.Expi &
ryTime

O|Credential 2 si{Y Subjecte| & 7|7ts METICL

Subject?} 2t2 El 2 3llE SubjetE ArEdtH 2015 A[E5tH 2 & &Ofstct,

jeus.security.resource.Expi  ExpiryTimeZ ‘4 43t= CredentialFactoryO|LC}.
ryTimeFactory

jeus.security.resource.Role Role QIE{H[O[AE 71515t Za2fA0|LCt,
Impl

jeus.security.resource.Role 3 Principal0| £3 Role0| &3tCH= A2 LIEHLHE
Permission java.security.Permission2| A& 22| A0|Ct. RolePermission2 Principal-
to-Role DHH S LIEF T At EICEH

jeus.security.resource.Tim RolePermission2| ME S22 = S| A[ZH0| AF-El AlZHHe| Lol /S TRt
eConstrainedRolePermissi  PrincipalO| O] 22{A2| +IH S A7} LIEH = RoleOl| £8tChH= A S LIEHHLE.
on

jeus.security.resource.Reso java.security.Permission2| ME Z2{AE RoleO| Z|AA0 2N EX
urcePermission HMS Maet £~ QUCH= JHE S LIEHAHCE

r}2t A ResourcePermission Role-to-Resource OjZS LIEFH | AFR EICE

6 SHt 2 Ao CH3E XFMISH B = Javadoct £ T K22 gtolstic),

HOt A|AHRIO| A7HS 0|2 = AMH| AL 2152 H, jeus.security.spi I 7| X|2| SPI 22HAE AL sHOF StC}.
g a4

jeus.security.spi.Authentica Subject MZAZ2E SubjectE F7t, 4H|, Z2|5t= O AFZEICL O] APIE
t

|
tionRepositoryService 0|83™H Subject(user)S T2 LHOJ|A] Z=It8r 4 QICt.

jeus.security.spi.Authorizat Policy MZEAZEE Policy HIO|E{E F7t, A, Z2|5t= o AL EICL O] APIE
ionRepositoryService 0|83IH Z= 17 L{O| M PermissionS F7te 4= QUL

™ M

ol S2H A0l Ciek XtMet ME = Javadocdt £ 10 A= E 2HQISHC}, SPI S2fA0| et S
(i ) APMISH RS Custom EOF AH|A Jjg &aBiCt

4.6. Of|H|

CtS Clldl= =22t APIE AtE%t T2 349| AH0|Ct,

// Login the CodeSubject so that security checks are
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// disabled (so that we can modify the Subject and Policy
// stores)
SecurityCommonService.loginCodeSubject();

// Make Subject with Principal “pete”
Principal petePrincipal = new PrincipalImpl(“pete”);
Subject pete = new Subject(petePrincipal);

// Make password “petepw” for Subject “pete”
PasswordFactory pf = new PasswordFactory(“petepw”);
pete.getCredentialFactories().add(pf);

// Add new Subject to the Subject store
AuthenticationRepositoryService.addSubject(pete);

// Make a new Policy
Policy policy = new Policy();

// Make role “someRole”
Role someRole = new RoleImpl(“someRole”);

// Make a RolePermission for role “someRole”
Permission rolePermission = new RolePermission(someRole);

// Add the RolePermission for “someRole” to the Policy
policy.getRolePolicy().addPermission(
rolePermission, new Object[] {petePrincipal}, false, false);

// Create a ResourcePermission for resource “rsc1” with actions
// “action1” and “action2”

Permission rscPermission =

new ResourcePermission(“rsc1”, “actionl,action2”);

// Add the ResourcePermission to the Policy using

// context id “ctx1”

policy.getResourcePolicy(“ctx1”, true).addPermission(
rscPermission, new Object[] {someRole}, false, false);

// Add the new Policy to the Policy store
AuthorizationRepositoryService.addPolicy(policy);

// Logout the CodeSubject so that security checks are
// enabled again
SecurityCommonService.logout();

// Make a Subject to be logged in
Subject pete2 = Subject.makeSubject(“pete”, “petepw”);

// Login Subject “pete” (should succeed since we added
// “pete” earlier)
SecurityCommonService.loginDefault(pete2);

// Check ResourcePermission “rsc1” for current Subject (“pete”)
// Should succeed since we added Policy for this above
SecurityCommonService.checkPermission(

“ctx1”, new ResourcePermissin(“rsc1”, “action2”);

// Print the name of the current Subject (“pete”)
System.out.println(
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SecurityCommonService.getCurrentSubject().getPrincipal().getName());

// Logout “pete”
SecurityCommonService.logout();
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5. Custom EHOF A{H|A Jjt

2 YoM = JEUS HoF A|ARIS] =2 EFQI Custom Eot MH|AE J{&SH= o] CHsl AEHCL

5.1. 72

Custom EQt MH|AE O[E31H JEUS 2O A| AR T} CHQfot o[ f Hob A| AR, 2o Cf|o[E MYAE 2A S

2 Qlct,

rot
=
0
|0
HU
N
m
=2
X
0z
>
of
nx
0g
rot
inl

CHE2 Custom EoF MH|AS JH&nt 2AE R 7HX| SR

o MH|A 22 A

7o 7|2 e

11712] SPI S2HA

« Custom HQt MH|A M7 HitH

5.2. M{H|A FejA

pluggable 2t O} [EIX{Of| M 7}E 7| 20| E|= E2fA = jeus.security.base.Service 22HA0|Ct MH|A
SAE 2ot MH|AE Aot = SHASO| HEA| 2&6l0F SH= T4 EHAE 9AXY jeus.security.spi
{7 |X|of| Y= 2= SPI 2HA L 0] EHA S &tEkst Z10|LCt,

CtE2 AMH|2 2229 224 Cro|o{ 1oLt

Sewvice
(from base)

¥senvice()
getDescription()
SgetDomain(
$getType()
SgetName()
O ¥getMBean()
PPgetMBeaninfo()
PropertyHolder SisCreated(
Vereate(
(fmrn base) woc‘eateo
SisDestroved()
SgetPropertyl) Vdestroy(
®setPropertyl) PPdoDestrov()
QpropertyNames() getState()

MH|A S A CHo|o] 2

MH|A SYAL BE Hot AU AN BEXOE HBEE T2 #252 Eakshn ULk,

* Service Description
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MH[A ZeiA = WSSt = MH|AZF SQIX|of CHal ZHEHSHA| @ESH= String EFQ| descriptiong
M3 sict, Mu| Ao Ch3t 4HE getDescription() HAEZ 714 E 4 QUL

Service Domain

HEIQJO| WM E QABAE= EX TojjQlof SEEICE M2t 02 2AENMOE MH|A QAR A FEto[2t
g £ QICH MH|AS| £H[Q12 getDomain() HIAEZ 7t 2 4= QICL

Service Type

MH|A 3o SeljA= T SHLte| EFJYS JHEICEH EFRIO0| 2 Service setQZR2E EF AH|A QIAHAS
714 27| fls AH25H= ¥E 9| Or=0|LCt,

O£ S0 EF MH|A 701 22 AT} QT 7|5E MS LA CHE Hot MH|A0[M 0] 215 MH|A SeHAE
AFE3E7| fIeh Ol Qlof| s SeHAS QSO otrt. O|ul MH[A EfIS TEEHA O Q10| F2tot Mu|A

QAAHAS ZOLM 2|5 E BHE 4= ULt

MH|A EFRIZ2 getType() HIAEZ 7kKZ 4= UCH J2{LE getType() HIAE= F4 HAEZ0|EZ HIEA|

MNE ZefA0f| A AEI6HOF S, AMH|A EF)2 MK| 2= java.lang.Class S E jeus.security.spi IH7 | X| 0|

TStz 0] Q= SPI a2 9| Sl A QA AO|CE 2t SPI 22HA 0| A getType() HIAEE final2 35D

ULH F, SPIC| ME AN = getType() HAEE MEE 4~ giCh

Service

MH|ACS| HA2 getName() HAEE 7t E & QUL

Service MBean

MH[A SEA = EF MH[A QIARAE 22[6t= O] AHEE|= JMX MBeanzt Z&E|0] QUL

MBean2 getMBean() HAEZ 7tX2 & OH, M2 E2iA0| M C|ZE MBeanO| Ot:l CH2 MBeans
2|Elst2{™ o] M| A=E XHH 2| sl{OF StCf,

2HMO=E MBean2 protected HAEE MAE getMBeanInfo()22E 2|E E MBeanInfoE HIE Q=
MEIC}H ME Z2jA = 0| HAEE x{E Q8| C|ZE 0]|Q|9| Ct2 MBeanInfo OIAEIAZ Z|E{SIE 2 Bt &
UCE HAEE Y ole nf #TH S2iA 2| MBeanInfoZt 2| X| =2 Fo|3tC},

Service State

HHI* 791 2 A= created EE= destoryed & & StLIS| HEHE 7HX|H create()2t destroy() HAEES
E510] MEHE HAT £ QUCL O] HAES2 A HAEQ! doCreate()2t doDestroy() HIAEE S ZE6}0]
*'Iﬂ ARE AL matA, MH[A 713 22iA = doCreate()2t doDestroy() HAEE BHEA| 23K 0F
SIC},

FO

n

k

r

doCreate()2t doDestroy() M= LHO|| AH|AE MAS| X£7|2t6t0, ABStH= ZEJF ELHE|0f UL
ARl doCreate() HIAE= HIO|E{H[O]A HUMat 22 XIS 2 Sot= ZEJF EotE|0f 11,

doDestroy() H2~=0f= o2t 2l S& A S sliMsts 2=t

MH|A SefA o tixf M= isCreate()2t isDestroyed() HIAEE SEH0] & 4= QUL Eot S4xH
String2 £ 2|EsH= getState() HIAEE 74X UL,

CtE2 AMH|2 2229 e XHEo)| CHet 22 0|C},
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create()/doCreate()

Ve “\\. , /»*”' “\\
| destroyed ) ( created /,I
N, / Y, /
S N _,---""f \\“u.___ __,.-"/f
destroy()/doDestroy()

MH[A S22 9| HE XHE

* Service Properties

MH|A 22 A= name-value 42| £4S JHX| 1 /ULt 0[2{ot £ 42 AT I R= ’5.*?:18
jeus.security.base.PropertyHolder 2/E{H|O|A S S8l O|FO{ZICt. MH|A 73 S2fA = O] QIEIHO|AE
Téisf{of ot

£MEL MH|A QIAEAZ X7|3}8H= Of| AFREICEH MH|A QIAEIATL MME| T create() HIAEIH £2{X|7|
Hojl 2 450] MHEILE 0|Z doCreate() HAZ 7 224X/ MHE £42tS QuerydH A Service
QIAEIAS MESIA| x7|o}6tCt

5.3. Custom EQt AMH|A 3191 T{E

= B0|ME= Custom 2ot MH|A9] 1o 0| CHEHA ZHEFSHA| & errt.

L QI Custom Hot MH|AE oisH= abg 2 CH2 3t 2Lt
1. APHO|| HoF A AR Hot A| AR OFF B E S &3] 0|sHsta L0{0f BICE.
2. Custom HQt MH|AT} O™ HOt 7|58 X360 SH=X| mbtotrt.,
3. ST EME 7HX| 1 U= SPI S22HA S MEHSIT T2 SPI S A0f CHst XHMISE LHE 2 SPI 22{A S & DgiCt,
4. s SPI A0 tist EME FO| €A #TECHJavadoc, H 1 X2, SPT Z2HA0| CHet AHS &O5tT}),
5. SH=h SPI 22iAQ| ME ZeHAE FHysta, ME ZeHA0|AM CHS HAESS FHSICE 2|10 BHEA|

mi2t0|E{ 7t §l= public “4-MXIE ®ISdHOF SHCt,

a. MEiXOo= MH|A X7|9t0f ArBE|l= 852 ottt 2F £4 2 public static final String EIZ22
2t2t0| B2 HEH=Xl= -u_-*1ﬂf5|010|t oLt

LSkl _*_7|-<2f I*m% —’.‘—%* Hif ol EHIiEE getProperty() ml;_% Soll S A0 St

getProperty() HIAE9| m2}0|E{ = O EHA0|M MFE £4FHO|C}.
c. doDestroy() HIAEE -71.3_3._ Ct. O] 'Jﬂ*': = MH|ATF S E617| HMoj| B ot H = EICE O] HlAE=
doCreate() A0 M L& XS SHASHAHLE, EF mo| 218 H7|= &2 YetAQl clean-up

aig 2wt

d. MEi%t SPI 22fAL RE FA HIAEE JavadocOll M st Q= HAILHE Aosict,
e. MHHOE IMXE SoHf MHIAS e[St Ol MEEE HAESS Foie = QUCh getMBean() £=
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getMBeanInfo() HIAEE FoitCt,
6. SPIE #oist SeiAE HOtAUstCt,

7. HOLA|AH MO MESHHE MZR 2Ot AH|AZ JEUSH| SE3ICE

5.4. SPI A

HOl| M= jeus.security.spi 7| X|0f] =[O U= THRFSH SPT S A0 Chsl| AE St

M

CI22 jeus.security.spi I{7|X| LHOf| ‘F2|El SPI E2i|A S=0|Ct Cardinality= 2 0|10l s SPI S22 A7}
R IHLE QS & Y =XI0l ChEt AHO|CH SPI A0 CHot AMSt AH2 &1 Xt=E &L

class name Purpose Cardin
ality
SecurityInstaller Hot A|ABS AX|SH M2 Bt 1

A JVMOl| CHal 2% SHLFZE ZXHBHOF oL,

SubjectValidationService 270! Moj| i Subject2| CredentialO| & 8tX| OFIX| 07K
S EE ol
SubjectFactoryService Z 391 M0j| Custom SubjectS MAMsiCt, 1
AuthenticationService 2721 M0j| SubjectE QIS SHCt. 1
AuthenticationRepositoryService  SubjectE Subject MEAZEE £7} AlN|, Z=3|5iCt, 1
IdentityAssertionService cert-user-map.xml It HEE 0|30 CredentialS 07H
: 5 F
Subjectoll sfEgtct, ole
CredentialMappingService Truststore = E 0|83l0{ CredentialS SubjectO| 074
ojstC, ol
CredentialVerificationService Subject?t 7}X| 11 = Credential & £| A3t StLt2tE 07H
FROHX| ABetct. 0|4
AuthorizationService Subject?t £% Role EE= 2|AA0 M2 ATH0| JA=X| 1
X =L
AuthorizationRepositoryService  PolicyS MEAZHE 7, AR, =3[ L} 1
EventHandlingService Hot O[HIEO| CHEE Custom O[HIE $HS2, Cikot Hot ZIALE  07H
e 0| At
TLedotct, <

5.4.1. SubjectValidationService SPI

jeus.security.spi.SubjectValidationService SPI= Subject?t 7}X| 11 1= CredentialO| F&3tX| OHLIX|E
M| 2t= o AHEEICE 0|22 WIHZ CredentialO| RR5HX| b= 2R E ASS LIEHHCE R25HX| @b
Credential2 2 Subject’t R&5IX| L= 20|0| 12, ZAHO 2 diE Subject2= 231E 4= QiCh= AS
LHEFACE,

SubjectValidationService2| HZXQI 0= Subject?t "lock" Credential2 7tX| 1 J=X| HEE W 3st=
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Zd0|C}, gtef "lock” Credentialg 7HX| 11 RLCHH, Subject= Lock0l 22l Ao 2 FZ&[0] O o|Ate] 270l
TE2NATF TIHE[X] ob=Ct.

SubjectValidationService.checkValidity(Subject) A== 2E 2301 2pH0| M S=EICt, 2Hek O] HIA =0l A
SecurityException0| &M, 2= 2701 2PE2 M= SO0tZICE. SubjectOi "lock" CredentialS AtS2 2
HHSL7| 28 M EventHandlingServiceZt AHSEIC, 0]0]| 2t XtA[et ME2 EventHandlingService SPIE
FOSICH,

—

ot
k1

QlEm2tolE 2 H0o{2 Subject?t AH| s Subject@IX| BB = W)t Subject R 24 AAt= MZE EHIH Q|
Zio|Lt 2321 3HH0ll= 271K MH| AT 25 A EICE

Qe 07H O|&9f SubjectValidationService QIAE AT MHE 2~ QUL TH| SubjectValidationServicedi| A
SecurityExceptionO| StLHE BHASEX| O™, Subjects= S 6tCtn TEte| 11, 2701 3bE0| Al T EICt,
J2{Lt 2HoF SecurityExceptionO| o 320[2t: HMSIH MA| R24d HAls HIlE Sot7tn 221 32 o

O| & ZIA=[X| Qb=C}.

SubjectValidationService SPI= CredentialVerificationService?t B2 F0j| A H| %8l
HO|X|2t 7|5 Holl M CH=CE

SubjectValidationService= Credential2 ®M 33 M Subject’t R &2 oHX| OILIX|E

0 THEFSED, CredentialVerificationService= S Subject”t AA| Subject?IX| ZEHsH=
Credential2 |28t StLIZEE 71X 12 JL=XIE HABICE WEkA,
SubjectValidationService= Subject7t §3HMOE QFEl £ A& 11, HHHO|

CredentialVerificationService= AuthenticationServiceO|lA 915 1tH Zof| AFREIC

—_—

5.4.2. SubjectFactoryService SPI

jeus.security.spi.SubjectFactoryService SPI 22| A = Q20| M H|ZdH= FEGI0| SubjectE Wdst= EE0t
SPIO|LC,

SubjectFactoryService SPI= 25 O SubjectLt Credential= It2t0|E{ 2 HAX| @41, SubjectE
SubjectFactoryServiceE S5t0] Mdd mf AFZEICE 0|2 S0 MKl 73 SefjA= TETEZRH

AE2XtE D IHAQIEE Ql2datol o] HEE 7|2 SubjectE MM A 2|EHBICE,

SubjectFactoryService= 2121 HIHL|Z0|AM A= 0[2|2| Credential EFIE X|25H7| 23l TS HFLCL

5.4.3. AuthenticationService SPI

jeus.security.spi.AuthenticationService= SubjectE Q1557|218 22fAO|CH F, Ii2t0|E 2 HAKR
Subject?t Subject ME 20l SEE/0 A= AH| Subjectet LX|SH=X| HE5t= A0|Ct.

ol
—

0l

LS

ro

Ctsah 2L

1. jeus.security.spi.CredentialMappingService.getSubjectName(Object) HAEE S &30 Subject?|
CredentialO| O AL X0 Of A =[=X| ZtQIStLt,

2. jeus.security.spi.AuthenticationRepository.getSubject(String username) HAEE S &36t0{ Subject
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Rl
0

22 HE A

on

25|0] Q= SubjectE 2ZHE EAIHRLE 0|2 22 Subject2ha i},

tok 22 Subject?t nullo| OtL|2tH 2Z Subject®| Credentialdt 21E5 & Subject?| Credentialo|
|SH=X| H|mBtCt, O] Hj &=

w
o 2
J

n

jeus.security.spi.CredentialVerificationService.verifyCredentials(Subject, Subject) HIAEE S Z3}0{

SEICE
R A0 = equals(Objet)E AFE3SIK Credential2 H|W38t7| = st=H|, Ol KT 80| OfL|Ct,

4, 219 2t¥o| 2= ME3HMO = etz kM 2 Subject?t authenticate(Subject) HIAEZHE 2|EHE|D, A=
0| SubjectE AH23t0| SecurityCommonServiceZ2 2Q13tCY,

QI 17 0| 49| AuthenticationServiceE &Y 4= ULt BHel A El AuthenticationService & £ Aot
ST SubjectE ME3XOZ QIFFICHH @ E AuthenticationServiceZt Q158 21O 2 7tF5iCt, &, B 5t
AuthenticationServiceZte HSHQE SubjectE QAUBMYLIH, FIHE 2 = CHE AuthenticationServiced|
QueryE HX|X| 9t=LCt.

5.4.4. AuthenticationRepositoryService SPI

jeus.security.spi.AuthenticationRepositoryService SPI= Subject M HAZ5E] SubjectE F7I, 4A|,
Z3|5t= HIAEE 71X 11 QICE 0] SPI= AuthenticationService £ 7$6t= S| A0 M AFRE|7LL, Jakarta EE
OHEZ|AHO|M T = LHOj|A| =1 AR E £ QUL

OIE S0 & MOIES Sl M22 AEAIt S5 M Ottt, XS 22 SubjectS Subject ME 201 =715t=
TEE 245t H, 0| SPIE Al Of SHLt,

~
S

m

AuthenticationRepositoryService2| 7t& 2 5% 2 ZEIU0] jeus.security.base.Subject QIAFA S
MEA BP0 X &Sh= A0|C Xl MEAZ = XML IHAO|L H|O[E{H|0] AT} QICt,

UHM O 2 AuthenticationRepositoryService SPIE B 2 #oigt L= QICH J2{L CIEE
AuthenticationServiceE AFESIHLHALE X} 21F 1ol A
AuthenticationRepositoryService.getSubject(String) HIAEE S&3t7| I 20]|C}), Jakarta EE 0HE2|7|0|M
TEO|M 2 AT mi= HIEA| 3H3H{O0F BHCL

TH|QIgh B BHLES| AuthenticationRepositoryService QIAEIADE M El 4= QICHSAXY 17K 0] AHQ)
AuthenticationRepositoryServiceZ &Hst= 22 27Hs5tCH.

5.4.5. IdentityAssertionService SPI

jeus.security.spi.IdentityAssertionService SPI= Subject| AH&XIE(username)O| MSE|X| gt= Z <0
Zestct &, Q! PrincipalO| null T{O|Ct. 0] ZLR0l|= Subject25 E| Credentialg 7tX2tA| cert-user-
map.xmle| GEE 7|82 = Credential0| 0= AFEXHEO| A =[=X| ZOtEA| EIC} OHEE ALBXIEHZ 0=
S0l AFZEICt.

HMHHQI o| 2 java.security.Certificate QUAEA = QIC} O] QAR A= Certificate Credential2
o

E=
ArESIEE H|Ql Principal2 7HX| 1 UX| QICt. O B2 2B 2HH St Sujbect EFE Certificate Credential2
H0{2tA IdentityAssertionService.getldentity(Object) M2 =0 Ti2t0|E 2 HZICH
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s HlA =& CHAl IdentityAssertionService.doldentity(Object)S S E3tCt, O] HA = LHEO| M cert-user-
map.xmlof| F2|El Certificatedi| Attribute KeyZtoll LHEdt= AMEXAIE S HF=Xstn A= A== AHEXIEE
2|}

5.4.6. CredentialMappingService SPI

jeus.security.spi.CredentialMappingService= Subject2| AL2XIE(username)0| MSE|X| 2= Z <20
Estt &, oQl PrincipalOl null mfo|ct. O] Z0i|= Subject25E Credential2 7}X 2t Credentialo|
Ol ArEXIEO]| H A= =X| LOoLEA| EICH IHAE AFEXIHE 0|= 215 2H-of| ALZEIC.

MAXQl 0| 2 java.security.Certificate QAAHAE & 4= UL} 0| AAAHAE= Certificate Credential2
ArESIEE H|Ql Principal € 7FA[11 QUX| @iCt. O] B2 Q1B S¢F Sujbect2RE Certificate Credential2
0] 2tA, CredentialMappingService.getSubjectName(Object) HIA=0f| Ii2t0|E{ 2 HZICt,

oflet Ml A== CHA| CredentialMappingService.doGetSubjectName(Object)E S ZtCt, O] A E LHE 0| A
Certificate MEAZ2E CertificateE Sl AFEAIEE AFHSI 1, 2= (A E= AHEXIE S 2|H BTt

5.4.7. CredentialVerificationService SPI

jeus.security.spi.CredentialVerificationService SPI= MZ& EFI2| Proof Credential2 X| 257 2/8H
AFEEICt.

Proof Credential= It2t0|E{ 2 H0{2 Subject?} AX| EXHSt= Subject@X| HE5H7| 2[8 AHEE[=
CredentialO|C}. Proof Credential®| M@XQl 0f| 7} HtE I AL EZ jeus.security.resource.Password
AR AHEIC

CredentialVerificationService SPI= MY Z2{AJ} BHEA| 1918 0f St B LS| HAEQ!
doVerifyCredentials(Subject, Subject)E M5t QICt O] HIAE Signature®lAd A HWZE LR &= Subject._
"reference Subject"2t11 511, Subject & A0 SEE0] A= AH| Subject®| CredentialE2 71X QUL =
M2 LI Subject= "proof Subject"2t1 8k, "proof Credential"ES 7HX| 1 UL,
doVerifyCredentials(Subject, Subject) Hl2A == 2712| Subject?| CredentialE & A Z H| sl A] StLtztE
K|Stz 20| A=X| gelotet.

CredentialE 7to| OHAI 2 CtFst YHO Z 0| RO{ZICHE S equals(Object) HIAETHO Z = ZE6IX| QICH), BHof
T Subject Ztof] StLt2te YX|SH= CredentialO| RJCHH HAE = 2|EE[11, T X| QCHH
jeus.security.base.SecurityExceptionO| M stC},

H3 AL0]= Reference Subjectof| CHst HE7t QIS ui7t QIct,
” Credential®| Z< Proof Subjet0f CH3t HE Tt 7tX |_|_ Credentlal%
=0 EH Certificate Credential® 27} J=C}.

jeus.security.resource.PasswordZE O X|5t= CredentialVerificationServices=
jeus.security.impl.verification.PasswordVerificationService 22{A0|LC},

ool 071 0| A+9| CredentialVerificationServiceE AX &t 4~ QICt, OHoF x| At SILIO|
CredentialVerificationService| M2t DA O] &Ql=|™ MH| CredentialVerificationServiceZ7t 2 & H3%t
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S g0l fmistA| ElCt

5.4.8. AuthorizationService SPI

jeus.security.spi.AuthorizationService SPI= EHQt A|ARIOAM ATt K3 oF 2 El HAEE Folst Ut Of
SPIS| =X 2 "Subject S= AZt= HM S A #sto| =71 2t= =20 Edh= A0|Ct

MRl 1191 Z2HAE= jeus.security.spi.AuthorizationRepositoryService.getPolicy(contextld) HAEE
SZot0] 1 Z=Z 2|E E jeus.security.base.PolicyS A8 M ¢12| Z20] cist &2 Foict,
AuthorizationRepositoryService SPIE AL&3}X| @f= CHE SRS 7ok HOI=X| 7hs5ICt.

SR 171 O] &+9| AuthorizationServiceZt B ™ & 4 UL} x| A8t SHLES| AuthorizationServiceO| A2t
Ut S 2|EHSHH, B E Hot N3 2pE S St Ao = ZHFESICt &, hLEe| AuthorizationServiceOf|A2te
PermissionO| & 7tE|ACHH, ZI7tX O 2 CH2 AuthorizationServiced| S 2tolst= QueryE HXIX| F=Ct,

5.4.9. AuthorizationRepositoryService SPI

jeus.security.spi.AuthorizationRepositoryService SPI= EX(Policy) M&AZ 2 E
jeus.security.base.Policy QIAHAZ &7} |7, X3|st= HAEE TS QICt O] SPI=
AuthorizationService 731 2e{A MM AFRE| 7L Jakarta EE OHEZ|AH|0|M T E LHO|A EX O|HIE T} HhAiSt
T 2 HAS MErLol FIFSALE M| S8k ALg St

AuthorizationService2| 7tx 2 2X 2 HEIR0]| jeus.security.base.PolicyS 3 EtIQ HA X ZtA0|
X&st= Ao|Ct MEAel 7191 ZejA= XML IHUO|Lt GO E{tH[O] A, LDAP A0 XS XZSICE.

—

AuthorizationRepositoryService SPIE 738 M ALE3t= A2 MEHAFZO|CE OB{LI CIEE
AuthorizationService MH|AE AFZSICIH O MH|AZ} AuthorizationRepositoryService.getPolicy(String)
HAEE SESH| WE0l| BHEA| A8 OF BhCt,

5.4.10. EventHandlingService SPI

EventHandlingService SPI= & H ot O|HIES XA X2|5H= QIE{H[0|AO|CE.

EventHandlingService SPIS ArE3tH 2ot O[HIETI WS W 25 H7|1 2A2|Xi0f| S = HEHS ELi1,
Subject0ll Locks 8d3t= 52 Zgs Al i &= Ut

7|2 i 'd 2 of @ ZHCHStD| 2ot MH| AN 2B jeus.security.base.Event EFRIQ| O|HIE = Z+2 HOt =0[210)|
HAEE|0] = 2 E EventHandlingService=0l| SEEICt 12{H EventHandlingService= O[HIES| L
wef 22t Ch2A| X 2|otct,

(=}
2

EventHandlingService| of| 2 Subject0il Locks H= BRE M2l = & ULt AuthenticationService(215
AMH|2A)7F AMOigt ofotCh “security.authentication.failed” EtRI Q| O|HIE 7} L MSHCEH 21 Jockout
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EventHandlingServiceZ} O|HIEE | X|5t04, handleEvent(Event) HIAEE M3HA|ZICE O] HAE LHEOME
2301 3145 FIRESt QICHE EH ZHWE EH 33]) o] &0l ==3SHH sHE Subjectd "lock" Credential2
Aot}

0| = SubjectValidationService= dli'g Subject0ll LockO| ZF 22 &lst, ZIMOZ 0| Subjectz22] 212!
ANEE 25 MIisHA BHECE SubjectValidationService2t EventHandllngSerwce% 2i5HH, SHHol| 32| oA
Z010j| #ust Subject0ll LockS Z0{ O 0|2t A|ARI0| 201 A|=E & & G HEE= 7|5E 71 &+ UCt

J2{Lt EventHandlingService SPI7} 7t BIHHSHA| AL E|= X2 O|HIEE 7|E5H= LoggerE #+31¢ mf O|LCt.
O[HIEE= Ut BIAEL} XML IHUO|| 7| Z&[7| = SHX| B muf = 21X S 2|6 A= otEl IHUO0| AL E[7| = ohrt.

—_—

TRl 07 O] Ate| EventHandlingServiceS MAE 4 QULCL,

5.4.11. Dependencies between SPI Implementations

SPI 22 A Ztolli= 2| &0| EXHE == ULt OlE S0 AuthenticationService=
AuthenticationRepositoryService0l| 2| =%t}

&2 StLte| SPI 18 Za2fATtCHE SPI 91 22 AQ| static HIAEE SE3ICH= AS
SICH AuthenticationService 73 22| A E AuthenticationServiceImplO|2} 5HH O]

-

A& AuthenticationRepositoryService.getSubject()2 S Z35t0 Subject0i| CHat
HE H0o{RLCt

ox mu n2 1o
)

8 O|Z0| ZXSHA| 42 =k UAtt= A S 2ol0fstet. Ol SPI 224
{Q 2 CHE SPI 2229 HAEE 2 EOHK| 92.':13}

SPI 22HA 7H0ll= o|Z0| ExfEt 4 Ql=
1 SPI AEH
Toist S AOA CH2 SPI 718 SajA HAES

AN
O A| &S LI ZAEIC}H O Sp
(% 7HX| AtASH 02|12 H|QJEh, Ystx o
SEStOZ M O|Z0| MEIEICY,

CHE OE2 C|ZE 2ot A|A- 70| M SPT 1ol SaliA Zhe| o[ Z0f thigt 2oz SalA 7ie| AAE
the=otA|Zl Z40|C}.

.E-ub,a-cr.Fac nmysam-cu }_‘

e aplE

AdisenbcalionSengoe | SubyectVabdshonSermce AR BT BLOTS PR AR A s A S SR
_Arem sy || N hem spid L iFerrs Bl =2 (T wpi)
e . B
= B s, B P -
Crogendwllansing Senace A eatfr nfic sbonRensasdon Serea e Creciendiaffandic ghonSendoe
iFrarm mei) | CHieen mpik e mr0
- - —— — e i ——
- g g e — .
E vl H a5 bnacd | = Nahaoek Senace
" (Wi i i 1 (e Bpip

7|2 2ot A AHR 10| M| SPI 7 S22
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5.5. 2O MH|A AH

MZ SPI 3 2

A S HIASHCIE, 0] 22HAZ JEUS E Ot A|AEIN| SE30f SHCt S28H= WHHS H Ot
CHQl 2MHeA MEE AT

Ct.

re
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6. JACC Provider A2

2 oM E JACCe EX 2 Mt Custom JACC ProviderS T36H0] JEUS EQOF A|ARIOA AtE3SHE BHHO|
CHol ZHEFS| Aot}

6.1.7H2

Jakarta Authorization= J2EE {7 1.40{ A Java Authorization Service Provider Contract for
Containers(JACC) 2t= 0|EQZ HSOZ A&, HXH HEES 2.00|C},

JACC HiZ0ll= Ct22| 27tX| 7|2 =X 0| ATt

* EJB2t MSEl| HBHE M|3S

—_

Fl'lf
ox
H0
==
£
wn
3
M
=
Ok
rot
_IT|_

N
A
oy
<
Q
wn
m
HT
Ha
MU
ic]
T
T3
Q
n
Q
m
m
HL
e
H
MU
]
10
B
_|'O'_I-
mufn
4t
-1
re
o

JACCE EJB2t ME3I2| 2 #ets Folstn M2[st= BEXQ UHS MAISt AL, 2L, JACC Providers
ZH5HH JACC =8t Jakarta EE AMH{0l|AM AFEE 4= QUCE

6.2. JACC 72!
HH| JACC AH2 Ch3 2t 20| 370 MIF Ao = LM 0] QUCE,

* Provider 8% #9
* Policy &% w1t

* Policy 2% 3! T 71t

6 JACC Ao 3t XpM|3 B E Jakarta EE Authorization 2.0 AT 2A{S &tmgtct,

6.2.1. Provider A% 1o

JACC Provider 8% 22 OiZ2|AH|0|Md M| HEIR! 2tA0| JACC ProviderE S&iot= WS 7|5t QUL
Z, 0| AH2 JACC ProviderE Jakarta EE MH0| SE5t= WH S Holsta QICt, Y4t Y
Cha=SICt,

Ior
HU o

1. jakarta.security.jacc.policy.provider A| A& £-40i| Custom java.security.Policy 222 0|E2 &HSICt.
JACC Provider& Custom java.security.PolicyS g6t ULt

2. Jakarta EE M= O] 22HAHE O M QUARAZE Bh= L3 java.security.Policy EFRIQ Z FHAEISHCL

3. 219 BtYo| M3HMOo R AREACHH, java.security.Policy.setPolicy() HIAEE S Zot0| C|EE Java SE
Policy 22HAE ME 4%t JACC Policy 22{AZ WA|BHCE

4. B= Aot 3= MZ SZEE JACC PolicyE SdllA O|F0{X| 12 java.security.Policy.getPolicy() HIAEE
£l ¥ JACC PolicyE 02 £ ULt
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6 JACC Provider A% k0| CHE XEMISH MBS JACC AT

6.2.2. Policy 8% 1<

Policy 8% 72F2 Jakarta EE DD It (ejb-jar.xml, web.xml)oll & El Hot K|S (security constraints)2
jakarta.security.jacc I{7| X|ofl HO| £l java.security.Permission setQ 2 Oj&stH= e at o|2{st
Permission2 JACC Provider(Custom java.security.Policy)oll £7}st= @S 7|&st ULt

0|= Z= EJBLt =3 0|M JACC Provider?t Hot 20{et 2AE AFH S LHE

=

U

2

=Lt

1

Policy 8% 22 Principal-to-Role OHZ0f| CHet A=Z0| @ICt REX| Jakarta EE DD

HA

6 Aol 275k Role-to-Resource DHE S OfEAH| & X[2F ™e|stn ULt 2N Princiapl-

- O

to-Role OH&E 2 JACC ProviderE S&%t= YM|ofl et 242} THE SHo = HolE[of ULt

Policy 873 &S ZITSHA 2EotHA TSt 20| 4= ULt

1. AAERI £4(-D £42 2 H7H) jakarta.security.jacc.PolicyConfigurationFactory.providerd| Custom
jakarta.security.jacc.PolicyConfigurationFactory 22i{AH S M3t

JACC Provider= Custom jakarta.security.jacc.PolicyConfigurationFactoryS Zetst ULt

2. Jakarta EE MH{= O] £42tS AHOIM 3l 2229 AAHA(PCRE MGt

—

3. ME3I3t E)B 2 =2 deploy?iCt.

4. Deployment ZE&= web.xml} ejb-jar.xml DD IS 2{0{=0 HFEl security constraints =2 JACC
Permission QIAE

AEE HMBBICE 0] Permission 222 & jakarta.security.jacc IH7 | X|0f] ZEHE[0f QICt,
ol 2 Permission 2IAEIA = MES1t EJBO| AEE|0 U= Role-to-Resource OHE S LIEHAHLE,

ot

E
)E E[EHe=Ct

—

5. Deployment 2= PCF.getPolicyConfiguration() |2
jakarta.security.jacc.PolicyConfiguration Et2lQ| QIAE

(
6. Deployment =& 4H 1AM MM =l Role-to-Resource PermissionE2 PCo| CHYSt HAEE
A0 PCOI| F=7bstCt.

7. BE Permission2 PCOl| =715t LIH, PCO commit() HIAEES S ESICE

I_

MEaI1 EJB 2E0| undeployZ I PC.delete() HIAE7t SZEEIC} 0= i 28I ZED}EJB 2SO it
Permission2 X|7{$tCt,

6 Policy A THH0f| CH3t XpAet M2 JACC AH

=

o

Eotot.

—

Of EjB2t ME3I0A H2 Hetat 2 E Z2FS ofEA L2
7HX M8 efo] 2= SFE o|=of| HEEIC}

N Hﬂ
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Policy 28 3 T2 L3t 22 HEC 2 TIA-ELL 2 BoM= MEEIE o= S0 BESHXA|2, EjBS| B0

L=}
&
lo

x
0g
B
o
ne
o
n

1. oi'e M=3! H|0[X|of| CHet 70| SO{=2Ct.
. M =28l 71H|0|4 = jakarta.security.jacc.PolicyContext 22HAE AR50 JACC Context HEE HH i},

2
3. M=8! ZH|0|H = 27HX] JACC Web Permission(jakarta.security.jacc I§7| X|ofl H2| |0 QUChHS MM 5tct,
0| Permission QIAHAE= S RS M SE!0| A E PermissionS LIEHHALE.

4. a3l AHlo|H=E ME3! QAXIIL 22| 27HX| PermissionS 7t =X| L0t 7| 2|8l JACC Providero|
QueryE HXICt QueryE si{4d5t= Ol= 2] 74| WOl QUCt.

o€ =0 Policy.implies() HIAE2 tolgh 4~ QUCt, o|mff mf2t0|EH 2 XXt Principal 2 7|3t
java.security.ProtectionDomain0llA| H|3 5= 2 E Permission(£)0| AFS EICE.

5. JACC Provider= 2 2HH0f| MHEl context ME, 3| A M8t Permission QAEA QX XIO|
Principal(s), Principal-to-Role O4&, Role-to-Resource I S2 25 ARSI, HxH QEXIIL MES!
Ho|X|ofl 2 HetE 7 =X E mHEHotTt,

6. ot M= 27t FZhol2tH MES! ZH|0|H = QBEXIH MES! Ho|X|of| M25H=S s{=fetct, J™X|
SICHH, ot M| 30l ATHRUCH= ofl2{ T|O|X| 7} LIEFCHCE,
6 Policy ZX 9! T&H #orofl Chh XtA|st MHE JACC AHIS F3ICE
6.3. JACC Provider 7H&
2 M| M= Custom JACC ProviderE 7Hest= S 0t JACC Provider ZHEE ot 2H2A 2l 51 71X X[ &S MEHSHC}

6.3.1. JACC Provider 1%

CtZ2 Custom JACC ProviderE F+¢i5t7| floll 2R¢t 2252 35 7| BAIE HadtH Eodst 22
Ctoloj124o|ct. o] CHO|O] 2340 M= 22 A 0|F 2 "MYJACC'Z A|ZFHX|TH ofH 0| 0| 2t A2Hairt
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| java ‘ sun ’
L -
Jlm Jova sacunty Pobcy
.IF‘.
gl
MyJACCPolicy
[_.Mm‘ucmwﬁcc M;cormggvm‘ach;m )
) N g Jrva g turey jace
T PolicyCorffigurasion
. MpACCPobcyConfigurationfactoy | . | MyJACCPobe yConfiguration
JACC Provider 2zl

CHSat 2L

rr

JACC ProviderE #+8igt i L3t SefA
* java.security.Policy

JACC Provider?| @412 java.security.Policy2| ME S2HAE 2ddt= Z0|Ct 0] F2A = JACCOIA A
oS HAY o ALZEICH

java.security.Policy2| ME Z2HAE EH45t7| 2|8l java.security.PolicyS &4&5t= ME2 S2HAE
HO[SICHO|E MyJACCPolicy2t StA}. J2|10 LEAM Policy 28 21 &l F2roflA BHS Policy 2 X A
2 oI5| 28l implies() HIAEE M QST 2oie mf Mot K2 E | S s 4dstr| 2lsh
PolicyConfiguration QIE{H[O|AE S8l &=7}+El Permissiont Principal-to-Role DHE-S 12fsHof Sict,

MyJACCPolicy= It2t0[E{7} @l= public M-EXE S A Jakarta EE MH{ 7} QIARAS £1A| Mde &
A BHOF Stet.

+ jakarta.security.jacc.PolicyConfigurationFactory

Policy 88 1#2Fg +815t7| 2/8ll 0HE2|A|0|M M= Permission AAEAE JACC java.security.PolicyOi|
ZItgt & QLofof BtCt. O] ZHA2 jakarta.security.jacc.PolicyConfiguration IE{H|O|AE £l O|20{ZICE
PolicyConfiguration IAHA S Md35t7| QI8 =& A0

jakarta.security.jacc.PolicyConfigurationFactoryZ7t Z Q3stC}.

PolicyConfigurationFactory2| ME Z2HAE ZHdst7| 2[sH
jakarta.security.jacc.PolicyConfigurationFactoryE &&3st= ME2 Z2{A S HolStiH0|E
MyJACCPolicyConfigurationFactoryz} otAt). O] Z22iA = getPolicyConfiguration()E BHEA| X 2|3l OF
otet.

MyJACCPolicyConfigurationFactory 24 «= IH2t0|E{7} §i= public HMXHE HSdH A Jakarta EE
M7} s SEAQ| QIABAS 27| Mg £~ Q=X siof Btot,

+ jakarta.security.jacc.PolicyConfiguration
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Policy 88 12 1134517| fIslf O ZE|AH|0|M M= Permission QIAEAE JACC java.security.PolicyOl
Z71e 4= A0fof stct, o] AL jakarta.security.jacc.PolicyConfiguration QIE{IH[0| A S E3f| 0| R0{ZIC},

0| QIE{HO| A Q| QIAEIAE= 2|0f|A] MRSt CHE jakarta.security.jacc.PolicyConfigurationFactoryS Sdi
A M EIC}
O O .

=]
°
JACC ProviderE jakarta.security.jacc.PolicyConfiguration2 7818t 2efA S HIEA| X atstn U0{0F
stoHo| 8 22 A E MyJACCPolicyConfiguration2t1l StX}).

Custom jakarta.security.jacc.PolicyConfigurationFactory 22 A ¢l

MyJACCPolicyConfigurationFactory= & MyJACCPolicyConfiguration QIAEAE 2|E{sljOF StC},

= oM E 2 SaA 7 Sl ool o= dFUCE Feshs Lol TSt XhAst
A A]I

0 A 19] Policy Z2& 3! ©& 2kt 2+ S Aof| Cit Jakarta EE Javadocg
sto

6.3.2. JACC Provider Ij7| %!

QUHIX O 2 JACC Provider?t Provider7t X st= S2HA S JARE S04, siiE O Z2|AH|0| M MHoi| QI X|A|ZICt
(OIZ "MYJACCProvider.jar"2t1 StX}).

OHZ2|#|0| M4 ME 2| Path0il JACC Provider JAR It 2| PathE ZEetA|7|11 HRot HR0= ST AlA” £4US

=1 o [ ]
AFSIC). of BpE 2 o Z2(AH|0[d ME{OCE =34 EHEtEIC) JEUSHIM el B8 &2 JEUS EoF A|AFDE JACC
Provider S0l A AESICY.

6.3.3. Default JACC Provider

JEUS Eo} AlAE‘IIQ |:||-|O
AHS HAE 0]2|9

ZFESE C|Z E JACC ProviderE M3ot ULt YUMo =2 0| C|ZE ProviderE JACC
T2 ME%t= A2 HESIHX| =Lt Al o™ Hof|A MH ot Default Authorization
ST

20C
S
=3
= =

ProviderE At2% 74

JeLt C|E |9|°| JACC ProviderE AI2st{H 48 M ES M= 1 UYX| o2 2 Xp4ITH] JACC JAR
ArchiveE % ’é £ 11 Archive L0l JACC Provider It S EsHA|7| =2 i},

6.4. JEUS KOt A|AEID} JACC Provider S&

2 Hoj|ME JEUS 2o A|AEITL C|ZE JACC ProviderE S%tot= ghtHof| ol A HSICT

rot

JEUS 20t A|AEITL JACC ProviderE £&st7| 9

¥ 3t 2L
1. Principal-to-Role II{E & $ICt.

JACC QIE{H|0| A= Principal-to-Role DHE 0| CHall {8 = AZ35t1 AUKX| 2411 THX| Role-to-Resource
D=2t M olst QICt, Principal-to-Role DHES I8l JEUS ':'POI 9| QIE{I|0| A7} T RBIC} 0|2 |8
JEUSE jeus.security.impl.aznrep.JACCPrincipalRoleMappergt= QIE{H|0| A S XS $HCE. O]
QIE{H|O| A= R3ASHOF & T StLte| M| A =21 addPrincipalRoleMapping(PermissionMap map, String
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policyld)2 &5t ULt O] HAEE= Principal-to-Role BHEE policyldE CHEE| =
PolicyConfiguration0i| =7}t

Principal-to-Role OH &2 Jakarta EEO|A] OHZ2||0] 8 'HLIE JHEICH= Fof| =[St
p S Jakarta EE OfZ2|H|0|M0f| &3t 2 Principal-to-Role 0HZ 2 StLEC| Mapoi|
| e e 7| fZ0ICL PermissionMap 22122t PermissionMap QAEAS ME2
’ HESH=0 AFEE|= add() HIA =0 chgt XtAst HE = PermissionMap Sz 20
CHEt API 2ME EIOBHC}

JACCPrincipalRoleMapper QIE{H|O|AE Foiet 2afjA = M2t0|E{7} Gl= public MM XHE S5Ok St

J2|10 BFE A JACC Provider JAR LHO| 3=7}+=|0{0F $HCH, JACCPrincipalRoleMapper Q1E{T|0] A0f CHot
XM|et ME = £ 10 Xt =29} JavadocS EHQISHCE,

JACCPrincipalRoleMapper?t Pricinpal-to-Role 0 & MMsH= abE 2 CHS 1t 2Lt

—_ —_

a. jeus.security.jacc.principalRoleMapper A|AR £4O = jeus.security.jacc.principalRoleMapperE
Tolot SAHS AFotrt.

0] £A1Zt2 9l

b. M&0| 2t2&|H jeus.security.impl.aznrep.JACCAuthorizationRepositoryServiceS 711t 2z ATt
£ M7H2 210] Class.forName(mapperClassname).newInstance() HAEZ s QIAEHAES

B4

ddPrincipalRoleMapping() HIAEE &35t JEUS DD It 0| BA[E Principal-
Sl M =TFEICEH

—t

Q

o
=}

IS

=2
0H
mw
0=

0 o

N
HL
re

nx
o
=

B

NW

nx

o
-OF
0

n

JEUS EHOt A|ARI2 27l {HE] 2eiAE AHESHH JEUS native authorization API2t JACC authorization
APIE HZSICE

2709 O{RHE SejAQ} Z2tzto| Ak

1=

ro

Ch3ah 2Lt
o jeus.security.impl.azn.JACCAuthorizationService

ZE|0[ L0l M Policy Z2H U T Fote Psts REOR HUBHS H|35t| Slef
java.security.Policy.getPolicy().implies() HIAEE

o jeus.security.impl.aznrep.JACCAuthorizationRepositoryService

Policy 8% #of2 73ist 2222 71H|0|4 7} ‘M %t jeus.security.base
Provider2| 714 24921 PolicyConfiguration QIAE A0 716t HES $iCt,

JACCE ZH5A|7|7] 2I8i M= O 27bX| 2ot MH| AT} security-domains.xmlI2| =HIQ1 AH|A Fo|of|
MF [0 A0{OF BHCL.

JACC Eot dH md MH : <security-domains.xml>

<?xml version="1.0"?>
<security-domains>

<security-domain>
<name>JACC_DOMAIN</name>
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<authorization>
<jacc-service/>
</authorization>
</security-domain>

</security-domains>

3. MAH! path0]| JACC Provider JAR PathS Z7}3ict,

A|AHE! PathOfl JACC Provider JAR DY S Z7t517| ?IsH CHS 2| CI=IE{2|0f JAR DY S 2 X|A|ZICE

JEUS_HOME/1ib/system

4. Java N A" £Mg MmsiC},

JACC 7ttt JEUSE OHE2|H[0] M AH{ 7} JACC ProviderE QIAMSHEE CFS 37tX| Java A|IAE £4S
TEst UL

o jakarta.security.jacc.policy.provider
JACC ProviderE LtEHH, java.security.PolicyS 7135t 22 AHO|Ct,
> jakarta.security.jacc.PolicyConfigurationFactory.provider

PolicyConfiguration QIAHAE MM35t1 2ESH= PolicyConfigurationFactoryE 7819t
SejAHo|C

o jeus.security.jacc.principalRoleMapper

rot

jeus.security.impl.aznrep.JACCPrincipalRoleMapper QIE{H[0|A S 3Tt 22HAHOZ JEUS DD

ot 2 2 Principal-to-Role 0HE S MM iCt,

212l 37HX| A AH

1

Ne 2 E MHO| thsi Al domain.xmld| <jvm-option>2 2 A& E|0{0f BiCt,
JACCO]| CHet Java A|AEI &M MH . <domain.xml>

<?xml version="1.0"7>
<domain xmlns=“http://www.tmaxsoft.com/xml/ns/jeus”>
<servers>
<server>
<name>server1</name>
<!-- server JVM option -->

<jvm-config>

<jvm-option>
-Djakarta.security.jacc.policy.provider=
myprovider .MyJACCPolicy

</jvm-option>

<jvm-option>
-Djakarta.security.jacc.PolicyConfigurationFactory.provider=
myprovider .MyJACCPolicyConfigurationFactory

</jvm-option>
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<jvm-option>
-Djeus.security.jacc.principalRoleMapper=
myprovider .MyJACCPrincipalToRoleMapper
</jvm-option>
</jvm-config>

CIZE JACC Provider 22

O|Foj| eA5$t CHE C|ZE JACC provider 22{AHE CHZ3t ZCt
T SAH

Policy jeus.security.impl.jacc.JACCPolicyWrapper

HI

PolicyConfigurationF jeus.security.impl.jacc.JACCPolicyConfigurationFactoryImpl

actory

JACCPrincipalRoleMa jeus.security.impl.jacc.JACCDefaultPrincipalRoleMapper

pper
O] ZeiAS2 25 ChE2l ?|X|of Ti7|E=|of /AULE

JEUS_HOME/1ib/system/jeus.jar
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7. JAAS A2

2 Zo|ME JAAS 0] CHoi A ATHE 1, JEUS 2o A| AR A SunOne Directory Server®t HSsH= B S
ZHERS| dEBICE

7.1.70

Java 215 8! £°21 MH|A JAAS(Java Authentication and Authorization Service)= Java HE Q| HEE
PAM(Pluggable Authentication Module)2 F#o15t11 AFEX} 7|8t 21F-E X[ 2510 AMA Ko 21T 2 3
elet BFE 79| MH|A miF|X[O|LCt.

o

JAASE Java 2 SDK, Standard Edition(J2SDK) 32| &M I{7|X|(2t%E 7|5)% Lt JAAS= J2SDK 4 0|20f| E8t&|o
AL}

JAAS HiZOll= CE=2 2 27HX] 7|2 SX0| ULt

TEJHOHE2|Z0|M, OHEE!, Bean EE= MEEIQIX|0f 2tAH|R10] Java ZEE A&l SO AIEXIE ME[SIEE
OHXISH HH O 2 Stolsir},

tot

FoIBHC},

— =

J

Sfo| Mol LT AMA HOIH(AMAM)S ALBRIZL B2t X6k U 2

XS] Java 2= 2= &2 H[0|A9] M| A HO(ZES| EX(2) A MEXO| 2= KM H0)E HIS3H
AL 2Lt 29| X0 2H3t= HMA HMAHE =7t dAdHs 7|52 BE5H0 JAASTL Java 2 Hot
Ot7[HIXM & 2HEo5t0] X| {5t BICt.

JAAS 2152 E2{09Q1 7Hs YA M HHEICE O] 20l OHS2[AH[0|M2 7|8H0| £ = Q15 7|2 RE SEHECZ
7|SetLt. oS 2[A01 M Lol M= Mt = AHE B 7|52 SRR M ArEE £ AL, OiE2[AH0|¥SE
HEY = girh

OHZ2|AH|0] M2 LoginContext ObjectE 2! $tCt. LoginContext
Object= ConfigurationS HZE5IH At8%t= QB HIA=EZEX| E= LogmModuleg EQEFEL Ehslgsisl]
LoginModule2 AtEXIE Sl IIAQIES| IS M Y= E WS HB5t SHO[LE X229

AZS Ay 4 U UE UL

TEE HAS= ARt QIBEH JAAS S ZHEHAE = F0 Java UM A Ko BRI} ASS] XS] HMAE
HSSICH HMNA Moo ZH0| ZE X & 2= MEXH(CodeSource)H|Bt 7| X E F= J2SDK 31t= &,
J2SDK 452 E{ = UM A Hlojo] ZH2 M F=9| AA 8l IEZ M3MSH= Subject ObjectZ LIEHE 4= U=
AR} EE= MH| A0 235t QUL QI50| d3ME B 210 BE2 2ESH= Principal 2 XHE S A9

SubjectE ZAAIBtCE

6 JAAS ABIO| CHSH REM|SH BE= JAAS EE2(2 2ME A DT}
J|2H O JAAS OIS IHHL|Z0| M2 LDAPS} H|O|E{H|0|A, JEUS E Ot A|AH 7to] S-S Q[A
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LoginModule2 &% 351, JEUS EOF A|ARIO|AME 200111 £210f 2tZASH MH|AE =HEF K|S Bt

= oM = JEUS 2oF A| A0 JAAS 22 30f S22 8l QB H|0|A S X3l A LDAPL Ci| O E{H| 0] A
Ofiwlofl chol HFete

« LDAP LoginModule ¥ 0f

+ DBRealm LoginModule 5 0f

7.2. JEUS-LDAP A& ¢t LoginModule 7%

javax.security.auth.login.LoginContext /E{H|0|A ZE{A = QB XS] QIF0| AL = 7|2 Xl HAEE
HZst= ELEH*OIE}. 0| EAE A23IH OfZ2|AH|0|M0j| 23Q18t= O 2 J[HH0| E|= 915 B =2 X|of

O|Z3SHA| g EF Etol 215 Bt S MSst= OSE[AI0| 8 S TR 5= Ut

LDAPRl HSE ?lsiM LoginModuleg =%
QIE{H|O| A E A3t LdapLoginModuleS % HA 215 EHIﬂ'—I%% +=A

LdapLoginModuleZ JEUS2t| HOot A|ARIDtO| HE S 12{5t0] CHZ ot 20| =Hah 1odBto},
jeus.security.impl.login.LdapLoginModule
package jeus.security.impl.login;

import jeus.security.base.Domain;

import jeus.security.resource.Password;

import jeus.security.resource.PrincipalImpl;
import jeus.security.resource.RolePrincipallmpl;
import jeus.util.logging.JeuslLogger;

import javax.security.auth.Subject;

import javax.security.auth.callback.*;

import javax.security.auth.login.LoginException;
import javax.security.auth.spi.LoginModule;
import java.security.Principal;

import java.text.MessageFormat;

import java.util.Arraylist;

import java.util.Iterator;

import java.util.Map;

public class LdapLoginModule implements LoginModule {
protected static final JeusLogger logger = (JeuslLogger)
JeuslLogger.getlLogger("jeus.security.loginmodule");

// initial state
private Subject subject;
private CallbackHandler callbackHandler;

private boolean succeeded = false;
private boolean commitSucceeded = false;

private String username;

private String password;
private String domain;
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private Principal userPrincipal;
private Password userCredential;

private SunOnelLdapAuthenticator authenticator;

private static final String INITIAL_CONTEXT_FACTORY = "initialContextFactory"; // optional
private static final String PROVIDER_URL = "providerURL";

private static final String CONNECTION_USERNAME = "connectionUsername";
private static final String CONNECTION_PASSWORD = "connectionPassword";
private static final String USER_BASE = "userBase";

private static final String USER_SEARCH_MAPPING = "userSearchMapping";
private static final String USER_PASSWORD_ATTR = "userPasswordAttr";
private static final String USER_ROLE_ATTR = "userRoleAttr";

private static final String ROLE_BASE = "roleBase";

private static final String ROLE_NAME_ATTR = "roleNameAttr";

private static final String ROLE_SEARCH_MAPPING = "roleSearchMapping";

private final String SUN_JDK_LDAP_CONTEXT_FACTORY = "com.sun.jndi.ldap.LdapCtxFactory";

public void initialize(Subject subject, CallbackHandler callbackHandler, Map sharedState, Map
options) {

this.subject = subject;
this.callbackHandler = callbackHandler;
this.domain = Domain.SYSTEM_DOMAIN_NAME;

authenticator = new SunOneldapAuthenticator();
initAuthenticator(authenticator, options);

}

private void initAuthenticator(SunOnelLdapAuthenticator authenticator, Map options) {
// INIITIAL_CONTEXT_FACTORY
String value = (String) options.get(INITIAL_CONTEXT_FACTORY);
if (value == null) {
authenticator.setContextFactory(SUN_JDK_LDAP_CONTEXT_FACTORY);
} else {
authenticator.setContextFactory(value);

}

authenticator.setProviderUr1((String) options.get(PROVIDER_URL));
authenticator.setConnectionUsername(

(String) options.get(CONNECTION_USERNAME));
authenticator.setConnectionPassword(

(String) options.get(CONNECTION_PASSWORD));

value = (String) options.get(USER_BASE);

if (value !'= null) {
authenticator.setUserBase(value);

} else {
String msg = "LoginMoulde initialization failed.
logger.warning(msg);
throw new IllegalArqgumentException(msg);

+ "userBase option missing.";

}
authenticator.setUserPasswordAttr((String) options.get(USER_PASSWORD_ATTR));
value = (String) options.get(USER_SEARCH_MAPPING);

if (value != null) {
authenticator.setUserSearchMapping(new MessageFormat(value));
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} else {
String msg = "LoginMoulde initialization failed.
logger.warning(msg);
throw new IllegalArgumentException(msg);

+ "userSearchMapping option missing.";

}

authenticator.setUserRoleAttr((String) options.get(USER_ROLE_ATTR));

value = (String) options.get(ROLE_BASE);

if (value !'= null) {
authenticator.setRoleBase(value);

} else {
String msg = "LoginMoulde initialization failed.
logger.warning(msg);
throw new IllegalArgumentException(msg);

+ "roleBase option missing.";

}

value = (String) options.get(ROLE_NAME_ATTR);

if (value !'= null) {
authenticator.setRoleNameAttr(value);

} else {
String msg = "LoginMoulde initialization failed.
logger.warning(msg);
throw new IllegalArgumentException(msg);

+ "roleNameAttr option missing.";

}

value = (String) options.get(ROLE_SEARCH_MAPPING);
if (value != null) {
authenticator.setRoleSearchMapping(new MessageFormat(value));
} else {
String msg = "LoginMoulde initialization failed.
logger.warning(msg);
throw new IllegalArgumentException(msg);

+ "roleSearchMapping option missing.";

}

public boolean commit() throws LoginException {
if (succeeded == false) {
return false;
} else {
userPrincipal = new PrincipalImpl(username);
if (!subject.getPrincipals().contains(userPrincipal))
subject.getPrincipals().add(userPrincipal);

ArraylList roles = authenticator.getRoles();
for (Iterator i = roles.iterator(); i.hasNext(); ) {
String roleName = (String) i.next();
logger.fine("Adding role to subject : username = " + username + ", roleName = " +
roleName);
subject.getPrincipals().add(new RolePrincipalImpl(roleName));
I3

userCredential = new Password(password);
subject.getPrivateCredentials().add(userCredential);

username = null;
password = null;

domain = null;
commitSucceeded = true;
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return true;

}

public boolean abort() throws LoginException {
if (succeeded == false) {
return false;
} else if (succeeded == true && commitSucceeded == false) {
succeeded = false;
username = null;
password = null;
domain = null;
userPrincipal = null;
userCredential = null;
} else {
logout();
}
return true;

}

public boolean logout() throws LoginException {
subject.getPrincipals().remove(userPrincipal);
subject.getPrivateCredentials().remove(userCredential);
succeeded = false;
succeeded = commitSucceeded;
username = null;
password = null;
domain = null;
userPrincipal = null;
userCredential = null;
return true;

}

public boolean login() throws LoginException {
Callback[] callbacks = null;

// prompt for a user name and password
if (callbackHandler == null)
throw new LoginException("Error: no CallbackHandler available " +
“to garner authentication information from the user");

callbacks = new Callback[3];
callbacks[@0] = new NameCallback("user name: ");
callbacks[1] = new PasswordCallback("password: ", false);
callbacks[2] = new TextInputCallback("domain: ");
try {
callbackHandler.handle(callbacks);
username = ((NameCallback) callbacks[@]).getName();
char[] tmpPassword = ((PasswordCallback) callbacks[1]).getPassword();
if (tmpPassword == null) {
tmpPassword = new char[0];
}
password = new String(tmpPassword);
((PasswordCallback) callbacks[1]).clearPassword();
domain = ((TextInputCallback) callbacks[2]).getText();

if (lauthenticator.authenticate(username, password)) {
throw new LoginException("LDAP authentication failed.");

}
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succeeded = true;
} catch (UnsupportedCallbackException uce) {
uce.printStackTrace();
LoginException le = new LoginException(
"Error: " + uce.getCallback().toString() +
" not available to garner authentication information " +
"from the user");
le.initCause(uce);
throw le;
} catch (Exception e) {
e.printStackTrace(); // todo. logging
if (e instanceof LoginException) {
throw (LoginException) e;
} else {
LoginException le = new LoginException(e.toString());
le.initCause(e);
throw le;
}
}

return succeeded;

HELJOf| FItE| = AR HE ME Tt JEUS E ot A| A0 HE0| E[0{0F st2E
RolePrincipalimpl &7} JEUSS| RolePrincipallmpl EtI O 2 tH2tE|0{0f SHC},

7.3. LDAP JAAS LoginModule A{H|A dH

=20

JEUS EHOF A AR M £ 0| Q10] JAAS LoginModule2 A &30 21921 MH|AE H|Z5t 10X} ototH EH|Ql

E°* MH|AE AAe W <jaas-login-config>E AL XtA[SE AFRt2 EoF AH[A H7 9l 'authentication'

S I:|I-_| o|-[:|-

0
N

DEFAULT_APPLICATION_DOMAINO{| LDAP LoginModule 29t MH|AE H|Zot7| QlsiA 2321 AH|AL}
Sl MH| A0 CHolfAM CtZ0t 2H0| MASiCt.

LDAP JAAS LoginModule AH|A H3H : <security-domains.xml>

<?xml version="1.0" encoding="UTF-8"7>
<security-domains xmlns="http://www.tmaxsoft.com/xml/ns/jeus" version="9.0">

<security-domain>
<name>DEFAULT_APPLICATION_DOMAIN</name>
<authentication>
<jaas-login-config>
<login-module>
<login-module-classname>
jeus.security.impl.login.LdapLoginModule
</login-module-classname>
<control-flag>required</control-flag>
<option>
<name>initialContextFactory</name>

<value>com.sun.jndi.ldap.LdapCtxFactory</value>
</option>
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<option>
<name>providerURL</name>
<value>ldap://192.168.1.63:389</value>
</option>
<option>
<name>connectionUsername</name>
<value>cn=Directory Manager</value>
</option>
<option>
<name>connectionPassword</name>
<value>adminadmin</value>
</option>
<option>
<name>userBase</name>
<value>ou=People,dc=sample,dc=com</value>
</option>
<option>
<name>userSearchMapping</name>
<value>(uid={0})</value>
</option>
<option>
<name>roleBase</name>
<value>ou=Groups,dc=sample,dc=com</value>
</option>
<option>
<name>roleNameAttr</name>
<value>cn</value>
</option>
<option>
<name>roleSearchMapping</name>
<value>(uniqueMember={0})</value>
</option>
</login-module>
</jaas-login-config>
</authentication>
<authorization>
<repository-service>
<custom-repository>
<classname>
jeus.security.impl.aznrep.CustomPolicyFileRealmAuthorizationRepositoryService
</classname>
<property>
<name>PolicyClassName</name>
<value>jeus.security.base.CustomJeusPolicy</value>
</property>
<property>
<name>UserPrincipalClassName</name>
<value>jeus.security.resource.PrincipalImpl</value>
</property>
<property>
<name>RolePrincipalClassName</name>
<value>jeus.security.resource.RolePrincipalImpl</value>
</property>
</custom-repository>
</repository-service>
</authorization>
<security-domain>

</security-domains>
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2} 220 ciet HE2 Ch3at 2.
* jeus.security.impl.callback.JAASUsernamePasswordCallbackHandler

JEUS EQF A|AEIO|A LoginModuled 91F & E(username, password, etc..)S F|Sste 7|2 iHLIES
H|3st= CallbackHandler 22 A0|Ct,

* jeus.security.impl.login.LdapLoginModule

JEUS Eot A|AHIOA SMZTO 2 HO|=l LDAP Attribute 22 ELHE LoginModule2 X|st=
LoginModule &K 22| A0|Ct,

* jeus.security.impl.aznrep.CustomPolicyFileRealmAuthorizationRepositoryService

JEUS 2ot A|AHRIO| A AH2XEZt H 2|8t UserPrincipalClassName/RolePrincipalClassName Efl2
X &30 Authorization MH|AE X[Sdt= S2HA0|CE

* jeus.security.base.CustomjeusPolicy

JEUS EH A AR M HEFRIO jeus-web-dd.xmI0| ZX{SHX] 211 LoginModuledi|A Principaloi| CHet
RolePrincipallmpl0| H2|st= 22 Principal-to-Role IfE 0| | =& X|5l= jeus.security.base.PolicyS
efEh Trofet SaA0|C.

MHo| 2tFE|H JEUSE 7|55t DEFAULT_APPLICATION_DOMAINO| deploy=! OfE2|7|0|Mof cigt 29!
MH|AE A[ZfStCt,

7.4. HIO[E{H|O|A HF 9|8t LoginModule 719

LoginModule QIE{H|0|AE A3t DBRealmLoginModuleE SdiA Q1F HIAHLIES s&st UL
DBRealmLoginModuleZ JEUS2t2| HOF A|ARINIO| HES 112150 Lt 20| =& #aiotot,

jeus.security.impl.login.DBRealmLoginModule
package jeus.security.impl.login;

import jeus.security.base.Domain;

import jeus.security.base.ServiceException;
import jeus.security.resource.Password;

import jeus.security.resource.PrincipalImpl;
import jeus.security.resource.RolePrincipallmpl;
import jeus.util.logging.JeuslLogger;

import javax.naming.InitialContext;

import javax.naming.NamingException;

import javax.security.auth.Subject;

import javax.security.auth.callback.*;

import javax.security.auth.login.FailedLoginException;
import javax.security.auth.login.LoginException;
import javax.security.auth.spi.LoginModule;
import javax.sql.DataSource;

import java.security.Principal;

import java.sql.Connection;

import java.sql.PreparedStatement;
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import java.sql.ResultSet;
import java.sql.SQLException;
import java.util.Arraylist;
import java.util.HashMap;
import java.util.Iterator;
import java.util.Map;

/**
* User: choco
* Date: 2016. 09. 13
* Time: 2% 4:35:57
*/
public class DBRealmLoginModule implements LoginModule {
protected static final JeuslLogger logger = (JeuslLogger)
JeuslLogger.getlLogger("jeus.security.login");
protected String dsExportName;
protected String principalsQuery = "select password from jeus_users where username=?";
protected String rolesQuery = "select role from jeus_roles where username=?";

private String username;
private String password;
private String domain;

private Subject subject;

private CallbackHandler callbackHandler;
private boolean succeeded = false;
private boolean commitSucceeded = false;

protected Map options;
private Principal userPrincipal;
private Password userCredential;

public void initialize(Subject subject, CallbackHandler callbackHandler, Map sharedState, Map
options) {
this.subject = subject;
this.callbackHandler = callbackHandler;
this.options = options;

try {

domain = Domain.getCurrentDomain().getName();
} catch (ServiceException e) {

domain = Domain.SYSTEM_DOMAIN_NAME;

}

dsExportName = (String) options.get("exportName");
if (dsExportName == null) {
String msg = "LoginMoulde initialization failed.
logger.warning(msg);
throw new IllegalArgumentException(msg);

+ "exportName option missing.";

}

Object tmp = options.get("principalsQuery");
if (tmp != null)

principalsQuery = tmp.toString();
tmp = options.get("rolesQuery");
if (tmp != null)

rolesQuery = tmp.toString();
logger.debug("DBRealmLoginModule, export name :
logger.debug("principalsQuery="

+ dsExportName);
+ principalsQuery);
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logger.debug("rolesQuery=" + rolesQuery);
logger.debug("initialize successfully");

}

public boolean login() throws LoginException {
Callback[] callbacks = null;

// prompt for a user name and password
if (callbackHandler == null)
throw new LoginException("Error: no CallbackHandler available
authentication information from the user");

+ "to garner

callbacks = new Callback[3];
callbacks[@] = new NameCallback("user name: ");
callbacks[1] = new PasswordCallback("password: ", false);
callbacks[2] = new TextInputCallback("domain: ");
try {
callbackHandler.handle(callbacks);
username = ((NameCallback) callbacks[@]).getName();
char[] tmpPassword = ((PasswordCallback) callbacks[1]).getPassword();
if (tmpPassword == null) {
tmpPassword = new char[0];

}

password = new String(tmpPassword);
((PasswordCallback) callbacks[1]).clearPassword();
domain = ((TextInputCallback) callbacks[2]).getText();

String expectedPassword = getUsersPassword();
if (validatePassword(password, expectedPassword) == false) {
throw new LoginException("DBRealm authentication failed.");
}
succeeded = true;
} catch (UnsupportedCallbackException uce) {
uce.printStackTrace();
LoginException le = new LoginException(
"Error: " + uce.getCallback().toString() +

not available to garner authentication information " +
"from the user");
le.initCause(uce);
throw le;
} catch (Exception e) {
e.printStackTrace(); // todo. logging
if (e instanceof LoginException) {
throw (LoginException) e;
} else {
LoginException le = new LoginException(e.toString());
le.initCause(e);
throw le;
I3
}
return succeeded;

}

private String getUsersPassword() throws LoginException {
String password = null;
Connection conn = null;
PreparedStatement ps = null;
ResultSet rs = null;
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try {
InitialContext ctx = new InitialContext();
DataSource ds = (DataSource) ctx.lookup(dsExportName);
conn = ds.getConnection();
ps = conn.prepareStatement(principalsQuery);
ps.setString(1, username);
rs = ps.executeQuery();
if (rs.next() == false)
throw new FailedLoginException("No matching username found");

password = rs.getString(1);
}
catch (NamingException ex) {
throw new LoginException(ex.toString(true));
}
catch (SQLException ex) {
logger.debug("Query failed", ex);
throw new LoginException(ex.toString());

}
finally {
if (rs !'= null) {
try {
rs.close();
}
catch (SQLException e) {
}
}
if (ps != null) {
try {
ps.close();
+
catch (SQLException e) {
}
I3
if (conn != null) {
try {
conn.close();
}
catch (SQLException ex) {
ks
}
}

return password;

}

public boolean logout() throws LoginException {
subject.getPrincipals().remove(userPrincipal);
subject.getPrivateCredentials().remove(userCredential);
succeeded = false;
succeeded = commitSucceeded;
username = null;
password = null;
domain = null;
// trusted = false;
userPrincipal = null;
userCredential = null;
return true;
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public boolean commit() throws LoginException {
if (succeeded == false) {
return false;
} else {
userPrincipal = new PrincipalImpl(username);
if (!subject.getPrincipals().contains(userPrincipal))
subject.getPrincipals().add(userPrincipal);

ArraylList roles = getRoleSets();
for (Iterator i = roles.iterator(); i.hasNext();) {
String roleName = (String) i.next();
logger.debug("Adding role to subject : username = " + username + ", roleName = " +
roleName);
subject.getPrincipals().add(new RolePrincipalImpl(roleName));
}

userCredential = new Password(password);
subject.getPrivateCredentials().add(userCredential);

username = null;
password = null;

domain = null;
commitSucceeded = true;
return true;

}

public boolean abort() throws LoginException {
if (succeeded == false) {
return false;
} else if (succeeded == true &4 commitSucceeded == false) {
succeeded = false;
username = null;
password = null;
domain = null;
userPrincipal = null;
userCredential = null;
} else {
logout();
}
return true;

}

protected ArraylList getRoleSets() throws LoginException {
Connection conn = null;
HashMap setsMap = new HashMap();
PreparedStatement ps = null;
ResultSet rs = null;
ArraylList roles = new Arraylist();
try {
InitialContext ctx = new InitialContext();
DataSource ds = (DataSource) ctx.lookup(dsExportName);
conn = ds.getConnection();
ps = conn.prepareStatement(rolesQuery);
try {
ps.setString(1, username);
}
catch (ArrayIndexOutOfBoundsException ignore) {
}
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rs = ps.executeQuery();

while (rs.next()) {
String rolename = rs.getString(1);
roles.add(rolename);
}
}
catch (NamingException ex) {
throw new LoginException(ex.toString(true));
}
catch (SQLException ex) {
logger.debug("SQL failure", ex);
throw new LoginException(ex.toString());
}
finally {
if (rs !'= null) {
try {
rs.close();
+
catch (SQLException e) {
}
}
if (ps != null) {
try {
ps.close();
}
catch (SQLException e) {
}
I3
if (conn != null) {
try {
conn.close();
}
catch (Exception ex) {
+

}

return roles;

}

protected boolean validatePassword(String inputPassword, String expectedPassword) {
if (inputPassword == null || expectedPassword == null)
return false;
return inputPassword.equals(expectedPassword);

}

}
HEIJOf| It = AHSXRL HE ME Tt JEUS E ot A| A0 0| E[0{0F st2 2
! RolePrincipalimpl &7} JEUSS| RolePrincipallmpl EtI O 2 tH2tE|0{0f StC},

7.5. HIO|E{H|O]A LoginModule AH|A MH

104 | Security QHLHA



JEUS EQt A|AHINA EH =0[210]| JAAS LoginModule2 ME3t0 2921 MH|AE H|Sst2{H ToQl ot
MH|AE <jaas-login-config>0fl ML}, RpASE AFSH2 HOE AH|A H7X 9| ‘authentication' 22
Eragtct.

DEFAULT_APPLICATION_DOMAINGO|| H[O|E{tH|0| A LoginModule 2ot MH|AE MISSH7| fIshA 232l
MH|A2F Sl MH| A0 CH3[A CHZ 2t 20| 2Fotct.

TOQl MH[A M : <security-domains.xml>

<?xml version="1.0" encoding="UTF-8"7>
<security-domains xmlns="http://www.tmaxsoft.com/xml/ns/jeus">

<security-domain>
<name>DEFAULT_APPLICATION_DOMAIN</name>
<authentication>
<jaas-login-config>
<login-module>
<login-module-classname>
jeus.security.impl.login.DBRealmLoginModule
</login-module-classname>
<control-flag>required</control-flag>
<option>
<name>expor tName</name>
<value>dbrealmtest</value>
</option>
<option>
<name>principalsQuery</name>
<value>
select password from DEFAULT_APPLICATION_DOMAIN_Principals
where username=?
</value>
</option>
<option>
<name>rolesQuery</name>
<value>
select role from DEFAULT_APPLICATION_DOMAIN roles
where username=?
</value>
</option>
</login-module>
</jaas-login-config>
</authentication>
<authorization>
<repository-service>
<custom-repository>
<classname>
jeus.security.impl.aznrep.
CustomPolicyFileRealmAuthorizationRepositoryService
</classname>
<property>
<name>PolicyClassName</name>
<value>jeus.security.base.CustomJeusPolicy</value>
</property>
<property>
<name>UserPrincipalClassName</name>
<value>jeus.security.resource.Principallmpl</value>
</property>
<property>

7.JAAS AF2 | 105



<name>RolePrincipalClassName</name>
<value>jeus.security.resource.RolePrincipalImpl</value>
</property>
</custom-repository>
</repository-service>
</authorization>
<security-domain>

</security-domains>

Ch22 2k 220201 cHet 2FHO|C,

* jeus.security.impl.login.DBRealmLoginModule

JEUS Ot A|AEIO|AM 82O 2 O|0|E{H|0] A9| exportnamet principal®t roled| CHH Query (2
EZ LoginModuleg X|&3t= LoginModule #34| Z2{A0|Ct.

L2 &M 2h=0] cigt dHo|ct
a8 a9
exportName domain.xmloil 2| &l H|0|E{H|0| A 2| export-nameS H & otCt.

=
principalsQuery  Primary KeyZ} StLHO| 20 principalofl CHe HA EZIE H{2 & U= QueryE

oot}
rolesQuery Primary KeyZt 3tLIO| 11 principal0il CHet roleZtE E0E &= U= QueryE
HolstL},

* jeus.security.impl.aznrep.CustomPolicyFileRealmAuthorizationRepositoryService

JEUS 2ot A|AERIO| A AH2XEZt H Q| Bt UserPrincipalClassName/RolePrincipalClassName El2
HME3t0{ Authorization MH|AE H&6t= SeHAO0|LCt

* jeus.security.base.CustomjeusPolicy
JEUS EQF A|AEIOf| A ZHEFRI0] jeus-web-dd.xml descriptorZt ZX{35tX| 211, LoginModuleOf| A

principaldi| CHet RolePrincipallmplE & 2|8l0f Sti= & Principal-to-Role IHHO| &| =& X| 5=
jeus.security.base.PolicyE &% Foiet 22 A0|Ct.

MHYo| 22 &M JEUSE 7| S35t DEFAULT_APPLICATION_DOMAINO|| deployZ!
O OfiZ2|#|0|Mo| 29I AH|AS ARFSICE
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Appendix A: £t O[HIE A{H|A

Hot O[HIE M| A0 CH3l 2FTHCt,

—

A1.71

SPI 22{AQ} C|ZEE HOt AH|A

791 SHAZEE EventHandlingServiceZ2 HEE= BFE HOot
O|t#l E(Security Event)of| CHslf AHt

Ct. O] LHE 2 jeus.security.spi.EventHandlingService SPIS 71315104

ApAIBte] O[HIE WSS Hersts ol K8 FY 4 ULk
220/ ga2 cew 2k,

G.2.X <Event type> = O|HIE E}Q|
Source Class: O|HIET} WMo ZejA
Event Type: O[HIE E}
Event Level: O|HIE 2| (FATAL, SERIOUS, WARNING, INFORMATION, DEBUG).
Event Context: O[HIE contextOfl CHH key-value 49| ZE.
Emitted When? O|HIET7} EMSH= =7

HE O[HIEE= O|HIE AAQ 2Z+2 TR0 Rl = EventHandlingServiceS 2 WEEICH J2{LL, 022

security.install.successful@t security.uninstall.attempt O[HIE= 2Ot A| A0 MYE|0f Q= BE
ooz WEEICL

jeus.security.base.Event 22 A2} jeus.security.spi.EventHandlingService Z2{A0|
() C3t Cf XpA3t M2 JavadocS HTtch.

security.validation.failed

Source Class jeus.security.spi.SubjectValidationService

Event Type security.validation.failed
Event Level WARNING
Event Context o Key : “subject”

o Value : 24 ZZ0| {3t jeus.security.base.Subject

Emitted When SubjectValidationServiceZt SecurityException= A4eh myjOtct
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security.authentication.failed

Source Class jeus.security.spi.AuthenticationService
Event Type security.authentication.failed

Event Level WARNING

Event Context o Key : “subject”

> Value: 24 #30| A1t jeus.security.base.Subject

Emitted When Subject0i| CHet AFE Xt Q1F0| AlTiE myoCt

security.authorization.failed

Source Class jeus.security.spi.AuthorizationService
Event Type security.authentication.failed

Event Level WARNING

Event Context o Key : “contextid”

Value : Permission X327} 20{F Context ID
o Key : “permission”

Value : H|3 & java.security.Permission
o Key : “subject”

Value : AHEXt Q1F0| A3t jeus.security.base.Subject

Emitted When A2t Q1E0| Aufgt myotct

security.authentication.repository.subject.added

Source Class jeus.security.spi.AuthenticationRepositoryService
Event Type security.authentication.repository.subject.added
Event Level INFORMATION

Event Context o Key : “subject”

o Value : £7}%l jeus.security.base.Subject

Emitted When AuthenticationRepositoryService0f| Subject7t 88X O = 7} miotCt

=~

security.authentication.repository.subject.removed

Source Class jeus.security.spi.AuthenticationRepositoryService

108 | Security 2HiAM



Event Type security.authentication.repository.subject.removed
Event Level INFORMATION

Event Context o Key : “subject”

o Value : & X2l jeus.security.base.Subject

Emitted When AuthenticationRepositoryService 252 E{ Subject?t §3HOZ Atx||E uhofCt

security.authentication.repository.subject.removed.complete

Source Class jeus.security.spi.AuthenticationRepositoryService

Event Type security.authentication.repository.subject.removed.complete
Event Level INFORMATION

Event Context o Key : “name”

> Value : 83X 2= AH|El Subject

Emitted When Subject?} AuthenticationRepositoryServiceZ5E 43X O Z AtH|E ufoict

security.authorization.repository.policy.added

Source Class jeus.security.spi.AuthorizationRepositoryService
Event Type security.authorization.repository.policy.added
Event Level INFORMATION

Event Context o Key : “policy”

> Value : 37}%l jeus.security.base.Policy

Emitted When AuthorizationRepositoryService0ll {22 PolicyZt =7& m{OtCt

security.authorization.repository.policy.removed

Source Class jeus.security.spi.AuthorizationRepositoryService
Event Type security.authorization.repository.policy.removed
Event Level INFORMATION

Event Context o Key : “policy”

o Value : 4|l jeus.security.base.Policy

Emitted When AuthorizationRepositoryService2 £E Policy H|O|E{ 7} AtH| 2! uhotct

security.authorization.repository.policy.removed.complete
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Source Class
Event Type
Event Level

Event Context

Emitted When

jeus.security.spi.AuthorizationRepositoryService

security.authorization.repository.policy.removed.complete

INFORMATION

o Key : “contextid”

o Value : NEAZEE MF|E java.lang.String EFRI2| Context ID

AuthorizationRepositoryService22E context id7t AtK| & ohojCt

security.install.successful

Source Class
Event Type
Event Level
Event Context

Emitted When

jeus.security.spi.SecurityInstaller
security.install.successful
INFORMATION

None

Hot A AR §3HC = dX|E

- —

ot

security.uninstall.attempt

Source Class
Event Type
Event Level
Event Context

Emitted When
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jeus.security.spi.SecurityInstaller
security.uninstall.attempt
INFORMATION

None
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Appendix B: JEUS Server Permissions

2 BE2 HZ Permission 2|AA O|F1 2|AA HMZ MHESIC}

B.1.7l&

HZE Permission 2|&A 0|1} 2[AA MM S ATJNSICE O|F2 JEUS ME ZE(JNDI, JMS, Manager, Security
S)0| 2|0 Cigt M2 HotE 7HX[1 J=X| M3 sk= o| O| B EICE 2|2 A Permission M3 2F 2HHE

Permission EI2l2 jeus.security.resource.ResourcePermission0|H, Context ID= 24t "default"O|LC}.

ot M3 = ANLE 2|AA O| S 1} 2[AA HMO| TEtO = UO{LCH BEQ| 2R 2|AA O|E2 W2 EHIS
o|n|st, 2|AA HMS st EFZI0| CHoll U2 & ZQUX|E 2|0|BtCt, BHek flst= Mot -0l MCH2 =l A Z2X|
kO™ Master ServerLt Al 235 &0I5H0] MO El Permission2 &HQI6H0] F7t5tCt,
=
B.2. JEUS A|AE! 2|AA 0|2
O7[ M= JEUS 7|2 B2t A AHRINM MSEl= ST 2[AA O|S0] CHSHA T ATHBHCE,
Resource name dH
jeus.* JEUS A|AEIQ| BE 2|AA 0|20 M2 7t53ICE
jeus.server.<server-  JEUS A|AHRIQ| EX MO R E 2|AA 0|0 M2 7Hs6ICh CIEE 2ot A|AHIS

= =
ames. AH2% ) MHZ0|M K| 33H= Permission S 20|LC}.
2| AA oMo w2} ofa ot ZHo| LiELCt,

> boot : it MHE A|ZIA|Z i

> down : Sl MHE ZEA|Z 0f

o deploy : i A{H0]| O Z2|H|0|ME deploy Ui
o ftp: IIUS ME0f| FTPE ALS S mj

jeus.server.<server-  JEUS A|ARIS| £ MHO| £ 04 E2|#|0|M0] CHet 2|24 O] F0|Ct.
name>.app.<applicati
on-name>

jeus.cluster.<cluster- JEUS A|ABIQ| EF Z2{AEQ| 2 E 2|42 0|0 2 7ts3ich
name>.*

jeus.domain.<domain JEUS A|ARIS| SX HFHZ ATt T 2[AA 0| F0|C} 7| MQ| =[R2 Hot
AN 9|

A
-name> Q10| OfLl JEUS A|AE

[==]

ot
b

2| AA oMo w2} ofa ot ZHo| LiELCt,

> dynamicConfiguration : jeusadmin S2 Sdi THQle| MHE SHo= HAY
ir|
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Resource name MH

jeus.jndi JEUS AlAEIo] INDI St 23toj| i3t 2|44 0 Z0|Ch,
2|4 A oMo wkat ofeler ZHo] Lielct,

> lookup : JNDIE 0| 83}0{ ZHK|Z lookupdta] & if

> modify : bind/unbind/renamezt 20| JNDI Repository Z{K|E F7}/AMH|
/HEZE of

> list : JNDI repository0i| &2l ZHH|2Q| ListE 7142 uf

jeus.node.<node- JEUS A|AERIS| EF L E0f| Chot 2|A&A O|F0|CH L EE ST}, A K5t= 2 AFEEIC.
name> L COf CHSH M2 "JEUS Server QHLHAM"S Xt BHCE,

2| AA oMo e} ofaiQt ZHo| LiECt,

o edit: =EE FIISHALE MY

B.3. jeusadmin B30 Aot MW

|ZE ot AlAHZ 7|EO jeusadming| 2 E9|2 At 0| FHssict
jeusadmin B2 EH9I2 S MHS ZL0lL, ST {0 it Aet SHoIBt 0|0{X| T LITK L sto
CHSHAS MS5HR 863 OlZiCk, O H3tel 24X 012 HHolol St BN Hl=t, server,

servers, cluster, clusters, node M0 CHHA A HHTE 2|AA O|ES =Lt 0] 2|9 B E M| CHSHAM =

HHO| Akl 2[AA °“*._8 HH0{2| 0| S22 HOlEICt HHOQ aliasof LS A = HSEIX| #2222 help
<command-name>0f| A 2Ql=|= X HHO| 0|2 E0| =5 otCt. HH0{0f| gt ME = JEUS Reference

ot 2| "Part II. 2& FH0{et S Taslct.

CS2 "user1"0| A= 2a2|Xt H3t, "user2"0f|A|= "server2"0i| deploy HH 2 3e £ = HBE F=
OfIH|OICt. "user2"2| B "server2"0f| Ciot otRF £ 522 2|4 A O|F jeus.server.server2.*E F11,

jeusadminOii X deploy EZ 9| K| 0|50]| deploy-application0|2 2 0|Z 2|4 A HMoj| 'Ho{FC},
HOE A AR Policy 83 : <policies.xml>

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<policies xmlns="http://www.tmaxsoft.com/xml/ns/jeus">
<policy>
<role-permissions>
<role-permission>
<principal>useri</principal>
<role>adminRole</role>
</role-permission>
<role-permission>
<principal>user2</principal>
<role>server2DeployRole</role>
</role-permission>
</role-permissions>
<resource-permissions>
<context-id>default</context-id>
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<resource-permission>
<role>adminRole</role>
<resource>jeus.*</resource>
<actions>*</actions>

</resource-permission>

<resource-permission>
<role>server2DeployRole</role>
<resource>jeus.server.server2.*</resource>
<actions>deploy-application</actions>

</resource-permission>

</resource-permissions>
</policy>
</policies>
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0 Xg
* Java Authorization Contract for Containers Specification Version 1.0
JACC provider0f| CH$t HE E H|3Stct.
* Jakarta EE 9 Specification
JEUSE ZetPh Jakarta EE MH{ 0| MEE|= 7|2 X Ql 2o OF7|EIXoff Cigt HE
* EJB 4.0 Specification
EJB Eot 2o Ciot EE MIS STt
+ Servlet 5.0 Specification
Servlet HoF D0 Lot HEE HSSHCL

* Javadoc for java.security, javax.security.auth, jakarta.security.jacc

HL
e
i)

]
o
ul
AN

|2l S A0 CHet & AIS HE

[ )

i

HSetet.
* Javadoc JEUS API
JEUS_HOME/docs/api/jeusapi/index.html

« XML Reference - 22t MH|A domain.xml| &%

JEUS_HOME/docs/reference/schema/index.html
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